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NEPEYEHb COKPALLEHUN

APM
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uP
ncnau
K3
HXMA
HCO
oC

NnAax

rno
nTC
nasm
NnSMUH
CBT
C3U
C3nAax
CK3U
TKYU
TC
YBMNAH
®CB Poccum
OCT3K Poccumn

ABTOMaTU3NpOBaHHOe paboyee MecTo
UHdpopmaumoHHas 6esonacHoCcTb

WHdopmauuoHHbIi pecypc

UHdopmaLuoHHas cuctema nepcoHanbHbIX AaHHbIX
KoHTponupyemas 3oHa

HakonuTenb Ha XeCTKUX MarHUTHbIX AUcKax
HecaHKUMOHMPOBaHHbIA AOCTYN

OnepauuoHHas cucrema

MepcoHanbHbie AaHHbIe

MporpammHoe obecneyeHue
MporpamMmHo-TEXHUYECKME CcpeacTBa

MepcoHanbHas aNeKTPOHHO-BbIYUCNUTENBHAA MalLUHa
Mo6oYHbIe aNEeKTPOMAarHUTHbIE U3NyYeHUsa U HaBoaKU
CpeacTea BbIMUCNUTENBHON TEXHUKU

CpepcTea sawuTsl MHGopMaLmum

Cuctema 3aluTbl NepcoHanbHbiX AaHHbIX

CpefcTeo kpunTorpaguyeckon sawmrsl uHpopMaumm
TexHuyeckue KaHanb! yTeuku uHpopmaumm
TexHuveckue cpeacrea

Yrposbl 6e30nacHOCTU NepcoHanbHbIX AaHHbIX
depepanbHas cnyxba 6esonacHocTu Poccuiickon Pepepauum
depepahbHas cnyxba NO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOMIO
Poccuiickoin depepauum




TEPMWHbI U ONPEOENEHUA

TaKa

T'Ay'renmquauun

30MacHOCTb
ePCOHalNIbHbLIX AaHHbIX

Bupyc (koMnbIOTepHbIN,
nporpamMMHbIN)

BHewHan
uHpopMaLMOHHan
cucTema

BHewHan ~
UH(bopMaLUOHHO-
 TeNeKOMMYHUKaLMOHHanRA

ceTb :

BpenoHocHas nporpamma

HocrynB
UHOPMaLMOHHYIO cpeay
KoMnbloTepa
(uHpOpMaLIMOHHOW
CUCTEMbI NepCOoHanbHbIX
AaHHbIX)

HocTtyn K uHopmauum
HdocTynHocThb

3awumuaemMasn
uHcopmauus

LleneHanpaBneHHble nencreus Hapywmrens c
NCNONb30BaHUEM TeXHUYECKUX U (UNK) NPorpaMMHbIX CPeAcTB
C Uenbio HapylUeHUs 3afjaHHbIX XapakrepucTuk 6esonacHoCcTH
salumwaemMont MHpopMaumMu UnNU ¢ Uensio Co3faHusa ycnosumn
Ans 3T0ro

Mposepka NpUHaAnNexXHoOCTU cybbekTy AocTyna
npeabsBneHHoro UM  uaeHTudukaTtopa (noarsepxaeHve
NOANMHHOCTU cyBbekTa focTyna B UHOpMaLIMOHHON cucTeme)

CocTosiHMe  3alMIEHHOCTM  NEpCOHanbHbIX  AaHHbIX,
Xxapakrepusyemoe CNocoBHOCTLIO nonb3osareneiu,
TEXHUYECKUX CPeAcTB WM MHAOPMALMOHHBIX TEXHONOruin
obecneuutb  KOH(WAEHUMAnbHOCTb,  LEMOCTHOCTE U
LOCTYNHOCTb NepcoHanbHbIX AaHHbIX Npu ux obpaboTke B
UHOPMaLMOHHO CUCTEME NePCOHAaNbHBIX AaHHBIX

McnonHaembii NporpaMMHbIA KOA WNU UHTepnpeTUupyembii

Habop WHCTPYKLWIA, obnapatowmi CBOWCTBaMMU
HeCaHKLUMOHUPOBAHHOTO pacnpocTpaHeHus v
caMOBOCNpoOU3BeaeHus. CosnaHHble AybnukaTbl

KOMMNLIOTEPHOrO BUpYyCca He BCerga COBNaaaloT ¢ OpurvHamnom,
HO COXPaHSAIoT cnocoBHoCTL K AanbHenwemy
pacnpoCTPaHeHMo U CaMOBOCNPOU3BEAEHUIO

MHdopmaumoHHas  cuctema,  B3aMMogencTsylowlaa C
MH(MOPMaLMOHHOM CUCTEMOIR onepatopa u3-3a npeaenos
rpaHuL HOPMaLUMOHHON CUCTEMbI onepaTopa

WHpopmaLmMOHHO-TENEKOMMYHUKaLMOHHaA ceTb,
B3aumogencTeyowas ¢ UHGPOPMaLMOHHON  CUCTEMOW
oneparopa Wu3-3a npegenos rpaHvuy  MHGOpMaLUOHHON
CUCTEMBI

Mporpamma, npegHasHayeHHaa AnNA  OCyL|EeCTBNeHus
HeCaHKUMOHMPOBAHHOro Aoctyna W (unu) BO3RENCTBUA Ha
nepcoHanbHble [aHHble WM pecypcbl UWHMOPMaLWOHHON
cucTembl

MonyyeHne BOSMOXHOCTU 3anycka Ha BbINONHEHUEe LTaTHbIX
KOMaHf, yHKUMIA, npoueayp OnepauuoHHOW CcucTembl
(YHUNTOXEHUS,  KONUPOBaHWA, NEpeMelleHns u  T.n.),
ucnonHsemMblx (aiinos npuknagHbIx Nporpamm

B03MOXHOCTb NonyyeHus uHopmaLum 1 & Ucnonb3oBaHus

CocrosHue uHpopmaumum, Npu KOTOPoM CyObeKTbl, UMetoLve
npaeo AOCTYyna, MOryT peanu3oBaTh ux 6ecnpenaTcTBeHHO

UHdopmaums, senswowasca npeagMeToM cob6CTBEHHOCTU U
noanexawjas 3sawure B COOTBETCTBMM C TpeboBaHUAMM
NpaBoBbIX [OKYMEHTOB unu TpeboBaHuaMN,
yCTaHaBnusaeMbIiMy cO6CTBEHHUKOM UHOpMaLu
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|
~ 3awuueHHbIie NUHUKU

CBA3U
WpeHnTudukarop

Upentudukauus

UHdopmaumnoHHan
cucTeMa nepcoHanbHbIX
AaHHbIX

UHdopmaumoHHbIe
TeXHONOruu

UHumMgeHT

Kaxan ataku -

Kareropus gocryna K
uHdopmauum

-

KoHTponupyemas 30Ha
KoHdpuaeHumansHoCcTh
nepcoHanbHbIX AaHHbIX

Mopgenb HapywuTens

Mopens yrpo3s

Jivhum (kaHanbl) cBA3KW, Npu nepepadve uHdbopmauuu no
koTopbiM  obecneumsaetca  Tpebyemblii ypoBeHb ee
3almLieHHocTy (KoHpUaeHUManbHOCTb, LIENOCTHOCTb U (Mnn)
AOCTYNHOCTb)

Mpepcraenexve (cTpoka CMMBONOB), OHO3Ha4HO
unaeHTuUUMpyowee cybvekt u (unu) obbekT poctyna B
WH(OpMaLMOHHON cucTteme

MpucsoeHvne cybbekTam (7 obbekram Aocrtyna
MaeHTUUKaTOPOB (YHUKaNbHLIX WUMEH) U (MnNU) cpaBHeHue
npeaLABNAeMoro uaeHTudukaTopa ¢ nepeyHem NPUCBOEHHbIX
uaeHTUdUKaTopos

CoBOKyNnHOCTb coaepxalyuxcs B 6asax AaHHbIX NepCoHanbHbIX
AaHHbIX U o6ecneunsarowmx ux o6paboTky UHPDOPMALIMOHHBIX
TEeXHOMNOMUA U TeXHUYECKUX CPeacTB

Mpouecchl, MeToabl noucka, cbopa, XxpaHeHus, oBpaboTku,
npefocTaBneHus, pacnpocTpaHeHus uHgopmauum 1 cnocobbi
OCYLLECTBNEHUs TakuX NPOLIECCOB U METOA0B

HenpeasugeHHoe wnu He XXenatenbHoe cobbiTve (rpynna
cobbITnin) 6esonacHoCTi, KOTOpoe NpUBeno (MOryT NPUBECTU) K
HapyLleHnio (PyHKUMOHUPOBaHUA UH(POPMaLMOHHON CUCTEMBI
UNU  BO3HUKHOBEHUIO Yrpo3 6GesonacHocT uHgopMaumm
(HapyLieHuto KOH(UAEHLManNbHOCTH, LienoCTHOCTH,
AOCTYNHOCTK)

Cpepna nepeHoca ot cy6bekra K o6beKkTy ataku (a, BOZMOXHO,
M or obbekta K CyObekTy aTaku) OCyLecTBnsemMblx npu
npoBeAeHun aTaku 4eincTBuin

MokasaTtens, B 3aBUCUMOCTM OT KOTOPOro WHoOpMauus
noapasaenseTca Ha oblwefocTynHylo UHpOpMaUUio, a Takke
Ha uHpopMaumilo, A[OCTYN K  KOTOPOM  OrpaHuyeH
denepanbHbiMU  3akoHaMu  (MHGOPMaLIMA  OrpaHUYEHHOro .
AocTyna) :

MpocTpaHcTBO  (TEeppuTopus, 3AaHWe, YacTb  3AaHusA,
nomelleHne), B KOTOPOM WCKNIOYEHO HEKOHTponupyemoe

npebbiBaHWe NOCTOPOHHUX NUL, a TaKke TPaHCMNOPTHbLIX,
TeXHUYECKUX N UHBIX MaTepuarnbHbIX CpencTs

Obs3aTensHoe Ana BLINOMHEHUA NULIOM, MONYYUBLUWM AOCTYN
K MepcoHanbHbIM faHHbiM, TpeGoBaHWe He ponyckaTh WX
pacnpocTpaHeHuss 6e3 cornacus Ccy6bekra nepcoHanbHbIX
AaHHbIX UNW HaNU4MA MHOTO 3aKOHHOrO OCHOBaHUA

CoBOKYNHOCTb NPeANONoXeHUA 0 BOSMOXHOCTAX Hapywurens,
KOTOpble OH MOXeT ucnonb3oBath AnA paspaboTkn wu
npoBefieHNss arak, a Takke 06 oOrpaHudeHusX Ha aTu
BO3MOXHOCTU

dusnyeckoe, MaTemMaTUdecKoe, onucaTensHoe NpeacTasneHne
CBOIACTB UNK XapaKTepucTuk yrpos 6esonacHocTvt MHdopmaLmm



Hapywurens
6e3onacHoCcTH
nepcoHanbHbIX AaHHbIX

HepneknapupoBaHHbie
BO3MOXHOCTH

HecaHKUMOHMPOBaHHbLIN
aoctyn
(HecaHKUWOHMpPOBaHHLIE
AencTeun)

O6paboTka nepcoHanbHbIX
* AaHHbIX

Otka3 B ob6cnyxusaHuu

L &

MNepcoHanbHble AaHHbIe

MoBoyHble
3NeKTPOMarHuTHbIe
U3NYYeHUA U HABOAKMU

Monb3oBarensb
MHpOPMaLMOHHON
CUCTEMbI

MNpaBuna pasrpaHuyeHUn
[octyna

lMporpaMMHan 3aknagka

dusMdeckoe  NMUO,  CNyyaiiHO  MNM  npegHaMEepeHHo
coBepLualollee OeiCTBUS, CNEACTBMEM KOTOPbIX ABNSETCA
HapyleHWe Ge3onacHOCTU NEepCoHanbHbIX AaHHLIX MPU UX
06paboTke TexXHUYECKUMU CPeAcTBaMU B MHEOPMALMOHHBIX
CUCTeMax nepcoHarnbHbIX QaHHbIX

®YHKLUMOHaNbHbIE BO3MOXHOCTU 1O, He onucaHHble U He
COOTBETCTBYIOLUME ONUCaHHbIM B  AOKYMEHTauuu, npu
ncnonb3oBaHum KOTOPbIX BO3MOXHO HapyLueHue
KOH(UAESHUManbHOCTY, [OCTYMHOCTU WUNUW  LIeNoCTHOCTU
obpabaTbiBaemoil MHGopmaLmm

Hoctyn Kk uHdbopmauum wunu peicTsus ¢ UHdopmaumei,
Hapywaiwwme npaBuna  pasrpaHuyeHuMs  goctyna ¢
UCnonb3oBaHWEeM LWITaTHbIX CPEeAcTB, nNpeaocTaBnsemMbIX
UH(OPMALIMOHHBIMU CUCTEMaMU

Nio6oe peitcteue (onepauus) UNU COBOKYNHOCTb AeiCTBUIA
(onepauui), cosepluaeMbix C WUCNONb3OBaHWEM CpPeacTs
aBToMaTtusauum unu 6e3 MUCNonb3oBaHUA TakUX CPeacTe C
nepcoHanbHbiMM  AaHHbIMK,  BKNoYaa  cbop,  3anuce,
cUcCTeMaTMsauuio, HakonneHwe, XpaHeHue, YTOYHeHue
(o6HOoBNEHWe, W3MEeHeHue), Wu3BnevYeHue, ucnonb3oBaHue,
nepepavy (pacnpocTtpaHeHue, npefocTasneHue, [AOCTyn),
obeanuumsanne, OnokupoBaHwe, ypaneHue, YHUYTOXEHUe
nepcoHanbHbIX AaHHbIX

MpensTcTeve CaHKUMOHUMPOBAHHOMY [OCTYNy K pecypcam
WHCPOPMALIMOHHOW  CUCTEMbI UNU  3apepxika onepauui u
tbyHKUMIA MHPOPMALIMOHHON CUCTEMBI

MoBaa vHdopMauua, OTHOCALLASACA K NPAMO UNU KOCBEHHO
onpeaen&HHoMy Wnu onpegenseMoMmy (usnyeckomy nuuy
(cyGbekTy nepcoHanbHbIX AaHHbIX)

OnNeKTpOMarHUTHbIe  U3NYYeHUA  TEeXHUYEeCKUX  CpeacTs
o6paboTku 3awmuaemoit uHGOpMauMK, BO3HUKaOLWMUE Kak
no6GoyHoe ABNeHME U Bbi3BaHHbIE ANEKTPUYECKUMU cUrHanamm,
OEeNCTBYIOWMUMU B UX 3NEKTPUYECKUX U MarHUTHbIX Lensx, a
TaKKe SNeKTpoOMarHUTHble HaBOAKW JTUX CUrHanos Ha
TOKONPOBOAALUME NUHUKN, KOHCTPYKLUU U Lienu NUTaHuA

Jlvuo, yyacreyrouwee B pyHKUMOHUPOBAHUU UH(DOPMALIMOHHON
cucTemsl unu ucnons3youlee pesynbTarhbl eé
thyHKUMOHMPOBaHUA

CoBOKYNHOCTb Npasun, pernamMeHTUpyloLWux npasa AocTyna
cy6bekToB poctyna k o6bvekram gocryna

Koa nporpammbl, npeaHaMepeHHO BHECEHHbIA B nporpaMmy c
Uenblo OCYyLecTBUTb YTeuKy, W3MeHuTb, OnokupoBsats,
YHUMTOXUTb UH(popMaLuIo unu YHUMTOXUTD "
mMoaudULMpoBaTh nporpammHoe obecneveHue
UHdopMaLMOHHON cucTembl u(Unu) GnokupoeaTs annapaTHbie
cpeacrea



8Cypc UHGOPMaALIMOHHOWM

Cpeacrea
BbIYUCUTENBHOW TeXHUKM

Cyb6bexT gocryna

TexHuyeckue cpeacTea

TexHUYeCKMIA KaHan yTeuku
uHdopMauum

Yrpo3abl 6e3onacHoCcTH
nepcoHanbHbIX AaHHbIX

YHUUTOXeHue
nepcoHanbHbIX AaHHbLIX

ynpaBneHue [OCTynom

YA3BUMOCTL

LlenocTHoCThL
MHpopmauumn

MeHOBaHHbIA 3NeMeHT CUCTEeMHOro, MpUKNagHoro wunu

annapaTtHoro obecneveHus hyHKUMOHUpPOBaHUSA
WH(OPMaLMOHHOM CUCTEMbI
MpeponpenenexHas COBOKYMHOCTb ~ npaswun,

. yCTaHaBNUBaOWKUX [ONYCTUMOE B3aUMOLENCTBUE Mexay

nonb3oBaTenem 1 MHHOPMaLIMOHHON CUCTEMOM

COBOKYNHOCTb MPOrpaMMHbIX U TeXHUYECKUX 2SNeMEHTOB
cucteM 006paboTku AaHHbIX, cnocobHbIX (YHKLMOHUPOBATL
CaMOCTOSTENbHO UNU B COCTaBe ApYyrux CUCTEM

Monb3osaTens, npouecc, BbiNONHAKOLWME onepauumu
(neiicteuna) Hapg obbekTamm AocTyna U AeNCTBUSA KOTOPbIX
pernameHTUpYyITCA Npasunamu pasrpaHuyeHus aocryna

Cpeacrsa BbIMUCNUTENbHOM  TEXHUKKW, WUHPOPMaLIMOHHO-
BbIMMCNUTENbHbIE KOMMNMEKChl U CeTU, CPefcTBa U CUCTEMbI
nepegayu, npuemMa u o6paboTku nepcoHanbHbIX AaHHbIX
(cpeactBa M cuUCTEMbl  3BYKO3anucu,  3BYKOYCUNEHUS,
3BYKOBOCNPOU3BEAEHWNA, NEeperoBopHbie U TeneBU3NOHHbIe
YCTPOICTBA, CPeACTBa  W3rOTOBNEHUS, TUPaXuUpoBaHUA
OOKYMEHTOB U Apyrue TexHudeckue cpepactea obpaboTku
peyesol, rpacduyeckon, Buaeo- U OykBeHHO-UUppoBOH
uHpopmauun), nporpamMmHble cpeacTsa (onepauvoHHble
CUCTEeMbI, CUCTeMbl ynpaeneHus 6Gasamu AaHHbIX W T.0.),
cpefcTBa 3awuTbl UHopMaLum

CoBoKynHOCTb HocuTensa uHgopmauum (cpeactea o6paboTku),
tbuanyeckoit cpefbl  pacnpocTpaHeHWss UHMOPMaTUBHOIO
CUrHana W CpeacTs, KoTopbiMu AobbiBaeTca sawmuiaemas
uMHpopmauma

COBOKYNHOCTb YCNoBuiA U (pakToOpoB, CO3AAIOLLUX ONACHOCTb
HEeCaHKLUMOHUPOBAHHOrO, B TOM Yucne CrnyvyainHoro focrtyna K
nepcoHanbHbIM AaHHbLIM, pe3ynbTaToM KOTOPOro MOXET CTaTh
YHUMYTOXEHUEe, usMeHeHue, OnokupoBaHue, KonuposaHue, -
pacnpocTpaHeHue nepcoHanbHbiX AaHHbIX, @ TaKKe WHbIX
HeCaHKUMOHUPOBaHHLIX AelcTBuii npu ux obpabotke B
MHOPMaLIMOHHOM CUCTEME NEPCOHANbHbIX AaHHbIX

[eiicTBuUA, B pesynbTaTe KOTOPLIX HEBO3MOXHO BOCCTaHOBUTL
coepXaHue NepcoHanbHblX AaHHbIX B  UH(OPMAaLMOHHON
cUCTEMe NepcoHanbHbIX AaHHLIX UNU B peaynbTaTe KoTopbiX
YHUNTOXAKTCA MaTepuanbHble HOCUTENW NepcoHanbHbIX
AaHHbIX

OrpaHuyeHWe U KOHTpOnb A0cTyna cyOLekToB AocTyna K
obbekram foctyna B MH(MOPMALMOHHON cucTeme B
COOTBETCTBUU C YCTAHOBMEHHLIMU NPaBUNaMi pasrpaHuyeHus
pocryna

Hekas cnabocTb, KOTOPYIO MOXHO WCMonb3oBaTh ANs
HapyLUEeHUss CUCTEMBI UK COAepXKaLLECs B Heit uHdopMaLmm

CocrosiHue wuHpopmaumm, npyu KOTOPOM €& u3MeHeHue
OCYLLUeCTBMAETCA TONbKO npeaHamMepeHHo Cys'beK[aMM,
UMerLuMn Ha Hero npaso




BBEAEHUE

Hacroswuin foKyMeHT (fanee no Tekcty — Mopens) onuchbiBaeT BO3MOXHbIE Yrposbl
6e30nacHOCTU NepcoHanbHbIX AaHHbIX, KOTOPbIM NoABEepXeHa WHGpOpMaUMOHHas cucTema
nepcoHanbHbeIX AaHHbIX o6MeHa wHdopmauvelh ¢ UH(POPMALUMOHHOW CUCTEMOI LIeHTpa
obpaboTkv aaHHbIXx ®IBY ®LT (nanee no tekcry — UCMOH OU ®LT) MocyaapcreeHHoro
GlogxeTHOro npodeccuoHansHoro obpasoBaTenbHoro yuypexaeHus Pecnybnuku Kpbivm
"PomaHoBCKUI KONnNeaxX UHAYCTPUM rocTenpumMmcTea” (aanee no TeKCTy — YupexaeHue).

Mogens, yuuTbiBan ocobenHocT WCMOH OU OUT, wucnonbsyemble TexHU4Yeckue
cpeacTea u TexHonoruyeckue npoueccs 06paboTkn NnepcoHanbHbIX AaHHbIX (4anee no TeKCTy
- [AH), nossonseT onpeaenuTb KOHKPETHbIE YCMOBUA 3KCNNyaTauuu, 3awmilaemble
uHpOpMaLIMOHHbIE pecypchl, AaTk onucanua yrpo3 6esonacHocTu MNAH, KOTOPLIM NoABeEpPXeHa
ncnas O oUT.

Paspabotka Mogenu Benacb Ha OCHOBaHUW aHanusa UCXOAHbIX AaHHbLIX NO O0ObEeKTy
uHpopmaTmUsauum, sakoHopatenscrea Poccuitckon depepauuu, HOPMATUBHBIX U NPaBOBbLIX
AOKYMEHTOB OpraHoB WCNONMHUTENbHOW BnactTu ¢ y4étoM TpebosBanuii no obecneyeHuio
6esonacHoctu MNAH npu ux o6pabotke B UCTH.

Mpw paspabotke Moaenu NpUMEHSIETCA PUCK-OPUEHTUPOBAHHbLIM NOAX0A, NPU KOTOPOM
onpepenseTcs nepeveHb akTyanbHbIX yrpoa 6esonacHocty MNAH, 1 Ha UX OCHOBE B AanbHeem
paspabaTbiBaeTca cucTemMa 3aliuThbl NepcoHanbHbIX AaHHbIX (nanee no Tekcry — C3IAH)
UCrnax Ou oUT.

Cpepacrsa 3aLuThl MHOPMaLMOHHBIX pecypcoB U TexHu4eckux cpeacts UCTOH OU LT,
Bxoaswume B cocras C3IMH, AOMKHBI OCYLLECTBNATL 3aLUTY OT BIUAHUSA KaK NpeAHaMepeHHbIX,
TaK U cny4vaiiHblX cobbITUiA, NPOLIECCOB UNU SBMNEHWIA, NPUBOASALUMX K HECAHKLUMOHUPOBaHHOMY
AOCTYNY K UHopMaLmK, a Takke BOSMOXHOCTU BO3AeNCTBUA Ha komnoHeHTsl UCTMOH OU ©UT,
npusoaswme K c600 UX (YHKUMOHUPOBAHUA U BO3HUKHOBEHWUIO PasfnUYHbIX HeraTuBHbIX
nocneacTeuii B oTHowweHuu pecypcos C3MNOH.

Mopgenb paspabotaHa Ha ocHoBe meTtoaudeckux aokymeHtoB ®CTIK Poccum u ®CB
Poccuu:

«MeToauka onpegeneHus akTyanbHbIX yrpo3 6e30nacHOCTU NepCoHanbHbIX AaHHbIX NpU
ux o6paboTke B UHPOPMALMOHHbIX cucTemMax nepcoHanbHbIX AaHHbIX» (PCTIK Poceuu, 2008
r.); ?

«basoBana mopgenb yrpo3 6e3onacHOCTU NepcoHanbHbIX AaHHbIX nNpu ux obpaboTke B
UHOPMaLIMOHHBIX CUCTEMAX NepcoHanbHbIX gaHHbix» (PCTIK Poceun, 2008 r.);

«CocTaB M cofepXaHue OpraHu3auuMoOHHbIX W TexXHUYeckux mep no obecneveHuio
fesonacHOCTU NepcoHanbHbIX AaHHbIX npu ux obpaboTke B MHGOPMaLMOHHBLIX CUCTEMaX
NepcoHanbHbiX AaHHbIX C  UCNONb30BaHWEM CPEACTB  KPUNTOrpacuyeckon  3auTbl
uHpopmMauuK, HeobxoauMbIX ANA BbINONHEHUA yCTaHOBNEHHbIX [MpaBuTenscTBoM Poccuitckoi
depepaumu TpeboBaHWA K 3awuTe NEepcoHanbHbIX AaHHbIX ANA KaX4oro U3 ypoBHewn
3awuuieHHocTUy» (yTeepxaeHsl npukasom ®CB Poccum ot 10 miona 2014 r. Ne 378);

«MeToauyeckue pekoMmeHaauuM no paspaboTke HOPMaTUBHBLIX NPaBOBbLIX aKTOB,
onpegensowmx yrposbl 6€30nacHOCTU NepcoHanbHbIX AaHHbIX, akTyanbHble npu obpaboTke
nepcoHanbHbiX fAaHHbIX B UH(OPMALUMOHHBIX CUCTEMAX NEepcoHanbHbIX  AaHHbIX,
aKcnnyaTvpyemMbiX NpU  OCYLECTBNEeHUM COOTBETCTBYIOWMX BUAOB  AEATENbHOCTU»
(yreepxaeHbl pykosoacTeoM 8 Lientpa ®CBE Poccumn 31 mapta 2015 roga Ne 149/7/2/6-432).

Yrpo3bl Ge3onacHOCTM nepcoHanbHbiX fAaHHbIX (ganee no Tekcty - YBIOH),
cofepxalimecs B HacTosiLen Moaenu, MOryT YTOMHATLCS U [OMNONHATLCA N0 MEpe BbiBNeHUs
HOBbIX UCTOMHWUKOB Yrpos, passutua cnocoboe u cpepcte peanusauuu YBIMNOH 8 UCTMOH OU
®LIT.

Ons obecneyerus aKTyansHocT1 Mogenu non)xen OCYLUECTBNATLCA €€ nNnaHoBbIn
(perynspHbIiA) U BHENNAHOBbLIA NepecMoTp.



MnaHoBLI NEpecMoTp NPOBOAUTCA B MNOpsAKE MNPOBEAEHUA KOHTPONSA COCTOSHUSA
obecnevyeHun 6esonacHocTu MNAH (He pexe ogHoro pasa B roa).

BHennaHoBbIl NnepecMoTp AOMKEH OCYLEeCTBNATLCSA B CyvasnX:

uameHeHus TpeboBaHuil 3akoHofaTenbcTea Poccuiickor ®enepauum B ob6nactuy sawuTsl
uHbOpMaLUKM, HOPMaTUBHO-NPABOBLIX aKTOB U METOAMYECKUX AOKYMEHTOB, perynupyroLmx
3aLmTy NepcoHanbHbiX AaHHbIX;

U3MeHeHUs KoHdurypauum u ycnosui pasmellenus ACMNAOH OU OUT;

U3MEHeHUs B cocTaBe OCHOBHbIX anemeHToB UCTAH OU LT, KoTopbie MOryT NOBNUATL

Ha coctas YBIOH.
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1 OMNUCAHUE CUCTEMbBI

1.1 Kondumrypauua UCNOH

UCrnan ON ®UT npepcrasnseTr coboit UHGPOPMaLMOHHYID cucTemMy, 06BEeaVHAIOWY
cosokynHocte CBT, sasnswowmxca vactelo IT-uHpacTpykTypbl  YupexaeHus, WU
npegHasHayeHHylo aAna o6paboTku nepcoHanbHbiX AaHHbIX cy6bekToB MOH, He ABnsAWMXCa
COTpYAHUKaMu oneparopa.

TexHuyeckue cpeacrtea, sxoaswume B coctas UCTOH OU LT pacnonoxeHbl no agpecy:
295000, Pecny6nuka Kpbim, r.Cumdeponons, [IbibeHko, a.14, NabopaTtopus uHpopmauMoHHbIe
TEXHONOMUMU., y

Mpauuuen koHTponupyemoit 3oHbl (K3) UCMOAH OU OUT senswtces Orpaxaaiome
KOHCTPYKLMU NOMELLEHUSA.

Ha pucyHke 1 npeacrasneHa cTpyktypHas cxema UCTIOH.

PucyHok 1 — CtpyktypHasa cxema UCIMOH OUN LT

MapameTpbl, OkasbiBaowue BnusHue Ha 6esonacHocts MNOH, NnpueeaeHs! B Tabnuue 1.

Tabnuua 1 - MNapameTpbl UCMNOH OU SLIT, okasbiBatowue BnusHWe Ha 6esonacHocTb MNOH
HaumeHoBaHue napameTpa 3HayeHue napameTpa

Tun uHpOpMALMOHHON CUCTEMBI WUCTH, B koTopo# ocywecTansaeTca obpaboTka uHbIX
kareropuu N

MpuHagnexHocTs cybbekTos MAH no oTHoweHuio | CyBuekTol [H He ABNKIOTCA COTPYAHUKAMU oneparopa
K oneparopy
Konuuecteo cybbekros MNAOH Menee 100 000
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1.2 CrpykTypHble anemeHTbl UCTOH

B cocras UCIH OU LT BxogaT cnegyolime CTPYKTYpHbIE 3NeMeHTbI:

a) nporpaMMmHO-TEXHUYeckue cpeacTsa obpaboTku:

obwecuctemMHoe U cneuuanbHoe nporpammHoe obecnedeHue, yyacTsyrowlee B obpaboTke
NAx;

CpeacTsa v YTUNUTLI CUCTEMBI ynpaeneHus pecypcammu UCTIOH;

annapaTtHble cpeactea o6pabotku MIH;

6) cpeactea sawuTsl MNOH:

cpepacTsa ynpasneHus focTynom nonbsosartenei (BcrpoeHHsle B OC);

cpeacrea obecneyeHus perucTpauum u yyeta geincTeuin ¢ uHdopmaumen (BCTpoeHHbIe B
OC);

cpeacrea, obecneyusarowme LenocTHOCTL AaHHbIX (BCTpoeHHble B OC);

CpeacTsa aHTUBUPYCHOW 3aLLUTbI.

B) KaHansl UHpopMaUmUoHHOro obMmeHa U TeneKoMMyHUKaLK;

r)  obbekTbl U NOMELLeHWs, B KOTOPBIX paaMeLueHbl komnoHeHTsl UCIMOH OU ®LIT.

1.3 Cocrae u cTpykrypa lNH, o6pabaTbiBaembix B UCIMNOH OU OUT

O6pabotka NAH 8 UCMNAOH OU SLT ocyulecTenserca B COOTBETCTBUMU C PeaepanbHbiM
3akoHom Poccuitckon ®epepauum ot 27.07.2006 Ne152-®3 «O nepcoHanbHbIX AaHHLIXY,
depepansHbM 3akoHOM «O6 uHgoOpmMauuu, WHEMOPMALIMOHHBIX TEXHOMOMMAX W O 3awmre
uHdopmauun», depepansHbiM 3akoHoM Ne3266-1 ot 10.07.1992r. «O6 ob6pasoBaHUU»,
MocraHoBnexuem lMpasutenscrea Poccuiickoit Pegepaummn Ne 36 ot 27 sHBaps 2012 r. «O6
yTBEPXAEHUU NpaBun GopMUMpoBaHus U BeaeHus deaepansHoil MHOPMaLIMOHHOW CUCTEMBI
obecneyeHus nNpoBeAeHUs eAUHOro roCyfAapCTBEHHOro 23K3ameHa W npuema rpaxgaH B
obpasoBaTenbHble  y4YpexaeHus cpegHero  npodgeccuoHansHoro  obpasoBaHus U
oGpasoBaTenbHble YYpexaeHus Bbicluero npodgeccuoHanbHoro 06pasoBaHns U permoHanbHbIX
UHOPMaLMOHHBIX cucTeM obecnevyeHusa NpoBeaeHns eAMHOro rocyAapCTBEHHOro aK3aMeHay,
MocraHoeneHuem Mpasutenbcrea Poccuitckoin ®epnepaummn Ne 729 ot 26 aerycra 2013 r. «O
thenepansHoOi UHpOpMaLUMOHHON cucTeme «dPeaepansHbii peecTp CBefeHuin 0 AoKyMeHTax o6
o6pasoBaHuu 1 (UnNK) o kBanuUKaLmm, AokymeHTax o6 oby4eHun» u ApyrMMu HOpMaTUBHBLIMY
aktamu. .

Coctae ofpabaTbiBaeMblX NepcoHanbHbiX  AaHHbIX  abUTypUeHTOB/CTYAEHTOB/
BbinyckHukos B UCIMOH OU OLT:
hamunus, UMs, 0THECTEO,

Aara poxaeHus;

MECTO POXAEHUS,

MecCTO (haKTUYECKOro XUTeNbLCTBA,

MECTO perucrpaumu;

rpaxaaHcTeo;

. PEKBU3UTbI AOKYMEHTA, YAOCTOBEPAIOLLEro NMYHOCTL (Cepus, HOMep, keM BbiaH, aaTa
BblAaum);

8. non;

9. cBefeHuUs 0 BOMHCKOM y4eTe;

10.cBefeHus 0 noBbilLeHUU KBanudpukauum U nepenoaroToBke (cepus, Homep, AaTa
Bblfayu QOKYMEHTa O MOBbIlUeHUM KBanudpukauum unu o NepenoaroToske, HauMeHoBaHue U
MecTononoXxeHue o6pasoBaTenbHOro yypexaeHus, Aata Hayana u 3aBeplueHUs obyueHus,
KBanudukauma 1 cneumanbHoCTb NO OKOHYaHWU oBpasoBaTenbHOro y4ypexaeHus u apyrue
cBeaeHus);

11.cBefieHVsa 0 cemeinHoM nonoXeHun (coctosHue B Gpake);

NO O ON -
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12.cBepeHun 0 coumnanbHbIX NbroTax u coyuansHoM cratyce (cepus, HoMmep, Aata Bblgauu,
HauMeHoBaHWe opraHa, BblAaBlIero [AOKYMEHT, SABNAIOWMWACA OCHOBaHMEeM AnA
NpefocTaBnNeHns NbroT U cTaTtyca, v Apyrne ceeaeHus);

13.cBefieHUA O Hanuuuu NbroTbl NPU NOCTYNNEeHWU (TUN OOKYMEHTa, Cepus U Homep
AOKyMeHTa, fAaTa Bblaayu, Kem BblaaH, rpynna);

14.cBepeHus o cBuaeTensCcTee 0 pesynbtatax EIMS (Homep cBuaeTenscTea, Aara Bblgayu,
HauMeHOBaHue AUCLUNMWH, NonyYeHHble 6annbl);

15.ceepeHuns o6 yyactum B onumnuapax (TMn JOKYMeHTa, cepusi, HOMep, HasBaHue
onuMnuagwl); :

16.cBeaeHuns o pesynkTaTtax BCTYNUTENbHbIX UCNbITaHUA B o6pasoBaTenbHoe yypexaeHue
BbiClIEro npodeccuoHansHoro obpasoBaHUa UM 3a4YucrneHuu nul, YCNewwHo npolueaLunx
BCTYNUTENbHbIE UCNbITAHUA B YKasaHHble YYpeXxaeHus;

17.nepeuyHbIe yYeTHbIe AaHHbIe nuua, NognucasLUero CBUAeTeNnsCTBo 0 peaynbtartax EM9
(npy  Hanuuuu) (bamunusl, UMs, OTYECTBO (NpU HanNUYMM) HauUMEHOBaHue AOMKHOCTU
DOMKHOCTHOrO nuua opraHa (yypexaeHus), noanucaslUero CBUAETENbCTBO O pesynbrarax
Er3);

18.HaumeHoBaHUe aokymeHTa 06 obpasoBaHuu;

19. Homep 1 cepus BnaHka aokymeHTa 06 obpasoBaHuu,;

20. pervcTpauMoHHbIiA HOMEp U faTa Bbiaauun gokymeHTa 06 obpasosaHuu,

21. HaumeHOBaHVe opraHusaumu, sbiaasLuen JokymeHT 06 o6pasoBaHuu;

22. HanveHoBaHue obpasoBaTenbHO nporpaMmbl, HauMeHoBaHWe npodeccuu,
cneuuanbHOCT, HanpasneHus NOArOTOBKU (NPU Hanuyuu), HauMeHOBaHWE NPUCBOEHHOW
kBanudukaumm (Nnpyu Hanuuum), cpok obyyeHus, roa NocTynneHus Ha obyyeHue, rog OKoOHYaHus
obyyeHus;

23. cBefeHun, noAaTeepxaawolwme akt yrpatel AokymeHTa 06 o6pasoBaHuu (Ans
AOKYMEHTa, No KOTOPOMY NOATBEpXAeH (hakT yTpaThbl);

24. ceepenun, noateepxaamowme cdakt obmeHa U YHUMTOXEHUs [oKymeHTa (ans
AOKYMEHTa, Mo KOTOpOMY noaTeepxaeH akt obMeHa 1 YHUNTOXEHUS);

25. cBefeHus o ceptTudukaTax o0 BnageHUM pycckuM A3bIKOM, 3HaHUU uctopum Poccum u
OCHOB 3akoHofaTenscTBa Pocculickon ®egepauumm).

Takke 8 UCIMOH OU OLIT umpkynupyeT nHdopmMaLusa, He OTHOCALLIAACA K NepCoHanbHbIM
AaHHBIM, OAHAKO BNUAIOLLAA Ha LIeNOCTHOCTb U YCTONYUBOCTD CUCTEMBI:

ynpaenswowan uHdopmauus (KoHpurypauuonHblie dainsl, Tabnuubl mMapLupyTusauuu,
HaCTPOWKU CUCTEMBI 3aLLUUTLI U Np.);

TexHonoruyeckas UuHdpopmaumua CpeacTts  goctyna K o cUCTeMam  ynpaeneHus
(ayTeHTUMKaLUMOHHAA UHPOPMaLIMA, KNouu KU aTpubyTsl AocTyna);

UHOPMaLIMA Ha CbeMHBIX HocUTensax UHdopmauun (GymaxHble, MarHUTHbIE, ONTUYECKUe
W np.), 0 cucTeme ynpaBneHWs pecypcaMu UnNu cpeacTBax AoCcTyna K 3TUM cuUcTemam
ynpasneHus; :

uHdopMauuoHHble pecypchl (6asbl  AaHHbIX, aninsl WU Apyrue), copepxawue
uHdopmaumio 06 WHGMOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIX cucTemax, o crnyxe6Hom,
TenedoHHOM, (akCUMUNBLHOM, AUCNeTYEepcKoM Tpaduke, o0 CoBbITUAX, NPOM3OLUeAWnX C
ynpaensembiMu o6bekTamu, o nnaHax obecnevenus GecnepeboiiHoit paboTkl U npoleaypax
nepexofa K ynpasneHuio B aBapuiiHbix pexmmax;

cnyxebHble AaHHble (MeTajaHHbie), nossnswwMecs npu pabore nporpaMMHOro
obecnevyeHuns, coobLIEeHUA U NPOTOKOMOB MEXCEeTeBOro B3aUMOLENCTBUA B pesynbTarte
06paboTku uHpopMaLmK.

1.4 Pexum ob6pabortku NOH

B WUCNOH npoussoauTcs o6paboTka nepcoHanbHbIX AaHHbIX cyobekTtoB [1[H, He
ABNAOLMXCA COTPYAHUKamMKU onepaTopa. Coctae NAH ykasaH B nn. 1.3.
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B pamkax nHdopmaumorHoro obmexna UCIMOH OU ®LT ¢ UCIMOH o6paboTku AaHHbIX
®reY ®UT ocywecrenserca npegocrasneHue ceegeqnnt B ®UC u PO, seagexne peecTpos

Pexvum obpabotku 8 UCTMOH OUN ®UT npepgycmatpusaeT cnepyrowme AeicTsus ¢
nepcoHanbHbIMW  AaHHbIMKU: cOop, 3anuchb, cuUcCTeMaTu3auus, HakonneHwe, XpaHeHue,
yTouHeHue (obHoBneHue, USMEeHeHUe), u3BneYeHue, UCnonL3oBaHue, nepegava.

B WUCMNAOH OU OLT obpabotka nepcoHanbHbIX AaHHbIX OCYLWEeCTBNAETCA B
MHOrOMonb30BaTENLCKOM peXuMe C pasrpaHu4eHvem npas focryna.

Bce nonbsosarenu UCTOH OU OLT umetoT co6eTBeHHbIe ponu. CnUCOK TUNOBLIX ponen

npeAcTaBneH B Buae MaTpuubl goctyna B Tabnuue 2.
Tabnuua 2 — MaTtpuua gocryna:

pynna YposeHnb gocryna k NOH PaspelueHHble aeicTeus CoTpyaHuku otaena
Anmunuctpa | O6naaaeT nonHon uHgopmayven o Hacrpoiika, yueBHo-npakTudeckuii
Top UCMOH | cucTeMHOM M NpUKNagHom aAMUHUCTPUPOBaHUE LieHTp

nporpammHom obecneveduu UCMOH. anemenToB U MO UCNOH
O6napaet nonHoit uHcgopmaLueit o
TEXHUYECKUX CpeacTeax u
koHpurypauuu UCTIOH.

MmeeT focTyn KO BCEM TEXHUYECKUM
cpeacream obpaboTku uHdopmauuu
¥ AanHsimM UCTOH.

O6napaer npasamu
KOHUrypupoBaHus u
aAMUHUCTPaTUBHOM HACTPONKK
TexHuveckux cpeacts UCMOH.

Onepatopsl | OBnagaeT Bcemm HeoBXoAUMBIMY C6op, 3anucs, YuebGHas vacTb,
ncnau atpuByramu U npasamu, cucTemaTtusaums, yrtouHeHue | yyebHs yactb
obecneuusatowumu goctyn K MAH. (o6HoBnEHUE, N3MEeHeHue),
nepepava

1.5 Wcnonb3osaHue CK3U

Wcxops us aHanusa pexuma o6paboTku onpefeneHo, YTo nepefada nepcoHanbHbIX AaHHbIX
OCYLLEeCTBNSAETCA MO KaHanam CBA3W, He 3aliuUieHHbIM OT nepexsata HapyluTenem
nepeaasaeMoi No HUM UHGOPMaLUKU U BOSMOXHO HeCaHKUUMOHMPOBaHHOE BO3AEUCTBUE Ha 3Ty
uHgopmaumio. B cesasn ¢ atum ana obecneveHus Ges3onacHOCTU NepcoHanbHbIX AaHHbIX
Heobxoaumo ucnonb3oBaHme CK3W, npowepwme B yCTaHOBNEHHOM nopsake npoueaypy
OLIEHKU COOTBETCTBUSA
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2 MOAENb HAPYLWWUTENA

2.1 OnucaHue HapywuTenein

C TouKM 3peHus Hanuuus npasa NOCTOSHHOIO UMK Pa3oBOro AOCTYNA B KOHTPONUPYEMYIO
30Hy ob6bekToB pasmelyenus UCMOH Bce uanyeckue nuua MoryT GbiThb OTHECEHbI K ABYM
KaTeropusam:

kateropus | — nuua, He uMeroLMe NpaBa AOCTYNa B KOHTponupyemyto 3oy UCTH;

kateropus |l — nuua, uMmeroWwMe npaBo MOCTOSHHOrO WNU pas3oBoOro A0CTyna B
KOHTponupyemyio 3oHy UCTH.

Bce noTeHuUWanbsHble HapyLuMTenyu NnoapasaensilTca Ha:

BHELUHUX HapyLuuTenei, OCyLLecTBNAIOWWX aTaku U3-3a NpeaenioB KOHTPONMPYEMOt 30HbI
ncnam;

BHYTPEHHUX HapyluTenew, OCyLecTBNAIWMX aTakM, Haxogsce B npeaenax
KOHTponupyemowm 30Hsl MCIH.

BHelwHuMK HapywuTensmMmu MoryT GbiTb Kak nuua kateropuu |, Tak u nuua kateropum .
BHyTpeHHUMK HapyLiuTenammu MoryT BbiTb TONbKO nuua kateropum .

Mpu nocTpoeHuu Moaenu HapylwwuTens nNpUHUManUCh cneayllue orpaHudeHus u
npeanonoXenia o xapakrepe AeNCTBUIA HapyLLuUTenei:

HeCaHKUMOHMPOBaHHbIA [O0CTYN MOXeT ObiTb CNeaAcTBUEM Kak cryqarHbIX, Tak M
npegHaMmepeHHbIX AeNCTBUIA; ,

HapyLwuTenb, NNaHUpysa aTaku, CKpbiBaeT CBOU HeCaHKUMOHMPOBaHHbIe AeNCTBUS OT NuL,
KOHTponupytowux cobniogeHue mep 6esonacHocTy;

nposefexve paboT no cosgaHuio cnocoboBs M CPEACTB aTak B Hay4yHO- UccneaoBaTenbCKux
UeHTpax, cneuuanusupylowmxcas B obnactu paspaboTkm W aHanusa nporpaMMHOro
oBecnevyeHus npuknagHoro nporpammHoro obecnevyenun (ganee no Tekcry — NO) u cpeacrs
3aWuThl UHopMaUmK, He SBNAeTCA LienecoobpasHbiM ANA HapyluuTenen ¢ y4eTOM BbICOKOA
croumocTyu paspaboTku cnocoboB KU CpeacTB aTaku.

2.1.1 BHewHue Hapywumenu

BHelwHuiA HapywuTens He umeeT csoboaHoro aoctyna kK cuctemam u pecypcam UCTIAH,
HaxoAsLWMUMCA B npegenax KOHTPONMPYemoi 30HbI, U MOXET OCYLLECTBNATb aTaku TOMbKO C
TEPPUTOPUU, PACNONOXEHHO BHE KOHTPONMpyeMoWw 30HbI, Yepes BbiXoAslwue 3a npepaensi
KOHTPONMUPYEMOIA 30Hbl KaHanbl CBS3W, @ TaKkKe 4Yepe3 TexHUHeckue KaHanbl YTeuku
UHpOopMaLmK.

Hapywwurenu pgaHHOro BuAa MOrYT OCYLUECTBNATh araku TONbKO Wu3-3a nMpeaencs
KOHTPONMPYEMOIA 30HbI Yepes BbixoasLue 3a npeaernb! KOHTPONUPYeMOii 30HbI KaHarnbl CBA3N:

NPOBOAUTL NepexsaT W nocneaylowuini  aHanuad  AaHHbIX, UMPKYNUpylowmx no
obLenocTynHbiM kaHanam ceasu mexay UCTOH v otaensbHbiMu o6bektamu UCTIH;

NPOBOAUTL NOMBITKA YHUYTOXEHUs, Moaudukaumm u OnokupoBaHus UHMOPMaLUK,
nepegasaemoit, ob6pabaTbisaemoii U xpaHumMon wratHeiMu cpeactesamu UCTOH;

NPOBOAUTL NONbLITKU HABA3LIBAHUA NOXHON UHbopMaLIUK;

NpoBOAUTL MONLITKU BHeApeHUs BpeaoHocHoro MO,

NPOBOAUTL aTaku € Lienblo Bbi3BaTh 0TKasbl B paboTe oTAenbHbLIX KomnoHeHTos UCTIH.

[OoCTynHbIM  UCTOMHUKOM  KOH(UAeHUManbHoW WHdopMauum ana A[adHoro BuAaa
HapywuTenei MoryT 6biTb:

Haxogawmeca B csobogHOM [oOCTyne WCTOMHUMKM  (BKkMovas  MHGOpMaLUMOHHO-
TEeNeKOMMYHUKALIMOHHbIE CEeTU, AOCTYN K KOTOPLIM He orpaHuYeH onpeaeneHHbIM Kpyrom nuu, B
TOM uucne MHGPOPMAaLMOHHO-TENEKOMMYHUKALMOHHYIO ceTb "UHTepHeT") uHdgopmauuu o6
UH(OPMaLMOHHON cucTeMe, B KOTOPOIA UCNONb3YIOTCA CpeacTsa KpunTorpauyeckoin sawuTsl
uHdopmaummn (nanee no Ttekcty — CK3U). lMNpu atom moxet ObiTb nonyyeHa crnepytowlas
uHopmaums: obwme csepgeHus 06 uHpOpMaUUOHHOW cucTemMe (HasHayeHwe, CcoCTas,
oneparop, 06LeKTbl, B KOTOPbIX pasMeLleHbl pecypcbl UH(OpPMaLMOHHON CUCTEMBI); CBeAEHUA
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06 uHpopMaLMOoHHbLIX TexHonoruax, 6asax gaHHeix, MO, ucnonbayemsix B UHGPOPMaLMOHHON
cucreme cosmectHo ¢ CK3W, 3a uckniouveHMeMm CBeAeHWW, CcoaepXalluxcs TONbkKo B
KOHCTPYKTOPCKO  OOKYMEHTauuM Ha WH(POPMaUUOHHbIE TexXHOoNnoruu; coaepxaHue
Haxogsawencs B cBoOOAHOM [oOCTyne [OKYMEHTauuu Ha annapaTtHble U nporpaMMHble
komnoHeHTsl CK3U; oblime ceefeHus o sawuuiaemon uHdopmaumm; ceefieHusa o KaHanax
CBSA3U, NO KOTOPbLIM NepefarnTcs NepcoHanbHble AaHHbIe,

oTYYXAaemble HocUTenu WHgopmauuy, BbiBefeHHble YCTaHOBMEHHbIM NOPAAKOM U3
ynotpebnexus.

Hapywurenu gaHHoro Buga He MOryT WCNONb3oBaThb ANA peanusauvn aTak LTaTHble
cpeacrea UCTOH.

Cpeacrsa aTaku, AOCTYNHbIe AaHHON KaTeropun HapyLumMTens:

AocTynHble B cBOBOAHOM nNpoaaxe TexHudeckue cpeacrsa (aanee no tekcty — TC) u MO.

[laHHan kaTeropus HapyluTenei obnagaeTt ToNbKO AOCTYNHOW U3 OTKPLITBIX UCTOMHUKOB
uHpopmaymen o npumeHsembix B UCIOH TexHU4eckux cpeacrTeax.

Jluua faHHoM KaTeropum He ABNAIOTCA AOBEPEHHBIMMA.

2.1.2 BHympeHHuUe Hapywumenu

K neppoit rpynne OTHOCATCA COTPYAHWKM YupexaeHus, He ABnaoluecs
3aperucTpupOBaHHbIMM Nonb3oBaTensMu W He ponylwieHHsle K pecypcam WCTIOH, Ho
nonyYMBLUME pas3oBbiii AOCTYN B KOHTPONupyemylo 30Hy (nanee no tekcry — K3). K aton
KaTeropuv Hapyluutenei OTHOCUTCS TeXHUYECKUIA U BCNoMoraTenbHblii NepcoHan: aNeKTpuku,
caHTexHukW, ybopyuubl u gpyrue nuua, obecneyunsaiolime HopManbHoe PyHKUMOHUpOBaHUE
obbekra uHdopmaTU3aLUK.

[loCTynHbIM UCTOYHUKOM KOHPUAEHLManbLHOK nHdopMauumu Ans gaHHoro euaa
HapywuTenei MoryT ObITb:

Haxogswmecs B cBo60AHOM AOCTYNE UCTOYHUKM (BKNKOYaA MHGOPMALIMOHHO-
TENEeKOMMYHUKALMOHHbIE CEeTU, JOCTYN K KOTOPbIM He orpaHuyeH ornpeaeneHHbIM Kpyrom nn,
B TOM Yucne MHPOPMaLMOHHO-TeNEeKOMMYHUKALIMOHHYIO ceTb "UHTepHeT") uHdopmaumm o6
uHopMaLMOHHOM cucTeme, B kKoTopoii ucnonbayetcss CK3W. MNpu atom moxeT BbiTh nony4yeHa
cnepyowas uHpopmauums:

obwwue ceepenua o6 wuHpOpPMaAUMOHHON cucTeme (HasHayeHwe, cocTas, onepartop,
06BbeKTbl, B KOTOPbLIX pasMeLleHbl pecypcbl UHHOPMaLUOHHOW CUCTEMBI);

ceefieHmMa 06 MHoOpMaLMOHHBIX TexHonorusx, 6asax AaHHbiX, MO, ucnonbsyembix B
uHopmaLmoHHo cucteme coemectHo ¢ CK3U, 3a ucknioyeHnem ceeaeHuii, cogepxallmxcs
TONbLKO B KOHCTPYKTOPCKOW AOKYMEHTauuu Ha MHGOpPMaUUOHHbIe TexHonoruu, 6asbl AaHHbIX,
MO, ucnonbayembie B UHOpMaLMOHHON cucTeme coemecTHo ¢ CK3U;

cofepxaHue Haxogsaweica B cBoboAHOM OOCTyne AOKYMeHTauuu Ha annapaTHble U
nporpaMMHble kKomnoHeHTsl CK3U;

obwue ceegeHUn o saluLaemMon MHopmauuu,

CBEIEHUS O KaHanax CBA3u, N0 KOTOPbLIM NepeaalTca NepcoHanbHble AaHHbIe.

CpepcTea aTaku, AOCTYNHbIE AaHHON KaTeropum HapyLumTens.

AoctynHble B ceobogHoit npogaxe TC u MO.

Ucnonb3oBaHue WTaTHbIX CPEACTB OrpaHUYeHo Mepamu, peanusosaHHbiMu B UCTIOH n
HanpaBneHHbIMU Ha NpefoTBpaLLeHue U NpeceveHne HecaHKLMOHUPOBaHHBIX AeACTBUIA.

Jluya paHHoM KaTeropun He ABNATCA A0BEPEHHBIMU, HO HaXoXAEeHWe NUL AaHHOW rpynnbl
B nomewleHusax ¢ anemeHtamu UCIOH, B cuny NpUHATBIX OpraHU3auMoOHHBIX MEpP BO3MOXHO
TONbKO NpU HaONAEHUU OTBETCTBEHHbIX NUL YupexXaeHus, YTO Aenaer HeBO3MOXHbIM
nposegeHue ataku. MoaTomy NuL AaHHON KaTeropum MOXHO UCKMIOYUTL U3 YMcna akTyanbHbiX
Hapywwutenen UB UCTIOH.

Ko Bropo# rpynne OTHOCATCS 3apeructpupoBaHHble nons3osarenu WCIOH
ocyuecTensaiolme orpaHuYeHHbIN nom'yn k NAH c paboyero mecra.

JIvyo aaHHoM rpynnbi:
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obnapaet BceMu BO3MOXHOCTAMU NUL, NEPEONA rpynnbi;

3HaeT, No MeHbLUel Mepe, OAHO neransHoe UMsA JoCTyna;

obnagaer Bcemu Heobxoaumbimu aTpubyramu (Hanpumep, naponem), obecnevyvsaroLmmMu
pocrtyn k UP UCTOH;

pacnonaraeT pecypcamu, K KOTOpbiM UMEEeT JOCTYN;

UMeeT BO3MOXHOCTb NpsMoro (usuyeckoro) AOCTyNa K OTAENbHLIM TEeXHUYECKUM
cpeacream UCTIOH.

Cpepacrea aTaku, fOCTYMNHbIE faHHON KaTeropum HapyLumTens:

poctynHble B ceob6oaHon npoaaxe TC u MNO;

WTaTHbIE CpeacTBa.

C yyetom Toro, 4yto C3INJH He moxeT obecneyuTs ee 3aluTy OT AeNCTBUM, BbINONHAEMbIX
B paMKax npefocrasneHHbIX paccMaTpuBaeMon rpynne HapyLuurenein NonHoMoYui (Hanpumep,
3auTy uHopmaLum OT packpbITUSA NULIAMU, KOTOPLIM NPEeAOoCTaBNeHO NPaBo Ha AOCTYN K 3TOM
uHcopMaumm), U uUcxoas U3 aHanusa peanusoBaHHbix B WUCMOH agMUHUCTPaTUBHO-
opraHusauMoHHbIX Mep 6e30nacHOCTU B OTHOLUEHUU nepcoHana, AonylweHHoro Ana paboTs! B
UCMNAOH, npyv nNOCTPOEHUM MOAEnu HapylwuTens Wucnonb3oBanock npeanonoxeHne o
AoBepeHHocTU nonb3osatenein MCIIOH, KoTopble MMEKT CaHKUMOHUPOBaHHbLIA AOCTYNn K
sawmuiaemMol MHopmauumn (nepcoHanbHbIM AaHHLIM), AOCTYN K KNOYeBOW UHopmauum, a
TaKkke oGna;FafoT 3HaHWAMU O TexHonorum o6paboTku uHpopMaLMn U cUcTeMe NPUHUMaeMbix
Mep 3alluThbl. .

[oBepeHHOCTb [aHHOW KaTeropum nuL O3Ha4yaeT, 4YTO OHWU He ABMNAKTCA
3M0yMbILLNEHHUKaMK, T.e. He NpeAnpUHUMAIOT YMbILNEeHHbIX AeicTsuin (6esgeincTeus) npu
BbINOMHEHUN CBOUX AOMKHOCTHbIX 06A3aHHOCTEN, MOrylwux NPUBECTU K peanusauuu yrpos
6esonacHocti M[H. MMoatoMy B AanbHeilleM yKasaHHble Nnuula He paccMmaTpuBaloTcs B
KayecTBe NoTeHUManbHbiX HapyLumTenein.

K TpeTbe# rpynne OTHOCATCA 3aperMcTpupoBaHHble NOMb3oBaTenu € MOMHOMOYUAMU
agmuHucTparopa UCIH, BeinonHsiowume o6enyxusaHue u nogaepxky akcnnyarauum UCIOH,
KOHTPOINb 3a KOMNMekcoM TexHuyeckux cpeacts, MO cucrembl u C3U. K agmuHucTpaTopam
UCIH oTHOCATCA cnefylolyue KaTeropuu nons3osareneu:

ceTeBble aAMUHUCTPATOPbI;

aaMuHUCTpaTopbl 6esonacHocTu.

Jluuo gaHHOM rpynnbi:

obnagaeT BCeMy BOSMOXHOCTAMM UL BTOPOA rpynnbl;

obnapaet nonHow MHpopmaumeir o cuctemMHoM M npuknagHom MO, ucnonbsyemom B
UCNaw;

obnagaeT nonHoi nHdopmaLmen o TexHuYeckux cpeacTeax u koHdurypauuu UCIMOH;

UMeeT AOCTYN K CpefcTBaM 3aluThl UHPOPMaLUMU U NPOTOKONUPOBaAHUSA, a Takke K
OTAENbHBLIM AneMeHTam, ucnonsayemsim B UCIOH;

MMeeT AOCTYN KO BCEM TEXHUYECKUM cpeacTeam u gaHHsim UCTIOH;

obnapaeT npasamMu KOHMUrypuUpoBaHUS N aaMUHUCTPATUBHON HaCTPOMKU HEKOTOpOro
nogMHoXecTBa TexHudeckux cpegcere UCTH.

Cpepacrea aTaku, JOCTYNHbIE faHHON KaTeropum HapyLumTens:

WTaTHbIe CpeacTBa,;

JoctynHble B cBoboaHoi npogaxe TC u MNO.

Jivua paHHon kateropuu obnanaroT NonHbIMU 3HaHuaMmu 06 UCTIOH.

YuutbiBas BbinonHsAemble (pyHKUWUM, CTeneHb BO3NOXEHHOW Ha HUX OTBETCTBEHHOCTU U
BbICOKUIA YpOBEHb WX KBanudukauuu, nuua, OTHECEHHble K [AaHHO KaTeropuu, NPOXoasT
cneunanesHbii oT6Op, B UX OTHOLWIEHUW BeAeTCs HenpepbiBHbIA KOHTponb. Jluua AaxHoOn
KaTeropuu BLINONHAT BCEe BHYTpeHHUWe TpeboBaHUsi, pernaMeHTbl U UHCTPYKUMM no
obecneyeHunio MHGOPMaLMOHHOK, NPOU3BOACTBEHHOW U NoXxapHon GesonacHoCTU, perynspHo
NPOXoAsaT HeoBX0AUMBIA UHCTPYKTaX.
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Wcxoaa U3 KoMnnekca npueeaeHHbIX hakTopos, nonaraem LenecoobpasHbiM UCKNoYUTD
afMUHUCTPATOPOB CUCTEMbI W3 4YMCNa aKTyanbHblX HapywwuTeneit UHMbOpMaLMOHHON
BesonacHocTu (aanee no Tekcty — UB) UCTOH.

K uyeTBepTod rpynne OTHOCATCA fuuUa W3 uucna nporpaMMucToB-paspaboTymkos
CTOPOHHUX OpraHusaumii, sensowmuxca nocraswukamu MO U nuua, obecneuymsalowme ero
conposoxaeHue Ha o6bekTe paameluenus UCTIOH.

JNvuuo paHHoM rpynnbi:

obnapaet uHdpopmauveir o6 anroputmax u nporpammax obpaboTku uHdopmauum B
UCnAaw; ! - ;

obnagaetr BO3MOXHOCTAMM BHECeHUs OWMOOK, HeAeKnapupoBaHHbIX BO3MOXHOCTEN,
nporpamMMHbIX 3aknagok, BpeAaoHocHbIX nporpamm B MO UCIAH Ha cragum paspabotku,
BHEAPEHUA U CONPOBOXAEHUS,

MOXeT pacnonarate mobbimu dparmeHTammu uHpopmauum o TC obpaboTkm U 3aWmThbl
uHdopmaumm 8 UCTH.

CpepcTea aTaku, AOCTYMHbIE AaHHON KaTeropuy Hapywurens:

LTaTHbIE CpeacTea;

AoctynHele B ceBob6oaHoit npogaxe TC u MNO.

B OTHOLYeHUM COTPYAHUKOB CTOPOHHUX OpraHu3auuii, npusnekaemblX K o6cnyxuBaHuio
MCMNAOH Ha "ocHoBaHMW poroeopa, NPOBOAATCA MNPOBEPKM NO nuHUM BGesonacHocTy,
6naroHaaexHoCTb 3TUX COTPYAHUKOB NOATBEPXOaeTcs opraHusauven-paborogarenem, B ux
OTHOLUEHMU  OeNCTBYIOT  OOKYMEHTbl, pernaMeHTupylolme nopsgok  obecneyeHus
uHdopmMaumoHHon GesonacHoCTU U obbekToBoro pexuma. C KoMnaHuen, npusnekaeMon K
obenyxwveanuio UCIMOH, 3akniovaeTca cornaweHue o KoHdguaeHuuanbHocTU. COTPYAHUKM
CTOPOHHUX OpraHusauuini aeincTeyloT Ha ob6wvekre pacnonoxeHus WCIOH Tonebko B
CONPOBOXAEHUU U NOA HENPEPbIBHLIM KOHTPONEM OTBETCTBEHHbLIX COTPYAHUKOB YuYpexaeHus.

Ucxopna us komnnekca npusefeHHbIX (hakTopos, nonaraem LenecoobpasHbiM UCKNIOYUTL
nUL AaHHOW rpynnbl U3 Yucna aktyansHbix Hapywutenein UB UCTIOH.

K nsaToM rpynne OTHOCWUTCA NepcoHan CTOPOHHeW opraHusauuu, obecnequsaroLui
nocrasky, conposoxaeHue u pemoHT TC UCTIH.

JInyo paaHHOM rpynnbi:

obnapaeT BO3MOXHOCTAMU BHeceHus 3aknaaok B TC UCIMMOH Ha ctagum ux paspaboTku,
BHEAPEHUA U CONPOBOXAEHUS,;

MOXeT pacnonaraTe (parmMeHTamu  uHgpopmauuu o  Tononorum  UCIIH,
aBTOMaTU3MpOBaHHbIX paboynx Mectax, KOMMYHUKaUMOHHOM o6OpyAoBaHUM, a Takke o
cpeacrTeax sawmTbl Hpopmaumm, ucnonbayembix 8 UCMNOH.

Cpepcrsa aTaku, AOCTYNHbIE AaHHOW KaTeropum HapyLumTens:

WTaTHbIe CpeAacTea,;

AoctynHble B cBoboaHoii npogaxe TC u MO.

B oTHOLLEHMM COTPYAHMKOB CTOPOHHMX OpraHusauuii, npuenekaemMbIx kK obcnyxusaHuio TC
UCIOH Ha ocHOBaHWM AOroBopa, TakKe MPOBOAATCA NPOBEPKM NO NUHUM Ge3onacHOCTH,
GnaroHafexXHoCTb 3TUX COTPYAHWKOB MOATBEpXAaeTca opraHusauuei-paborogarenem, B ux
OTHOLUEHUM  AEWUCTBYIOT  [OKYMEHTbl, pernaMmeHTupylowme nopsaok  obecneyeHus
uHgopmaymoHHoin GesonacHocT U obbekToBoro pexuma. C KoMnaHuewn, npuenekaemMoin K
ob6enyxusanuio TC UCTIAH, 3akniovaeTcs cornallesue o koHduaeHumMansHocTu. CoTpyaHuKu
CTOPOHHUX OpraHusauuini pencreyloT Ha obbekte pacnonoxeHus WCIOH TOonbko B
CONPOBOXAEHWUM U NOA HENPEPBIBHLIM KOHTPOMNEM OTBETCTBEHHbLIX COTPYAHUKOB YUpexaeHus.

MUcxoas ua komnnekca npuseaeHHbIX haktopos, nonaraem LenecoobpasHbiM UCKMIOYUTD
NUL AaHHON rpynnbl U3 Yucna akTyansHbiX Hapywurene UB UCTOH.

K wecroit rpynne OTHOCATCA InuUa, He SABNAKOWMECs 3aperncTpupoBaHHbIMU
nonb3oBaTensMu CUCTEMbI, NoNyyMBLUME pa3oBblii AocTyn B K3, B 06583aHHOCTU KOTOPbIX He
Bxoaut obcnyxueaHue anementos VCIH. Kak npasuno, nuua gaHHoOM KaTeropun ABnsioTcs
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COTPYAHWUKAMU CTOPOHHWUX OpraHusauuii, npurnaleHHbLIMU Ha nnowaaky obbekra B A4enoBbixX
Uensx.

Cpepactsa artaku, 4OCTYNHbIE AAHHOW KaTeropum HapyLuTens:

AocTynHble B cBob6oaHon npogaxe TC u MO. ,

AaHHas kaTeropus HapylumuTeneit o6nanaeT ToNbKo AOCTYNHOM U3 OTKPLITBIX UCTOYHUKOB
uHdopmauuelt o npumeHsemsix B UCIH TexHu4eckux cpefcraax.

Jvua paHHo KaTeropum He ABNAOTCA AOBEPEHHBIMUA, HO HaXOXAEHUe NUL AaHHOI rpynnbI
Ha nnowanke obbekTa B CUNy NPUHATBIX OPraHU3aLMOHHLIX Mep BO3MOXHO TOMbKO MnoA
KOHTpONEM OTBETCTBEHHbIX N YupexaeHus. [MoaToMy nuy AaHHON KaTeropum MOXHO
UCKIMIOYUTL U3 YUCNa aKkTyanbHbIX Hapywuteneit UB UCTH.

2.2 MMpepnonoxeHue 0 BO3MOXHOCTU CroBopa HapyluuTenei

B AaHHOM pasgene paccMOTpeHbl NPeanonoXeHUs 0 BO3MOXHOCTU U XapaKTepe crosopa
HapywuTeneit ¥ 0 BOSMOXHOCTU NPeuMyLLecTB, KOTOpPbIMM MOryT pacnonaraTe HapyluuTenu,
HaxoAsaLLMecs B crosope.

Bo3MOXHOCTb CroBopa BHYTPEHHUX Hapyluteneit mexay coboit npakTuyecku He AaéT
NPeUMyLLECTB CrOBOPUBLLUMMCA HapyluMTensiM, NOMUMO TeX, KOTOpbIMU OHU oBnagawT no
omenbnocmmkpome TOro, BBMAY NPUHATLIX Ha 0ObeKkTe UHopMaTUsaLuU opraHU3aLUuoHHO-
TEXHUYECKUX Mep, BEPOATHOCTb CroBopa AaHHbIX KaTeropuil vy ManoBeposiTHa.

Bo3MOXHOCTb CroBopa BHYTPEHHUX HapyLuuTeneii ¢ niobbiMi BHELUHUMU HapyLUUTENsMM,
C O[IHOW CTOPOHbI, NPaKTUYECKN He AaéT NpeuMyLLeCTB CrOBOPUBLLMMCS HapyLIUTENAaM nepea
BHYTPEHHUM HapyluuTenem, MMerolMM npaBo MOCTOAHHOrO WNW pasoBoro pocryna B K3,
AEeNCTBYIOWUM B 0auHOYKY. C Apyroil CTOPOHbI BBUAY NPUHATLIX Ha 06bekTe opraHu3aLUnoHHO-
TeXHUYECKUX Mep, NOBbILLAET BEPOATHOCTL 0BHapyXeHUs1 UX NPOTUBONPAaBHbLIX ASNCTBUNA.

C yy&TOM WU3NOXEHHOro Bbile, MOXHO cAenaTtb BbIBOA O TOM, YTO CroBop Mexay
BHELUHUMMW U BHYTPEHHUMU HapyLUUTensMu He NpeaocTaBnseT UM HUKakux AoMNONHUTENbHLIX
BO3MOXHOCTEI N0 CPaBHEHUIO C BHYTPEHHUM HapylLuMTenem, opraHusyroLum 1 NpoBoAALLIMM
artaku, Nonb3yschb AOCTYNOM B KOHTPONUPYEMYIO 30HY.

BO3MOXHOCTb CroBopa BHELUHWX HapywwuTtenei mexay cobon He npegocTasnser um
HUKaKUX [OONOMHUTENbHLIX BO3MOXHOCTEN No HapyweHuto GesonacHocT uHpopMauun B
WCIMAH, noMumo Tex, koTopbimu obnaaatoT no oTAensHOCTU.

Takum-06pasom, MOXHO cAenaTth BbIBOA, YTO BO3MOXHOCTU HapyLuuTenei 6esonacHoCcTu
uHbopmaumm B WCMOH, CyWEecTBEHHO OrpaHW4MBalOTCA MPUHATBIMU Ha obbekTe
uHopMaTU3aLUUM OpraHU3aLMOHHO-TEXHUYECKUMU MepaMu no obecneyeHnio nopsaka
AOCTyna B NOMELEHWsA, B KOTOpbIX pasMelleHsl TexHudeckue cpepctea obpaboTku
sawmuiaemoin nHpopmauum UCHOH, B TOM 4Yucne ucnonb3yembiMU cCpeacTBamun 3aliuTbl
UHpopMauuy, a Tawkke HeobXoAUMbIMK  3aLMUTHBIMU  MepaMu U YCTPOWCTBaMMU,
peanusoBaHHbiMM B oBopyaoBaHuu u nporpammHoMm o6ecnedenun WCTIOH. [lMoatomy
CaMOCTOATENbHO HapyLUMTeNnu paccmMaTpuBaemMoro Tuna MoryT OCyLEeCTBNATL OrpaHUYeHHbIN
HaGop AeCTBUIA, CBA3aHHBIX C NOMNbITKAaMK AocTyna K uHdopmMaLuuoHHbIM pecypcam UCTIH.

2.3 [MMpeanonoxeHus o6 UMEIOWMUXCA Y HApPYLIUTENA CPeacTBax aTtak

MpepnonaraeTcs, YTO HapylwuTens UMeeT Bce HeobGxoaumble AnNsA NpoBeAeHus artak no

AOCTYNHBLIM eMy KaHanam atak cpeacrsa.

BHewHuiA HapywuTens (nuua kateropuu |, a Take nuua kateropum |l npyu HaxoxaeHux sa
npegenamu K3) MOXeT wucnonb3oBath cneaylowue cpeactsa AocTyna K o 3awuuiaemMont
UHopMaUmu:

goctynHele B ceobogHoin npofaxe TC u MO, B TOM Yucne nporpaMMHbie U annapaTHbie
KOMMOHEHTbI KPUNTOCPEeACTs.

BHyTpeHHUIA HapywuTens ANA  A0CTyna K . 3awuwaemon  UHGpoOpMauuu  MOXeT
ucnonb3oBaTth WraTHble cpeacrsa WCIMOH. Mpu 3TOM ero BO3MOXHOCTU NO UCNONb30BaHUIO
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nepevucrneHHbIX CpeacTs 3aBUCAT OT peanusosaHHbix B UCTH opraHnu3auuoHHO-TEXHUYECKUX
mep.

2.4 OnucaHue KaHanoB artak

BoamoxHbIMY KaHanamMu atak, KOTopble MOXET UCMNONb3oBaTh HapyluuTenb A4Na Aoctyna
K 3awumuiaemoit uHpopmauum 8 UCIOH, asnsoTcs:

KaHanbl HeNnocpeACTBEHHOro AoCTyNa K 06beKTy (BU3yanbHO-ONTUYECKUM, aKyCTUHECKUNA,
(busundeckuin);

LTaTHbIE NporpaMmMHo-TexHuyeckue cpeacresa UCTOH;

KOMMYyTaLMoHHOe o6opyaoBaHWe, pacnonoXeHHoe B Npeaenax KOHTpoNnMpyemMon 30Hb!,
He 3awmweHHoe ot HCO K wuHpopmauuu opraHU3aUMOHHO-TEXHUMECKUMU Mepamu,
3NEKTPOHHbIE HOCUTENW, B TOM YUCNE CbeMHble, CAaHHble B PEeMOHT M Bbiluefluve u3
ynotpebneHus; HeyuyTeHHble HOCUTENU HgopMaLuK,;

kabGernbHble cUCTeMb!, PpacnonoXeHHble B npegenax KOHTPONMpyemon 30Hbl, Tak U 3a
ee npeagenamu, He sawumweHHble oT HC[l K nHdopmMaummn opraHM3auMoHHO-TEXHUYECKUMU
Mepamu.

2.5 OGobeHHbIe BO3MOXHOCTU UCTOYHUKOB atak

Ha ocHoBaHuKM aHanuaa ucxoaHbix gaHHbix 06 UCTNOH, o6bekTax 3awmTbl U UICTONHUKaX
arak onpegeneHbl 0606LeHHbIe BO3MOXHOCTU UCTOMHUKOB aTak. O6o6LeHHbIe BO3MOXHOCTM
UCTOMHUKOB aTak npeacrasneHsl B Tabnuue 3.

Ta6nuua 3 - O606LeHHbIe BO3MOXHOCTU UCTOYHUKOB aTak
Ne O606LeHHbIe BOZMOXHOCTU UCTOYHUKOB aTak Dalner

B03MOXHOCTb CaMOCTOSATENBbHO OCYLLECTBNATL CO3AaHue cnocobos atak, | Aa
NOArOTOBKY W NpOBEAEeHUe aTak ToNbKo 3a NnpeaenamMu KOHTponupyemom
30Hbl

2 | BO3aMOXHOCTb CaMOCTOSTENBbHO OCYLLECTBNATL Co3faHne cnocobos artak, | HeT
NOArOTOBKY U NpoBefeHue aTak B npefaenax KOHTPONUpPYeMOid 30HbI, HO
6e3 dusmdeckoro Aocryna K annapartHsiM cpeacrsam (ganee — AC), Ha
KoTopbix peanusosaHbl CK3U u cpeaa ux pyHKUMOHUpOBaHUA
B03MOXHOCTb CaMOCTOATENBHO OCYLLECTBNATL Co3faHne cnocobos aTak, | HeT
NOArOTOBKY U NpOBEAEeHWe aTak B npegenax KOHTPONUPYEeMOId 30HbI C
thuamyeckum goctynom Kk AC, Ha KOTOprX peanusoBaHbl CK3U u cpena
UX hyYHKLUMOHUPOBaHUSA

Bo3MOXHOCTb NpUBNEKaTh CneynmanucTos, UMEIOLLUUX OnbIT paspaboTku u| HeT
aHanusa CK3U (Bkniovas cneuyuanuctoe B obnactu aHanusa curHanos
4 | numeitHoit nepegayyM W curHanoB noBoYHOro 3nNeKTPOMarHUTHOro
uanyyeHus un Hasoaok CK3W)

B0O3MOXHOCTb NpUBNEKaTh CNeLUnanucToB, UMELMX ONbIT paspaboTku u| HeT
aHanuaa CK3U (ekniovas cneynanucros B 06nactu ucnonb3oBaHusa ans
peanusauum atak HefOKYMEHTUPOBAaHHbLIX BO3MOXHOCTEW NPUKNagHoro
nporpamMmHoro obecneyeHus)

6 | BoaMOXHOCTb NpUBNEKaTh CNeLuanucToB, UMEIOLUX OnbIT pa3paboTku u| HeT
aHanusa CK3U (skntovas cneumanucTos B o6nacTu ucnonb3oBaHua ans
peanusauuu aTtak HeJOKyYMeHTUPOBaHHbIX BO3SMOXHOCTEN annapaTHoro u
NporpamMmMHOro KOMNOHeHTOB cpefbl hyHKUnoHuposaHua CK3U).

—
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2.6 O6GocHoBaHMe HeaKTyanbLHOCTH Yrpo3

B Tabnuue 4 NpuBOAATCA OPraHU3aLUMOHHO-TEXHUMECKME Mepbl, HanpaBneHHble Ha

npoTUBOAENCTBME BO3MOXHOCTAM UCTOUHUKOB aTak.

Tabnuua 4 ~ Bo3MOXHOCTU HapyLuuTenen u Mepbl NPOTUBOAENCTBUA Yrpo3am aTtak

Ne
n.n.

YTOYHEHHbIE
BO3MOXHOCTU
Hapywmrenen n
HanpaBneHus aTak
(cooTBeETCTBYIOWME
akTyanbHbie Yyrpoabi)

AKTyansHOCTb
Mcnonb3oBaHus
(npuMeHeHuns)
AN NOoCTpoeHuA
n  peanusauuu
arak

OBocHOBaHWe HeaKTyanbHOCTH Yrpos

1.1

MpoBeneHne araku npu
HaxoXAeHuM B npegenax
KOHTPONUPYEMOW 30HbI

He aKTyanbHo

MposoasTca paboTtel No noaGopy nepcoHana;
AOCTYN B KOHTPONUPYEMYIO 30HY, FAe pacnonaraercs
CK3W, ofecneuvBaeTcA B COOTBETCTBUU C
KOHTPONbHONPONYCKHBIM PEXUMOM;

npeAcTaBUTENU TexHUYeckux, obcnyxusalowmx u
Apyrux BcrnomoraTenbHbelx cnyx6 npu pabGore B
nomeleHusx (crolikax), rae pacnonoxeHsl CK3U, u
COTPYAHUKW, He SBNSAIOWNECH NONb3oBaTeNnaMm
CK3W, HaxopsTes B 9TUX NOMELUeHUAX TONbKO B
NPUCYTCTBUN OTBETCTBEHHbIX COTPYAHUKOB
Yupexaenus;

COTPYAHWKY, ABnsoLWmnecs nonk3oBarensmu
WUCMNOH, HO He sBnAlOWMEcs NONb3oBaTeNAMU
CK3W, npouHdopMupoBaHbl 0 npasunax pabotbl B
UCMNOH u oTBEeTCTBEHHOCTM 3a HecobniogeHue
npasun obecneyeHus GesonacHocTu UHGOpMaLK;
nons3oeateny CK3U npouHdopmuposaHsl o
npaeunax pa6otsl B UCMNMAH, npasunax pabothl ¢
CK3W n oTBeTCTBEHHOCTU 32 HecobnioaeHve npasun
oBecneveHus 6esonacHocTy UHGOpPMaLK;
noMelleHus, B KoTopbix pacnonaraiotca CK3W,
OCHalleHbl BXOAHbIMWA  ABEpbMM C  3aMKamu,
obecneyeHuss MNOCTOAHHOTO  3akpbiTus  Asepeit
NOMELUEHUIA Ha 3aMOK W UX OTKPLITUA TONBKO ANA
CaHKLMOHUPOBAHHOrO NPoXoAa;

yTBEpXKAeHbl NpaBuna A0CTyna B NOMelleHus, rae|
pacnonaratotca CK3W, B paGouee u HepaGouee
BpPEeMS, @ TakKe B HeLUTaTHbIX CUTyauusX;
YTBEPXAEH NepeyeHb NuL, UMerownx Npaso JocTyna
B nomeLleHus, rae pacnonaratorca CK3U;
OCYWECTBNAGTCA pasrpaHuUMeHue U KOHTpOnb
JocTtyna nons3oBarteneii K saLuiiaembiM pecypcam;
OCYLLECTBNAETCA perucTpaums U ydyer paeidcTBuid
none3osareneii ¢ MNAH;

OCYLLECTBNAETCA KOHTPONb LENOCTHOCTU CPeacTs
3aLuThI;

Ha APM un cepsepax, Ha KOTOpbIX YCTaHOBNEHbI
CK3M:

UCNONL3YIOTCA  CepTUUUMPOBAHHbBIE  CpeAcTBa
3aWuThl MHopMaLMK OT - HECaHKLIMOHUPOBAHHOTO
Aoctyna,

UCNoNb3YITCA CepTUPULIMPOBaHHbIE
AHTUBUPYCHOW 3aLLUTBI.

cpeactea

1.2

MNpoBefeHne arak Ha
atane aKkcnnyartauuu
CK3U Ha cnepyowue
o6beKTbl:

- OOKYMEHTaLMIo Ha
CK3W 1 koMnoHeHTsl CO;

He aKTyanbHO

MposoasTca pabGoTsl No noAGopy nepcoHana;
AOCTYN B KOHTPONUPYEMYIO 30HY, rae pacnonaraerca
CK3W, obGecneumBaeTca B COOTBETCTBUM C
KOHTPONBHONPOMYCKHLIM PEXUMOM;

AokymenTauusa Ha CK3WU xpaHuTcs y oTBETCTBEHHOrO
3a CK3M B metannuueckom ceitce; nomelleHue, B
KOTOPLIX pacnonarawTcs aokymeHtaumsa Ha CK3U,
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YTOUHEHHbIE AKTYanbHOCTb
BO3MOXHOCTU UCMONb30BaHUA
Ne HapywuTenei u (npumeHeHuR) O6ocHoBaHWe HeaKTyanbHOCTY Yrpoa
n.n. HanpaeneHusa arax ANS NOCTPOEHUs
(cooTBeTCTBYIOWME | M peanusauuu
aKTyanbHble yrpoab) arak
- NOMEeLLeHus, B CK3U u komnoHeHTbl C®P, ocHaljeHbl BXOAHBLIMU
KOTOPbIX HAXOAUTCA ABepbMU ¢ 3amkamy, obecnevyeHus NOCTOAHHOro
COBOKYNHOCTb 3aKpbITUS ABepeil noMmelieHuid Ha 3aMOK U UX
NporpaMMHLIX 1 OTKPLITUA  TOMbKO  ANA  CaHKUWOHUPOBAHHOIO
TEXHUYECKUX ANEeMEHTOB npoxoaa; YTBEPXKAEH nepeveHb nul, UMeloLuX
cucrem o6paboTku npaso JocTyna B NOMeLLeHUs.
AaHHbIX, CNOCOGHBLIX
(PYHKUMOHUpOBATL
CaMOCTOATENBHO UNK B
cocTase Apyrux cuctem
(nanee — anemMeHTbI
UCIAH), Ha koTopbIX
peanusosaHbl CK3U u
Co. el

1.3 | MonyyeHne B pamkax| He akTyanbHO MNpoeoasaTca pabotsl no noabopy nepcoxana;
NpeAcCTaBNeHHbIX AOCTYN B KOHTPONUPYEMYIO 30HY U NOMELLEHUs, rae
NONHOMOYUIA, @ TaKke B pacnonaraetcs pecypcsl UCIMNAH, o6ecneunsaetcs 8
pesynstate HabniogeHuit COOTBETCTBUU C KOHTPONBHO-NPONYCKHLIM PEXUMOM;
cnepyouweit uHdopmaLmu; cBeaeHus O (PUIMYECKUX Mepax 3aluTsl 06bexTos,
- CBeAeHuit o B KoTopbix pasmeweHst WCMOH, AocTynHbl
chusnyeckmx OrpaHuMeHHOMY KpYry COTPYAHUKOB;

Mepax 3awuTtbl 06beKTos, COTPYAHUKA NpouHpOpMUPOBAHBI 06
B KOTOpbIX pa3MeLlyeHb OTBETCTBEHHOCTU 33 HecobnioaeHve npasun
pecypcbl oBecneveHna 6esonacHoCTU HGOpMaLIUK,
UHOPMaLIMOHHOM

CUCTEMb,

- CBeAeHuit o mepax no

obecneyenmno

KOHTPONMPYeMOW 30HbI

06BbEKTOB, B KOTOPbIX

pa3smetieHbl pecypebl

UHOPMaLMOHHOM

CUCTEMB,

- CcBejeHuit o Mepax no

pasrpaHuyeHuio JocTyna B

MomeLyenus, B KOTOPbLIX

HaxopsaTes CBT, Ha

KOTOPbIX peanu3oBaHbl

CK3U u Co.

1.4 | Vicnonb3oBaHue LWTATHLIX | HE aKTyanbHo MposoasaTcs paboTsl Nno noaGopy nepcoHanos;
CpeacTs ncnam, NOMeLLeHUs, B KOTOPbIX pacnonaraloTcs 3eMeHTb
OrpaHuMyeHHoe  Mepamu, WUCIMAH, Ha koTopbix pacnonaraiores CK3U u Co,
peanu3oBaHHbIMU B OCHalleHbl BXOAHLIMW  [ABEpbMU C  3aMKamy,
MHOPMaLIMOHHOIA obecneunBaeTca MNOCTOAHHOE 3aKpbiTUA ABepeit
cucreme, B  KOTOpo# NnomeLleHnii Ha 3aMoK U UX OTKPLITUA TONbKO ANA

ucnonbayetca CK3U, wu

HanpasneHHbIMU Ha
npegoTepalleHue 7}
npeceveHue
HECaHKLIMOHUPOBaHHBIX
AeicTBUiA.

CaHKUWOHMpOBaHHOIo npoxoaa,

COTPYAHUKU nNpouHoOpMUPOBaHI 06
OTBETCTBEHHOCTM 32 HecobniogeHne npasun
obecnevyeHus GesonacHoCcTU UHopmaLum,

OCYLLECTBNAETCH pasrpaHudeHne U KOHTPOnb

AocTyna nons3osareneil K sawuuiaeMbsiM pecypcam;
OCYLUECTBNAETCA perucTpaumus u ydyetr AeicTeuin
nons3oBarenei;

B UCMAH ucnons3sytores:

cepTuULMpOBaHHbIE cpeacrea 3aWuUTHI
MHGOpMaLIUA OT HECaHKLUMOHUPOBAHHOro A0CTYNA;
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YTOYHEHHbIe AKTYansHoOCTb
BO3MOXHOCTU UCNonb3oBaHuA
Ne Hapywureneit u (npumeHeHus) OBocHoBaHue HeaKTyanbHOCTU yrpos
n.n. HanpasneHus aTak ANA NOCTPOEHUs
(cooTBeTcTBylOWME U peanusauuu
aKTyanbHble yrpoabi) arak
cepTudUUMpoBaHHble CpeacTBa  aHTUBUPYCHOIA
3aLuTbL.

2.1 | ®uauveckuii  AOCTYN K| He aKTyanbHO MNMposoasaTcs paboTkl no noaGopy nepcoHana;
anementam WCIMOH, Ha AOCTYN B KOHTPONUPYEMYIO 30HY U NOMELUeHus, rae
KOTOpbIX  peanu3oBaHbl pacnonaraerca anemeHtsl WCIH, Ha KoTopbiX
CK3U u Co. peanusoeaisl CK3U u C®, obecneuueaercs B

COOTBETCTBUU C KOHTPONLHONPOMYCKHLIM PEXUMOM;
NOMELUEeHUn, B KOTOPbIX pacnonaraloTcs aNeMeHTsl
UCNAH, Ha koTopbix pacnonaratotca CK3U u Co,
OCHalleHbl BXOAHBIMM ABEpPbMU C  3aMKamu,
» obecneyuBaeTcs NOCTOAHHOE 3aKpbITUS ABepeit
NOMeLLeHUit Ha 3aMOK U UX OTKPLITUA TONbKO ANA
CaHKLIMOHMPOBAHHOIO NPOXoAa.

2.2 | BoamoxHoCTb He aKkTyansHo Mposoasitca pabotel no noabopy nepcoHana;
BO3AeiigraoBarTh Ha [OCTYN B KOHTPONUPYEMYIO 30HY U NOMeLleHus, rae
annapatHble KOMMOHEHTHI pacnonaraerca anemedtsl WUCMOH, Ha KoTOpbIX
CK3U % Co, peanusosansl CK3U u C®, obecneuusaercs 8
OrpaHWveHHas  mepamu, COOTBETCTBUU C KOHTPONBHONPONYCKHBIM PEXUMOM,;
peanu3oBaHHbIMU B nomeLLeHus, B KoTopbix pacnonaratorcs CK3U u Co,
WHMOPMaLIMOHHO OCHalleHbl BXOAHBIMU [ABEpPbMU C  3aMKamu,
cucrteme, B  KOTOpOW obecneymBaeTcs MNOCTOSHHOE 3aKpbiTUa Asepeit
ucnonsayerca CK3U, u NoMeLyeHul Ha 3aMOK U UX OTKPLITUA TOMbKO ANA
HanpasneHHbIMU Ha CaHKUMOHMPOBaHHOrO NPOX0AA;
npeaoTspalleHue " NpeACTaBUTENMU TexHUHeckux, obcnyxusawwux u
npecevyexue Apyrux BcnomoratensHeix cnyx6 npu pabore 8
HECaHKLMOHUPOBaHHbIX nomeweHuax  (croikax), rae  pacnonoXeHbi
AeicTBUA, komnoHeHTsl CK3U u C®, u coTpyaHuku, He

asnsaowuecs nonssosarensmu CK3U, HaxoasTes B
aTUX MNOMELUEHUSX TONMbKO B  MPUCYTCTBUM
OTBETCTBEHHbIX COTPYAHUKOB YuYpexaeHus.

3.1 | Cospanue cnoco6oB, | He aKTyanbHO He ocywecrenserca ofpabotka csefeHuid,

NOAroTOBKa U NpoBeAeHue
atak C npuBnevyeHuem
cneuuanucTos B obnacrtu
aHanusa cuUrHanos,
CONPOBOXAAIOLLMX
¢hyHkumoHuposarnue CK3U
m Co® wu B obnactu
WUCNONb30BaHUA ans
peanusauuu arak
HeAOKYMEHTUPOBaHHBIX
(HepexknapupoBaHHbIX)
BO3MOXHOCTEMN
npuknagxoro MO.

COCTaBNAIOWMUX roCYyAapCTBEHHYIO TailHy, a TaKkke
MHbIX CBEAEHWI, KOTOpble MOryT NpeacTaBnATb|
UHTEpec ANA peanusauumn BO3MOXHOCTY,

BbICOKAA CTOMMOCTb M CINOXHOCTb MNOATOTOBKM
peanuaauun BO3MOXHOCTH,

nposoasTca paboTsl No noaGopy nepcoHana;
AOCTYN B KOHTPONUPYEMYIO 30HY U NOMeLLeHUs, rae
pacnonaraetca anemexTtsl WCIIH, Ha KOTOpbIX
peanusosaHsl CK3U u C®, obecneuusaercs B
COOTBETCTBUM C KOHTPOSBHONPONYCKHLIM PEXVUMOM,;
noMeLleHus, B kKoTopbix pacnonaratTtca CK3U u Co,
OCHallleHbl BXOAHbIMA  [ABEpPbMM C  3aMKamu,
obecneunBaeTcs MNOCTOAHHOE 3aKpbITUA [ABepeit
NoMeLLeHni Ha 3aMOK U UX OTKPbITUS TOMbKO ANA
CaHKUMOHMPOBAHHOIO NPOXoAa;

NPeAcTaBUTeNyU TexXHUMeckux, obcnyxusalowmux u
Apyrux BcnomoraTensHbix cnyx6 npu paGore B
nomeiyesunx  (croilkax), rae  pacnonoXeHbl
KoMmnoHeHTsl CK3U u C®, u coTpyaHuku, He
asnaowWuecs nonbsosarensmu CK3W, HaxopaTes B
3TUX MNOMELUEHUAX TONMbKO B  NPUCYTCTBUU
OTBETCTBEHHbLIX COTPYAHUKOB YupexaeHus;
OCYLECTBNAGTCA  PasrpaHUYeHue U  KOHTPOnNb
AocTyna nonb3oBareneil K aawuuiaemMbiM pecypcam;
OCYLeCTBNAETCA perucTpauus u yyet [eicTeuin
nonb3osareneil;
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YTOYHEeHHbIe AKTyansHoCTb
BO3MOXHOCTU ucnonb3oBaHus
Ne Hapywwurenei u (npumeHeHus) O6ocHoBaHUe HeakTyanbHOCTY yrpos
n.n. HanpaBsnexua artak ANs NOCTPOeHUs
(cooTBercTBylOWME M peanusauuu
aKTyanbHbie yrpoabl) arak .
Ha APM K cepsepax, Ha KOTOpbIX YCTaHOBNEHbI
CK3U:
ucnonbayloTes  cepTuduUMpoBaHHble  cpeacTea
3awuTsl MHOPMaLMK OT HECaHKLMOHUPOBAHHOrO
Aoctyna;
UCNONb3YITCA  CepTUULMPOBaHHbIE  CpeacTBa
aHTUBMPYCHOW 3aLnTbI.

3.2 | Nposenexune He aKTyansHo He ocywecrenserca obpaGotka cseaeHui,
nabopaTtopHbIX COCTaBNAOWMX rocyAapCTBEHHYIO TailHy, a Taike
neenenoBaHuii CK3U, MHBIX CBEAEHWIA, KOTOpble MOryT npeacTaBnATh
nucnonbayembix BHe WHTepec Ans peanusauyun BOSMOXHOCTY,
KOHTPONUPYEeMOiA  30HbI, BbICOKasi CTOMMOCTb W CRNOXHOCTb NOArOTOBKM
OrpaHuyYeHHoe  Mepamu, peanusaummu BO3IMOXHOCTU.
peanusoBaHHbIMU B
UHopMaLMOHHOA
cucreme, B KOTOpoi
ucnonbayetca CK3U, u
HanpasneHHbIMU Ha
npepoTspatleHue "
npeceyexune
HeCaHKLUOHUPOBAHHbIX
AeUCTBUNA,

3.3 | MNposepeHve paboT no| He aKTyansHo He ocywecrsnserca obpabotka cBefAeHUA,
cosgaHuio  cnocobos U COCTaBNAOWUX rOCYAapCTBEHHYIO TailHy, a Takke
cpeacrs arak B MHbIX CBEAEHWIA, KoTopble MOryT MpeacTaBnATh
HayyHouccneaoBarenbcku UHTepec ANs peanusauum BOSMOXHOCTY,

X ueHTpax, BbICOKas CTOMMOCTb W CROXHOCTb NOArOTOBKM
CNeLuanuavupyrowmxca B peanusauumn BO3MOXHOCTH.
obnactu paspabotku W
aHanusa CK3U u Co, B
TOM yucne c
UCNOnb30BaHUEM
UCXOAHBIX TEKCTOB
BxoAgsLero B Co
npuknagHoro no,
HenocpeacTBeHHO
MCNONb3YIOLWEro BbI3OBbLI
NPOrpaMMHbIX  (OYHKLMWIA
CK3WU.
4.1 | CospaHue cnocoGos., | He aKkTyansHo He ocyuecrensercs o6pabGoTka  cBeAeHWiA,

NOArOTOBKA U NpoBeaeHne
atak ¢ npuBnevYeHuem
cneuuanucTos B obnactum
MCNonNb3oBaHUA AaAns
peanusauuu arak
Hel0KYMEeHTUPOBaHHbIX
(HeaeknapupoBaHHbIX)
BO3MOXHOCTER
cuctemHoro MO,

COCTaBNAOWMUX rocyaapCTBEHHYIO TaliHy, a Taike
WHBIX CBEeAEeHWiA, KoTopble MOryT npeacTaBnATh
UHTepec ANs peanu3auuy BO3MOXHOCTY,

BbICOKAA CTOMMOCTb W CMNOXHOCTb MOATOTOBKU
peanusauuy BO3ZMOXHOCTH;

nposoasTca paGoTsl no noabopy nepcoHana;
AOCTYN B KOHTPONUPYEMYIO 30HY U NOMELUEHUR, rae
pacnonaraetcs CBT, Ha KOTOpbiX peanu3oBaHbl
CK3U u Co®, obecneumBaercs B COOTBETCTBUM C
KOHTPONBHOMNPONYCKHLIM PEXUMOM;

nomeLleHus, B KOTopbix pacnonaratorea CK3U u Co,
OCHalleHbl BXOAHBIMWM  ABEpbMU C  3amKamu,
obfecneunBaeTcsi MOCTOAHHOE 3aKkpbiTUA JABepeit
NoMeLLeHuii Ha 3amMOK U UX OTKPbITUA TONbKO ANA
CaHKUMOHUPOBAHHOro NPOXoAa;

NpeacTaBsuTeny TexHuJeckux, obcnyxusaowmx U
Apyrux _BcnomorarenbHbix cnyx6 npu pabore 8
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YTOYHEHHbIe AKTyansHocTb
BO3MOXHOCTU UCNoNb3oBaHnA
Ne HapyluuTenei u (npumeHeHus) O6ocHoBaHWe HeakTyansHOCTMU Yrpo3
n.n. HanpasneHus arak ONA NOCTPOeHUs
(cooTBETCTBYIOWME W peanusauuu
aKTyanbHble yrpoabl) arak
noMeweHmsax  (croiikax), rae  pacnonoXxeHbl
komnoHeHTsl CK3U u C®, u coTpyaHuku, He
asnsowmecs nonssoparensmu CK3U, HaxopaTcs B
3TUX NOMEL|eHMAX TONbKO B  MPUCYTCTBUU
OTBETCTBEHHbIX COTPYAHUKOB YupexaeHus;
OCYWECTBNAGTCA  pasrpaHuyeHue W KOHMTpOnb
AocTyna nonb3osareneil K sawmiuiaemMbiM pecypcam;
OCYLLECTBINAGTCA PErucTpauma u yyet AeicTBuiA
nonb3osarenei;
Ha APM u cepBsepax, Ha KOTOpbIX YCTaHOBNEHbI
CK3U:
MUCNONbL3YIOTCA  CepTUULMpPOBaHHbIE  CpeacTBa
3aWuTel MHGpOPMaUMK OT HECaHKLMOHMPOBAHHOIO
AocTyna;
" UCNONb3YIOTCA  cepTUULMPOBaHHbIE  CpeacTBa
’ AHTUBUPYCHOW 3aLUUTbI.

4.2 | Bo3MOXHOCTb He aKTyanbHo He ocywecrensetrca obpaGoTtka  cBeaeHui,
pacnonararh CBeAeHUAMM, COCTaBnAWNUX FOCYAAPCTBEHHYIO TaliHy, a Taioke
coepXatyumucs 8 WHbIX CBEAEeHWil, KOTOpble MOryT npeAacTaBnATb
KOHCTPYKTOPCKOMR MHTEpEeC ANA peanu3aummu BO3MOXHOCTU.
AOKyMEHTauum Ha
annapaTHble n
nporpaMmMHble
KOMNOHEeHThI CO.

4.3 | BoaMoxHOCTb He aKTyansHo He ocyuectesnserca obpabotka  ceeaeHui,
BO3/AeiCTBOBAaTh Ha COCTaBNAWUX roCYyAapCTBEHHYIO TailHy, a Takke
niobbie komnoHeHTsl CK3U UHbIX CBEAEHWA, KOTOpble MOryT npeacTaBnATh
uCo. WHTEpec ANA peanu3aumuu BO3MOXHOCTU.

2.7 OcHOBHble OpraHuM3aLUUMOHHO-TeXHUYecKMe Mepbl, HeoGxoaumble AnsA
NPOTUBOAEHCTBUA BO3MOXHOCTAM MCTOYHUKOB aTak :
Peanusauua yrpos 6e3onacHOCTM nepcoHanbHbIX AaHHbIX, o6pabaTbiBaeMbix B

MH(POPMALIMOHHBIX CUCTEMAX OnpeaensieTcA BO3SMOXHOCTAMM WMCTOMHMKOB artak. [ns
NPOTUBOAEUCTBUA BOSMOXHOCTAMU UCTOMHUKOB aTak B YYpexaeHun AOMmkHbl ObiTb NPUHATLI
cnepyowme opraHM3aLMoHHO-TEXHUYECKUE Mepbl:

Ha [AOMKHOCTW, B 00s3aHHOCTU KOTOpbIX BXOAAT pabota CO CpeAcTBaMM 3aLUUTHI,
nepcoHanbHbIMU AaHHbIMKW, Ha3HA4YalTCA OTBETCTBEHHble foOpocoBECcTHbIe Nuua, umeroLme
NONOXUTENbHLIE XapaKTepPUCTUKWU, O3HaKOMMEeHHble C OTBETCTBEHHOCTb 3a HecobniogeHue
npasun obecneyeHns 6e30NacHOCTU UHOPMaLMK, UMEIOLNE 3HaHWUA U HaBbiku B paboTe co
cpeacTBamMu BbIMUCIUTENBHOM TEXHUKA U 3aLUTLI MHbopMaLmn,

OpraHu3oBaH KOHTPObHONPONYCKHOW pexumM B nomMeLleHus ¢ anementamu ACMNOH wwunu
CK3u;

onpeaeneH Nopsaok AocTyna B nomelyeHus ¢ anemedtamu UCMNOH wwunu CK3U, nuy He
UMeIoLLMX AonycKa K 3aluuiiaemon uHgopmauuu;

nomeLleHus, B KOTopbiX pacnonaratotcs anemeHtsl UCTOH w/mnu CK3W, ocHalyeHbl
BXOAHLIMU ABEPbMU C 3aMKamK, obecneyeHns NOCTOSHHOrO 3aKpbITUS ABepelt NoMeLleHun Ha
3aMOK U UX OTKPLITUA TONBKO ANA CAHKLIMOHUPOBAHHOrO NpPoxoaa;

yTBEpPXAeHbl Npasuna AocTyna B nomMelleHus, rae pacnonaratorcs anemeHTsl ACMNOH u
CK3W, B paboyee u Hepaboyee BpeMsi, a TakkKe B HELUTATHbLIX CUTYaLUSX;
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HasHa4yeHbl NnuuUa oTBevalue 3a aAMUHUCTPUPOBaHWE WH(OPMALUMOHHOW CUCTEMBI,
6esonacHocTb MHpopMaLmm 1 akennyatauuo CK3U,

yTBEPXAEH nepeYeHb NUL, UMeloLLMX NpaBo [OCTyna B NOMELLEHUs, rae pacnonararTces
CK3WU;

npokymeHTaumsa Ha CK3U xpaHuTes y oteetcTBeHHoro 3a CK3U B meTannuyeckom auke;

OCYLLECTBNAETCA pasrpaHMyeHUe U KOHTPOnb AOCTyna nonb3oBaTtenei K sawuiiaeMbiM
pecypcam,

OCYLLECTBNAETCA perucTpauus u yyer gencreun nonssosarenei ¢ MNax;

OCYLLECTBNAETCA KOHTPOSb LIeNOCTHOCTU CPeACTB 3allUTh;

Ha anemeHtax MUCIMOH wunu APM u cepBepax, Ha KOTOpbIX ycTraHoBneHsl CK3WU:
UCnonb3ylTecA cepTudULMpoBaHHbIe cpeacrTea 3awmThbl uHpopMaLum oT
HeCaHKLIMOHUPOBaAHHOMO AOCTYNa U aHTUBUPYCHON 3aLUUThI.

BbiBoab!

Ucxops 13 aHanusa AaHHbIX, NpeAcTaBneHHbIX B pasgene 2 v nNpu BbiNOMHEHUU Mmep,
U3NOXEHHbIX B N.N 2.7, B cooTBeTcTBMM € TpebosaHusmu Mpukasa $CB Poccum ot 10.07.2014
N 378 ans HeitTpanuaauum atak gocratoyHo npumeHerne CK3U knacca KC1.
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3 MOAENDb YrPO3

Mopens yrpos paspabatbiBaeTcs B cooTBeTcTBUM ¢ Metoponorveinn ®CTIK Poccuuy,
onpenenéHHon B AokymeHTe «MeToauka onpepeneHus akTyanbHbiX yrpos 6esonacHoOCTU
nepcoHanbHbIX AaHHbIX Npu ux 06paboTke B WMHMOPMALUMOHHBLIX CUCTEMAX MNEepCOoHalNbHbIX
AaHHbIX» (YTBEepxaeHa 3amecTtutenem aupekropa ®CTIK Poccuu 14 pespans 2008 roaa).

3.1 WpeHTudUKauusa yasBUMbIX 3BeHbLEB

Mop yassuMbIM 3B€HOM noapasymMeBaeTcsl NporpaMmMHoe, annapaTtHoe unmu nporpammHo-
annapaTHoe CpeACTBO, BKMOYMas CpeAacTBa 3awuThl UMHMOpPMaUUM, a Takke HOcUTenu
uHopmaumu, B T.4. MNH, B OTHOLIEHUM KOTOPLIX BO3MOXHA peanuaauus yrpos HCl unu yTeuku
No TEXHU4YECKUM KaHanam.

CornacHo «MeTtoauke onpefeneHus akTyanbHbiX Yrpo3 NepcoHanbHbIX AaHHbLIX NPpU KX
obpaboTke B MH(POPMALMOHHbIX cUcTemMax nepcoHanbHbIX gaHHbix» PCTIK Poccun Hanuuyume
UCTOYHUKA Yrpo3bl U YA3BUMOro 3BeHa, KOTopoe MOXeT ObiTb UCNONL30BaHO ANA peanusaumu
yrpo3bl, CBUAETENLCTBYET O HanU4YuM AaHHON Yrposbl.

Takum o6pasom, uaeHTUUKaLUmua yassuMbIX 3BeHbeB Heobxoauma Ansa uaeHTUdUKkauum
BCEX NPUHLIMNUANbHO peanuayembix B MHOpMaLMOHHON cucTeme yrpos 6esonacHocTi.

3.1.1 U0enmuchukayus mexHu4YeCcKux KaHanoe ymeyxku uHgopmayuu

Mpu o6pabotke MNMOAH BO3MOXHO BO3HUKHOBEHWE CNeAyIoLMX Yrpo3 yTeuku uHdopmMaumm
no TKYW:

Yrposbl yTeYku akycTudeckomn (peveson) uHpopmaumm,

yrposbl yTeYKU BUA0BON UHOpMaLuK,

yrposbl yTeuku uHopmauum no kaHanam NOMUH.

YTeuka akycTuyeckon uHcpopmMaumumn

Yrposa yTeuku akyctudeckon (peveBon) nHopmaLmmy BOSMOXHO NpU Hanuyuum GyHKUUIA
ronocosoro Bsoga MNAOH B8 UCMNOH unu cdyHkumii BocnpousseaeHuss MNMOH akycTuyeckumu
cpeacreamu UCTOH.

YTeuka BUAOBOMN uHopmauum
- Peanusauma  yrposbl yTeukM BuOOBOW  UHpOpPMauUMM BO3MOXHA 3a  CYeT
HeCaHKUMOHMPOBAHHOrO NPocMoTpa MHpOpMauMu C 3KpaHOB AUCNNeeB U ApYrux CpeacTs
oToOpaxeHWss CpPeACTB  BbIMUCIUTENbHOW TeXHUKM, WHEPOPMAaLUOHHO-BBIMUCIIUTENBHBIX
KOMNNEKcoB, TeXHU4Yeckux cpeacrts obpaboTku rpaduyeckoit, Bugeo- u BykseHHO-LUPOBONA
UHpopmauum, Bxoaswmx B cocras UCIMOH.

YTeuka no kananam N3IMUH
Yrposbl yTeuku uHcbopmauum no kaHany [MOMUWH, BO3MOXHbI uU3-3a HanUM4us
3NEKTPOMarHUTHBIX U3Ny4YeHuin, TEXHUYEeCKux cpeacTs, Bxoasawmx B coctas UCIAH OU OLIT.

3.1.2 MWdenmucpukayus ya3euMblix no omHoweHurw Kk HCLO 3eeHbee
uHghopMayuoHHol cucmemsl

HecaHkUMOHWpOBaHHBIA JOCTyNn npeacTtaenseTr coboit BTOpoi cnocob peanusaumm
YBMAaH.

Yassumble no oTHoweHuo k HC[L 3BeHbAa npeactaenaloT coboit oObekTbl cpeabl
MHpopMaLUMKM Ha pasnUYHbIX YPOBHAX UWepapxvuum WHMOOPMAUUOHHON WHpPaCTPYKTYpbI.
Peanusauus yrpos HCJ] ocywecTtBnsetca nyTém BO3AENCTBUA Hapywwurtenei Ha oObekTbl
cpefbl UHopMaLUmK € Lienbio HapyLUeHUA 3HaYUMbIX Xxapakrepuctuk Ub cucremst.

Yassumble no oTHoweHuo Kk HC/ 3seHbs uHMOpMaUUOHHOW CUCTEMb! NpeAcTaBneHbl B
Tabnuue 5.
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Tabnuua 5 - Yassumblie no oTHowweHuo K HC[ 3BeHbs MHOpMaLMOHHON CUCTEMBI

YpoBeHb uepapxuu Tunel o6bekToB cpeabl (YA3BUMbIE 3BEHbA)
HpOPMaLMOHHOR UHPaCTPYKTYpPbI

duanveckuii yposeHb JInHun css3u BHYTPM K3, NUHUM CBA3U BHE KOHTPONMUPYEMOA 30HbI,
¢puanyeckue Hocutenu uHdopmauuu, Bkmouvas HXMLO APM
none3osarenei MHMOOPMaLUOHHOR CUCTEMbI

CeteBoli ypoBeHb CereBoe ob6opyaoBaHue: MapLUpyTU3aTopbl, .  KOMMYTaTOphbl,
MexXceTeBble 3KpaHbl, oTAensume WHPOPMAUMOHHYIO cUcTemy OT
ceTeil cBa3u o6LUero nosb3oBaHns

YpoBeHb ceTeBbiX CepBUCOB CeTeBble KOMNOHEHTHI B COCTaBe MHOPMaLMOHHOI CUCTEMBI, CEPBUCHI
TepMUHaNLHOrO AO0CTYNa, CepBUCHI YAAN&HHOro ynpaBneHus, Apyrue
cnyxebHble cepBucCh!

YposeHs OC KomnoneHTsl OC, haiinsl, coaepxaliue sawuijaemyio uipopmauuio, B
T.M. NN0H

YpoBeHb NpunoxeHuit MpuknagHoe MO ans aocryna u o6paboTku uHgopmauum, 8 T.M. MOH

3.2 Bo3amoXHble yrpo3bl 6e30nacHOCTH NepCoHanbHbIX AaHHbIX

3.2.1 Ye2po3b! ymeyku uHhopmMayuu no mexHuU4eCcKUM KaHanam

B obwem, npu obpaboTke MHOPMaLMM BOSMOXHO BO3HUKHOBEHME CReayiolwux yrpos
yTeuku uHdopmaumm no TKYWU: '

yrposa yTeuku akyctudeckom (peyeson) uHgpopmauuu;

yrposa yTeuku BuaoBo UHopMauumu;

yrpoaa yreuku uHdopmaumm no kaHanam N3MUH.

Yrposa yTeuku akycTUYecKol WHopmauuu BO3MOXHA TONbKO B TOM cny4yae, ecnu B
WHOPMaLIMOHHON cUCTEME NpeayCMOTPeH ronocoBoit Beof MHgopmauuy, B T.M. MAOH, wunu
npeaycMmoTpeHbl (OyHKUMWM BocnpousseaeHus uHdopmauuu, B T.M. TOH, akycTudeckumu
cpeacTsaMu UHPOPMaLIMOHHON CUCTEMBI.

B UCNOH OU OUT  dyHkummn ronocosoro BBoAa WHpopMaumu unu  GyHKUMK
BOCNpOU3BeAeHUs UHOpPMaLMK aKyCTUMECKUMU CPeCcTBaMu OTCYTCTBYIOT.

Takum o6pasom, peanusaums yrposbl YTEYKU aKyCTUYECKOW MHOopMauMn HEeBO3MOXHA
BBUAY OTCYTCTBUS UCTOYHUKA YrpO3bl.

Yrposbl yTeYkM BUAOBON WHPOPMaLMU peanusyloTcs 3a CYET HeCaHKLMOHUPOBAHHOIO
npocmoTpa uHgpopmaumn, B T.4. MNOH, ¢ 3KpaHOB Aucnnees U APYrux cpeacTts otobpaxeHus
BbIMUCNUTENBHON TEeXHUKWU, WH(POPMALMOHHO-BBIMUCIUTENbBHBLIX KOMMMEKCOB, TEeXHUYEeCKUX
cpeacts obpaboTku rpacduyeckoir, Buaeo u BykseHHO-UMdpoBOW MHMOPMaLIMK, BXOAALLUX B
cocras MH(OPMaLMOHHON CUCTEMBI.

OkpaHbl aucnnees pabouyux MeCT nonb3oBaTeneil pacnosioXeHbl Tak, YTO BU3yanbHbIi
NPOCMOTP UHOPMaLIUU UCKMIOYEH.

Takum oOpasom, peanusauma yrposbl YTEYKM BUAOBOM WHGOPMAUMM NpU3HAeTCH
ManoBeposiTHOW, a cama yrpo3a CHYWTAeTCs HeakTyanbHOW W fanee He MNOANeXuT
PaccMOTPEHUIO.

Ona nepexeata uHdopmauum no kadanam NOMUH Hapywwurens fomkeH obnaparb
AOpOrocToswei annapaTtypoil U uUMETb B CBOEM COCTaBe CneuuanucToB BLICOKOIA
kBanudpukauum, AOCTAaTOMHOW ANs HACTPOWKM annapaTtypbl, nepexsaTta W BblaeneHus
uHgopmaTueHoro curdana. Kpome Ttoro, anementsl UCIMOH OWU LT, akpaHupyloTcs
HECKONbKUMU HECyLMMU CTeHaMKu, U UHPOPMALMOHHbBIA CUrHaNM MacKUpyeTCa MHOXECTBOM
napasuTHbIX CWUrHaNoOB 3NEMEHTOB, He BXOAAWMX B WH(MOPMALUMOHHYIO CUCTEMY, He
ocylectanseTca o6paboTka cBeAeHuiA, COCTaBNAIOLMX FOCYAAPCTBEHHYIO TaliHy, a TakKe UHbIX
CBefleHUi, KOTopble MOryT NPeACTaBNATL UHTEpeC AN peanusaumum aHHO BO3MOXHOCTH,
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O™ hakTopbl NO3BONAKOT cAenaTh BbiBOA, YTO BEPOATHOCTb HanU4Usl BO3MOXHOCTEWU

ocywecteutb nepexsat NAMWUH y koro-nubo u3 HapywmTenein Ub HUYTOXHa mMana.

Takum o6pasom,

peanusauus yrpoabl

yTeukm no kaHanam [MOMUH saensetca

ManoBeposiTHOW, a cama yrposa cuMTaeTcs HeakTyanbHOW U ganee He paccMmaTpuBaeTcs.

3.2.2 Yepo3bl HecaHKYUOHUpOBaHHO20 docmyna K uHgopmayuu

MepeyeHb BO3MOXHbIX yrpod HCH k uHdopmauum 8 UCTMOH OU ®UT, dakropos,
NPUBOASALLMX K UX BOZHUKHOBEHUIO U HapyLLaeMbIX XapakTepucTuk 6esonacHocTy uHpopmaumu,

obpabarbisaemoit 8 UCIMAH OU ®ULT, npeacrasneH B Tabnuue 6.

Tabnuua 6 — MNepeyeHb BO3MOXHbIX yrpo3 6esonacHocTu uHdopmaumm 8 UCMNAH OUN LT

Yrpoaa 6esonacHocTu
uHgpopmauuu

Xapakrepuctuka

Hapywaemasn
XapaKkrepucTuka

GesonacHocTU nHpopMaLumn

Yrpoabl YHUMTOXEHUR, XULLEHUS annapaTHbIX CPeACTB UHGOPMAaLIMOHHOR CUCTEMBI, HocUTeneh HopMaumu

nyTém cusudeckoro 4ocTyna K anemeHTam UHOpMaLUOHHON CUCTEMBI

Kpaxa CBT Yrpo3a ocywecransercsa nyrém HCJ] BHeluHuMu | KoHduaeHumansHoOCTb

BHYTPEHHUMU HapyLUUTENAMU B NOMELLIeHUs, rae

PacnonoxeHbl 3NeMeHTLI CUCTEMb!
Kpaxa HocuTenei Yrpoaa ocywecranserca nytém HC[] sHewuHumu u | KoHduaeHumanbHoCTb
nHbopMaLmn BHYTPEHHUMU HApPYLIUTENAMU K HOCUTENAM '

uHopmaLum
Kpaxa knioveid n Yrpoaa ocywectenaerca nytém HCJ sHewHumu u | KoHduaeHumansHoCTb
atpubyros gocryna BHYTPEHHUMU HapYLUIUTENAMMN K HOCUTENAM

WHchopmauuu
Kpaxa, moautukauums, Yrpoaa ocywectansetcs nytém HC[] BHewHumn u | KoHduaeHUManbHOCTS,
YHUMTOXEHUe BHYTPEHHUMU HapyluUTenaMu B nomeweHus, rae | LlenoctHocTb
HoOpMaLUK pacnonoxeHst anemenTsl UCMNOH 1 cpeacTea HocTynHocTb

3aWumThl, @ Talke npoucxoaut pabota

nons3oearenei
BbiBoA 13 cTpos yanos Yrpoaa ocywectanserca nytém HCJl BHelwHumMK U | [locTynHOCTh
CBT, kaHanos cBA3u BHYTPEHHUMU HapyLLUUTENAMU B NOMELLeHus, rae

pacnonoxeHsl anemeHTsl UCIOH 1 npoxoasT

KaHanb! CBA3N
HecaHkymonupoBanHoe | Yrposa ocywectansetcs nytém HC/ eHeluHumu u | KoHduaeHumanbHoCTL
OTKMIOYEHNE BCTPOSHHBIX | BHYTPEHHUMU HapyLUMTENsMU B NoMelleHus, rae | LlenocTHocTb
CPeACTB 3aluThbl pacnonoxeHsl cpefcrea sawurs UCIMAH J[loCTYNHOCTb

Yrposbl XULLEHWUs, HeCaHKLMOHWPOBaHHOW Moaudukauum unu 6nokupoBaHus UHopMaLuu 3a CHéT
HecaHKuWoHupoBaHHoro goctyna (HCH) ¢ npumeHeHuem nporpamMMHo-annaparHbiX U NporpamMmHbIX CPeacTs
B TOM YuCne NporpamMMHO-MaTeMaTU4eckux Bo3aeincTeunii)

[LevicTBus BpeJOHOCHbLIX
nporpamm (BUpYcoB)

MporpamMHoO-MaTeMaTU4ecKoe Bo3AenNCTeue - 3To
BO3AeiiCTBUE C NOMOLLBIO BPEAOHOCHbIX NPOrpamMm.
MporpamMmoii ¢ NOTeHUUansHo onacHbIMU
nocneacTBUAMU UNU BPEJOHOCHO NporpaMmMon
(BMpycOM) Ha3biBaIOT HEKOTOPYIO
CaMOCTOSTENBHYIO nporpammy (Habop
UHCTPYKUMIA), KOTOpas cnocobHa BbINOMHATL
nwboe HenycToe NOAMHOXECTBO CneayoLux
DYHKLWA:

~CKpbIBaTh NPU3HaKWU CBOEro NPUCYTCTBUSA B
nporpaMmHoii cpeae KoMnbloTepa,;

- 06nagars cnocoBHOCTLIO K camoayBrnmposaHuio,
accouumpoBanuio cebs ¢ Apyrumu nporpammamu U
(Mnu) nepeHocy cBouX (hparMeHToB B UHbIE
obnacti onepaTUBHON UNW BHELWHE NaMATH;
paspywath (McKaxaTs NPon3BonbHLIM 0Gpasom)

KoA Nporpamm B onepaTuBHOR NamaTy;

KoHduaeHumansHocTs
enoctHocTb
LocTtynHocTb
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Hapywaewmasn
Xapakrepuctuka XapaxrepucTuka
GeaonacHocT MHopMaLmu

Yrposa 6esonacHocTu
uHcopmMaLu

-BbINONHATL 6e3 UHULIMUPOBaHUA CO CTOPOHbI
nons3oparens (NONb3oBaTenbCKoM NporpaMmmMel B
WTATHOM peXuMe eé BbINONHEHUA) AeCTPYKTUBHLIE
OYHKUMU (KONUPOBAHUSA, YHUUTOXEHUA,
6nokupoBaHua U T.n.);

-COXpaHATb (hparmeHTsl uHopmaummn 3
onepaTuBHOI NaMATV B HEKOTOpbIX oBGnacTaAx
BHELUHER NaMATU NPAMOro A0CTyna (NoKanbHbIX
N yaanéHHsix);

-UCKaXaTh Npou3BonbHLIM obpasom, GnokvposaTh
1 (MNK) NOAMEHSATL BLIBOAUMBIV BO BHELLHIOW
NamaTb UNU B KaHaN CBA3U Maccus UHdopMauuu,
oBpasosaBlumiica B peaynstarte pabotsl
NPUKNaAHBLIX NPOrpamM, UK yxe HaxoasLuecs Bo
BHELWHel NaMATU MaccuBbl AaHHbIX

HepnexnapuposaHHble HeaeknapupoBaHHbie BO3MOXHOCTY — KoHduaeHumanbHOCTb
BO3MOXHOCTH thyHKUMOHaNbHBIE Bo3MOXHOCTH (10, He LlenocTHocTb
CUCTEMHOrO ¥ ONUCaHHbLIe UNW He COOTBETCTBYIOWME ONUCaHHBIM | MocTynHOCTL
npuknagHoro MO B OKYMEHTaLuW, Npu UCNONb30BaHUU KOTOPbIX
BO3MOXHO HapylueHne KoHPUAeHUManbLHOCTY,
[OCTYNHOCTYU UMM LienocTHocTU obpabaTbisaemoit
WHdopmauuu

YcraHoska MO, He Yrpo3a ocyuiecTBNAETCA NyTém KoHduaeHUuansHocTb
CBA3aHHOro ¢ HecaHKLUWOHUpOBaHHOM ycTaHosku MO LlenocTtHocTh
ucnonHeHuem BHYTPEHHUMU HapYLUUTENAMU, YTO MOXET JocTynHocTs
cnyxe6HbIX NpUBECTU K HApYLIEHWUIO KOHPUAEHLIMANBHOCTH,
obsisaHHoCTE! LIeNocTHOCTN U AOCTYNHOCTU BCEI CUCTEMBI UNKU eé
3NEMEHTOB

Yrposbl HenpeaHamepeHHbIX AeicTBUIA nonb3osaTteneii U HapyLueHuii 6e3onacHoCTU (OYHKUMOHUPOBaHUA
uHdopmaLmoHHoi cuctemsl 1 C3U B eé cocTase u3-3a c6oes B nporpammHoM obecneyeHun, a Takke ot yrpo3a
Heamponoreunoro (c6oes annapaTypb! U3-3a HEHaA&XHOCTU 3NEeMEeHTOB, cG0eB ANeKTPONUTaHUs) U
CTUXWIAHOrO (YAapOB MONHUIA, NOXApPOB, HaBOAHEHWI U T.N.) Xapakrepa

YTpara Knioyei u Yrpo3a ocywlecTBNAETCA 3a CYET AeliicTBUA KonduaeHumansHocTs
aTpubyTos’aocTyna yenoseyeckoro gakropa nons3osareneit UC, LlenoctHocTts [locTynHoCTb
KOTOpbI€ HapyLaloT NONOXEHWA NaponkHoM
NONUTUKN B YaCTK UX CO3AaHUA (CO3AAIOT Nérkue
WNU NYCTbIe Naponu, He MEHNKOT Naponu no
UCTEYEHUN CPOKA UX KUIHU UNKU KOMNPOMETALUU U
T.N.) ¥ XpaHeHus (3anucbiBaloT naponu Ha
GymaxHble HocUTenu, NepeaaioT KNloYM goctyna
TPETbUM NULAM U T.N.) UK HE OCBEAOMIEHBI O HUX

HenpegHamepeHHas Yrpo3a ocyu|ecTBNAeTcsa 3a CYET AeliCTBUA LienocTHocTb
mMoAudukaLma yenoseyeckoro gakropa nons3opareneit UCMNOH,

(yHuuTOXEHUE) KOTOPbIE HApYLIAIOT NONOKEHUA NPUHATLIX Npasun

uHgopMauuu pa6otbl ¢ UC unu He oceeaoMNeHbl O HUX

COTPYAHUKaMU

HenpeaHamepeHHoe Yrpo3a ocylecTBAeTCA 3a CHET AeliCTBUA KoHduaeHumanbHocTb
OTKNIOYEHUe cpeacTs yenoseyeckoro ¢akropa nons3aosareneit UCMNAH, | LlenoctHocTts

3aWuTLl KOTOpbIE HapyWaloT NONOXEHUA NPUHATLIX NPaBUN | NocTynHOCTL

pa6otbl ¢ UCTOH 1 cpeacTeamy 3almTbl UK He
OCBEJOMIEHbI 0 HUX

Bbixoa u3 cTpos Yrposa ocyliecTenaerca BcneacTeue LienoctHocTs [locTynHOCTh
annapaTHO-NPorpaMMHbIX | HecoBepLUEHCTBa annapaTHO-NPorpamMmHbIX
cpencrTs CpeAcTB, U3-3a KOTOPbIX MOXET NPOUCXOAUTL

HapylieHue LenocTHOCTU U AOCTYNHOCTU
3awmuaemoit uHbopmaumm
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Yrpoaa 6e3onacHocTu

Hapywaemas

Xapakrepucruka XapakTepucTuka
MHEOpMALI BesonacHoCTU UHOpMaLMK
C6oi cucTemsi Yrpo3a ocylecTBNAeTcs BCneacTaue LienoctHocTs [10CTYNHOCTb
anekTpocHabxeHusa HECOBEpPLUEHCTBA CUCTEMBI 3NeKTpocHabXeHUs,

13-3a Yero MOXET NPOUCXOAUTL HapyLueHue
L|€NOCTHOCTMU U AOCTYNHOCTU 3alyuLiaeMoit
UHdbopMaumu

CtuxuiiHoe Geacrsue

Yrpoaa ocylLecTenseTcs BcneacTeve
HecobniogeHuns Mep noxapHoii 6esonacHocTv

Yrposbi NpeaHamMepeHHbIX AeiCTBIA BHYTPEHHUX HapyluTenei

Loctyn k uHcpopmaumy, | Yrposa ocywectsnserca nytém HCL sHyTpeHHux | KoHdumaeHuuansHocTs
mMoaudukaums, HapylwuTenei B noMeLeHus, rae pacnonoxeHs! LlenoctHocTb
YHUYTOXEeHUe nuuamu, He | anemeHTsl UCTIOH 1 cpeacTBa 3aluThl, a Tawke
AONYLLEHHbIMU K ee npoucxoauT pabora nons3osareneit
obpabotke
Paarnawenue Yrpoaa ocywecTBnaeTcs 3a CHET feiiCTBUA KoHdmaeHymansHoCT
uHhopmauum, yenoseyeckoro cakropa nonssosareneit UCIMIH,
Moaudukauus, KOTOpbIe HapyLLAKOT NONOXEHUA O HepaarnallieHun
YHUYTOXEHUE obpabarbiBaemMoit UHopMaLMK Unu He
COTpYAHUKaMM, OCBEAOMNEHbI 0 HUX
AONYyLEHHLIMU K ee
obpaborke
Yrpoabl HecaHKUMOHUPOBAHHOrO AOCTYNa NO KaHanam CBA3N
«AHanus ceTesoro OTta yrposa peanuayeTcs C NOMOLLbIO KoHduaeHuymansHocTb
Tpadukar: cneuuansHol nporpaMmel-aHanuaaropa naketoe | LlenoctHocts
- nNepexear 3a (sniffer), nepexsarbiBaioLeil BCe NakeThl, HoctynHocTs
npeaenamu nepeaasaeMble NO CErMeHTY ceTu, U
KOHTPONUpyemoii BblAensiolei cpean HUX Te, B KOTOpbIX
30HBbI; nepenaloTcs WaeHTUUKATOp Nonb3oBarTens u ero
- nepexsar B napons
npeaenax
KOHTPONUpyeMoii
30HbI BHELUHUMU
HapyLumuTensamu,
- nepexsar B
npeaenax
KOHTpONUpYyeMoii
30HbLI BHYTPEHHUMU
HapyLUUTENAMMN.
Yrposbl cCkaHUpoBaHUA, CyuHocTb npouecca peanusauum yrpoasi KoHdumaeHuymansHocTs
HanpaeneHHble Ha 3aKMOYaeTCA B Nepegaye 3anpocos CeTeBbIM LlenoctHocTb
BbiSIBNEeHue Tuna cnyx6am xoctos UCIMH u aHanuse oTeeTos oT HoctynHocTts
onepauuoHHOR cuctems! | Hux. Llens - BeisBneHue ucnonbayembix
APM, OTKpbITBIX NOPTOB U | NPOTOKONOB, AOCTYMHbLIX NOPTOB CETeBbIX CNYX6,
cnyx6, OTKpbITbIX 3aKoHOB (hopMUPOBAHUA UAEHTU(DUKATOPOB
coeauHeHui u ap. COeAVHEHUA, onpeaeneHue aKkTUBHbIX CeTeBbiX
cepsucos, NoAGop MAEHTU(DNKATOPOB U nNaponei
nonb3osarenei.
Yrposbl BbiIfsBNeHUs Llens peanusauum yrpossi COCTOUT B NONY4EHUU KoHduaeHumansHoCTb
naponew HCJl nyTém npeoonexus naponbHoMi 3auTbl. LlenocTHocTs
3noyMBILLNEHHUK MOXET peanu3oBsiBaTh yrposy ¢ | JlocTynHocTs

NOMOLLbIO LIenoro paaa MeToaos, Takux Kak
npocroii nepeBop, nepe6op ¢ ucnonb3osaHueM
cneuuansHbIX Crosapeil, yctaHoBka BpefJOHOCHOIA
nporpaMmel AnA nepexsara napons, noAMeHa
fAosepeHHoro obsekra cetu (IPspoofing) n
nepexsar naketos (sniffing). B ocHoBHOM Ans
peanusauumn yrpossi UCNOoNbL3YIOTCH cneuuanbHble
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Hapywaemas
XapakrepucTuka XapakrepucTuka
6eaonacHocTu UHdopmaLum

Yrpo3a GeaonacHocTu
nHdopMaLum

nporpamMmsl, KOTOpbIe NbITAIOTCA NONYYUTb AOCTYN
XOCTYy nNyTéM nocnegosarensHoro nogbopa
naponei. B cnyyae ycnexa 3noymbiLNeHHUK
MOXeT co3fiaTh Ans cebs «npoxoa» ANA
Gyaywero aocTyna, KoTopbiii GyaeT aeiicTBoBaTh,
fAiaXe ecnm Ha XocTe UIMEeHUTh Naponb JocTyna.

Yrpoasl nonyyenua HCJL | MNoa AoseperHbIM 06bekTOM noHumaeTes o6bekt | KoHduaeHuuansHocT
nyTém noamensl ceTu (KOMNbIOTEp, MeXCETeBol aKpaH, LienocTHocTtb
AoBepeHHoro obbekTa MapLupyT1saTop M T.n.), neranbHo noAknoyeHHbld | [ocTynHocTb

CeT K CeTu.

MoryT 6bITb BblaeneHs! ABe pasHOBUAHOCTU
npouecca peanusauuu yKkasaHHO yrpoabl: ¢
ycTaHosneHuem u 6e3 ycraHosneHus
BUPTYanbHOro COeANHEHUS.

Mpouecc peanusauyuu ¢ ycTaHoBneHueM
BUPTYansHOro COeAMHEHUA COCTOUT B NPUCBOEHUN
npas AoBepeHHoro cybbexra s3aumoaeicTeuns,
YTO NO3BONAET HAPYLUUTENIO BECTU CeaHe paboTsl
¢ 06BEKTOM CETU OT UMEHW AOBEPEHHOro
cyb6bekra. MNpouecc peanusauuu yrpossl 6e3
YCTaHOBNEHUA BUPTYANbHOro COBAUHEHUA MOXET
MMETb MeCTO B CETAX, OCYLIECTBAAIOLUX
uaeHTUUKaumio nepesaBaembix cooblueHuit
TONBLKO NO CETEBOMY afpecy oTnpasuTens.
CylHocTb 3akniovaeTcs B nepegave cnyxebHbIx
coobLUeHUiA OT UMEHU CeTeBbIX YNpaBnAoLLmx
YCTPOMCTB (Hanpumep, OT UMEHU
MapLupyTU3aTopoB) 06 U3MEHEHUN MapLLPYTHO~

afpecHbIX AaHHbIX.
Yrpoasl Tuna «OTkas B OTK yrpoabl 0OCHOBaHbl Ha HeaocTaTkax ceTesoro | KoHduaeHUmansHoCTb
o6cnyxusaHum» nporpaMmHoro obecneyeHus, ero yassMmocTsx, LlenocTHocTh

NO3BONSIOMX HAPYLUUTENIO CO3AaBaTh YCNOBUA, | MocTynHOCTL
Koraa onepauuoHHas cucTeMa okasbiBaeTcsa He B
2 cocTonHun oBpabarbiBaTh NOCTYNaoLWUe NakeTsl.
MoryT GbiTh BblAeNeHbl HECKOMNbKO
pa3HOBUAHOCTEN TakUX Yrpos: - CKpbITLI 0TKa3

B 06CNyXUBaHUW, BbI3BaHHbIA NpUBneYeHuemM
4YacTu pecypcos cuctems! Ha o6paboTky

nakeTos, nepeaaBaemMbixX 3NoyMbILLNEHHUKOM CO
CHWXEHUeM nponyckHoi cnocobHOCTU kaHanos
CBA3W, NPOU3BOAUTENBHOCTU CeTeBbIX

YCTPOICTB, HapylweHuem TpeGoBaHuii K

BpeMeHu o6paboTku 3anpocos. MNpumepamu
peanusauuv yrpo3 nogo6Horo poaa MoryT
CNYXWUTb:

HanpassieHHbIN WTOPM 3X0-3anpocos no
npotokony ICMP (Pingflooding), wropm sanpocos
Ha ycraHoBneHue TCP- coeauHeHuii (SYN-
flooding), wropm 3anpocos k FTP-cepeepy; -
ABHBIW OTKa3 B 06CnyXuUBaHUW, BblaBaHHbIA
ucuepnaxuem pecypcos UC npu o6paboTie
NakeToB, NepeaaBaeMbiX 310YMbILLIEHHUKOM
(3aHATHE BCEI NONOCHI NPONYCKaHUA KaHanos
CBA3K, NepenonHeHune oyepeaeil 3anpocos Ha
obcnyxueaHue), Npu KOTOPOM NneranbHble
3anpockl He MoryT GbiTh NepeaaHsl Yepes ceTb
13-3a HEAOCTYNHOCTU cpeAbl Nnepeaayu, nubo
nonyyaloT oTkas B 0GcnyxusaHuu BBUAY
nepenonHeHus oyepeseit 3anpocos, AUCKOBOro
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Yrposa 6eaonacHocTu
uHbopmayumn

XapakrepucTuka

Hapywaemas
XapaKkrepucTuka
6esonacHocTy UHopmayum

NpocTpaHcTBa NaMaT™ U T.4. MNpuMmepamu yrpoa
AaHHOrO TUNA MOFYT CRYXWUTb LUTOPM
wupokosewaTensHbix ICMP-axo-3anpocos
(Smurf), HanpaenenHbIid wropm (SYN-flooding),
wropm coobLuyeHunii noutosomy cepsepy (Spam);
- ABHLIA 0TKa3s B 06CNYXUBaHUY, BbI3BAHHbIN
HapyleHUeM noruyeckoi CBA3HOCTU Mexay
TeXHWYeCkUM CpeCTBaMU CUCTEMbI NpU Nepepave
HapyLMTenem ynpasnsiowmux coobLeHuii ot
MMEHU CeTeBbIX YCTPONCTB, NPUBOAALLUX K
U3MEHEHUIO MapLUPYTHO-aApPeCHbIX AaHHbIX
(Hanpumep, ICMP RedirectHost, DNSflooding) nnu
MASHTUPUKALMOHHOW U ayTeHTUDUKALUOHHON
MHOpMaLUK; - ABHBIA 0TKa3 B 06CnyXUBaKUY,
BbI3BaHHbIV Nepeaavell 3MoyMbiLLNEHHUKOM
NakeToB C HecTaHAapTHLIMU aTpubyTamu (yrpoasi
Tuna «Land», «TearDrop», «Bonk», «Nuke»,
«UDP-bomb») unu umeiowmx anuuy,
NpeBbILALYI0 MAKCUMAIBHO JONYCTUMBIR
paamep (yrposa Tuna «PingDeath»), yto moxeTr
npusecTu k cOol0 CeTeBbIX YCTPOWACTB,
yqacTsylolux B o6paboTke 3anpocos, npu
yCnoBuu Hanuuus owuboK B nporpamMmax,
peanusylowux NpoToKoNbI ceTesoro obMeHa.
PeaynsraTom peanvaauum 4aHHOIR yrpoasl MOXeT
CTaTb HapylweHue paboTocnocobHocTU
cooTBeTCTBYIOW e cnyxOsl npegocTasneHus

"| yaan&nHoro aoctyna K uHopMauuu B cUCTEME,

nepegaya c 0HOro agpeca Takoro Konuyecrsa
3anpocoB Ha NOAKMIOYEHUE K TeXHUHECKOMY
CPeAacTBY B COCTaBe CUCTEMBI, KOTOpOE
MaKCUManbHO MOXET «BMECTUTbY Tpachuk
(HanpaBneHHbIR «LWTOPM 3anpoCcoB»), YTO BNEYET
3a coBoii nepenonHeHve ouepean 3anpocos U
0TKa3 0AHOM U3 ceTesbix cnyx6 unu nonHas
OCTaHOBKa CUCTEMbI U3-32 HEBO3MOXHOCTM
CUCTEMBI 3aHUMATLCA HUMEM APYIUM, Kpome
06paboTku 3anpocos.

Yrposa yAanéHHoro
3anycka NpunoXeHui

Yrpo3sa aakno4aeTcs B CTpEMNEeHUU 3anyCcTuTh Ha
XOCTe CUCTEMbI pasnuyHble NpeasapuTensHo
BHeAp&HHbIE BpEeAOHOCHbIE NPOrpaMMbl:
nporpamMmmei3aknazgxu, BUpycChl, «CeTesble
LUNUOHBI», OCHOBHASA LieNb KOTOPbIX - HapylueHue
KOH(PUASHUMANBHOCTYU, LENOCTHOCTYU, AOCTYNHOCTU
MHOpMaLMK U NONHbLIA KOHTPONL Hap paboToit
xocra. Kpome Toro, BOSMOXeH
HeCaHKLUMOHUPOBaHHBIN 3anycK NpuKNagHbIX
nporpamm nonb3osarenei Ans
HECaHKUWOHUPOBAHHOrO NoNyYeHna Heo6xoauMbIX
HapyLuMTenio AaHHbIX, ANA 3anycka ynpasnaembix
NPUKNaaHOR NPorpaMMoil NpoLeccos u Ap.
Belaensior Tpu noaknacca AaHHbIX yrpoas:

- pacnpocrpaHeHue aiinos, coaepxaiymx
HECaHKUMOHUPOBaHHbLIA UCNONHAEMBIA KOA;

- YAANEHHBIV 3anycK NPUNoXeHUa NyTém
nepenonHeHus Gydepa npunoxexuiicepsepos,
~yAan&HHbIN 3anycK NPUNoXeHus nNyTém
MCMoNb30BaHUA BOIMOXHOCTE yaanéHHoro
ynpasneHus CUCTEMON, NpeaoCTaBNsAeMbIX

KoHpuaeHunansHocTb
LlenocTHocTh
HoctynHocTs
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Hapywaeman
ero:: ;:3323‘;: Xapakrepuctuka Xapakrepuctuka
P BesonacHocTy UHopMaLum

CKPbITLIMWA NPOTPaMMHbBIMU U anNapaTHbIMU
3aknagkamu, 6o UCNOMNb3yeMbIMY LUTATHLIMM

cpeacTBamMu.
Yrpoabl BHeApeHuA no K BpeoHOCHBLIM NporpaMMam, BHeAPAEMbIM MO KondupeHumansHocTs
CeTU BpeOHOCHBIX CEeTU, OTHOCATCA BUPYChI, KOTOpbIE AN CBOEro LlenoctHocTb
nporpaMm pacnpocTpaHeHusa aKTUBHO UCTNONb3YIOT HocrynHocTb

NPOTOKOMNbI U BOSMOXHOCTU NOKaNbHbIX Y

rnobanbHbiX CeTel.

3.3 OnpegeneHue aKkTyanbHbIX yrpo3 6e30nacHOCTU NepcoHanbHbIX AaHHbIX

Mpouecc BbiAeNeHUs akTyanbHbIX yrpo3 u3 obujero nepeyHs yrpos BbINOMHAETCH B
cooTBeTCTBUK-C MeToaukoin onpeaeneHus aktyanbsHbix yrpos CTIK Poccuu.

AKTyanbHOW CcuYUTaeTca yrposa, Kotopas MoxeT ObiTb peanusoBaHa B
uHopMaLMOHHOM cucTeme U npeacTaenseT onacHocTb Ans MAH. [ins oUeHKU BO3MOXHOCTH
peanusauuu yrposbl NPUMEHSAIOTCA ABa NokKasaTens: ypoBeHb UCXOAHOMN 3aLUMLLIEHHOCTU U
yactota (BEpOSITHOCTb) peanusauum paccmaTpuBaemoit yrposbl. CTeneHb OonacHocTu
KaXxaoW yrpoabl OLIeHUBAETCA SKCMNEPTHLIM METOAOM.

3.3.1 Onpedenerue ypoeHs ucxodHoil 3amdu4§nnocmu nuchnga

Moa ypoBHEM WCXOAHOW 3aWULEHHOCTU WH(MOPMALMOHHOW CUCTEMbl NOHUMaeTcs
0606LEHHBIN NoKasaTenb, 3aBUCALLMIA OT TEXHUYECKUX U SKCMNyaTaUMOHHBIX XapakTepucTuk.
Ana onpegeneHus YpoBHA WCXOQHOW 3alUULBHHOCTM NPOMU3BOAUTCA OLEHKa aTUX
XapaKTepucTUK No Tpém KayecTBeHHbIM nokasartenam: «Bbicokuiny, «CpegHuity u « Huakuiin.

B coorBetcTBUMM ¢ MeToaukoi onpefeneHus akTyanbHbIX Yrpos, UHGOPMaLMOHHON
cUCTEME NPUCBaUBAETCA BLICOKUA YPOBEHb UCXOAHON 3aluLEHHOCTU, ecnu He meHee 70%
XapaKTepucTUK COOTBETCTBYIOT YPOBHIO «BbICOKMIA», a ocTanbHble — ypoBHIO «CpeaHuii».
«CpefHuity ypoBEeHb UCXOAHON 3aLUULLEHHOCTU NpucBanBaeTca MHGOPMaLMOHHON cucTteme B
cnyyae, ecnu He mMeHee 70% XapaKTepUCTUK COOTBETCTBYHOT YPOBHIO He HuKe «CpegHuity, a
ocTanbHble = «HU3KoMy» YpOBHIO.

Mpu cocraBneHUn nepedHs akTyanbHbIX yrpo3 GesonacHocTU UHpopMaLmMU Kaxaon
cTeneHy UCXOAHON 3awmLéHHocTH (Y1) cTaBuTca B COOTBETCTBUE YNCNOBOM KO3bduULMEHT, a
UMEHHO:

0 - ANs BbICOKOW CTeneHu UCXOAHOW 3aLULLEHHOCTM,

5 - AnA cpegHeil creneHn NCXoAHOM 3alUULLEHHOCTY;

10 - ANA HU3KOM CTENEHU UCXOAHON 3aLULLIEHHOCTM.

PesynbTaThl onpegeneHus nokasarenei UCXoaHon sawmwénHoctu ana UCNA4s OU oUT
npuseaeHsl B Tabnuue 7.

Tabnuua 7 - MNokasarenu ucxogHon sawmwéHHoctu UCMNOgs OU oUT
TexHuueckue u akcnnyaTauuoHHsle xapakrepuctuku UCTOH YpoBeHb 3aluEHHOCTU

Bbicokuii CpegHuii Huskuit

1. Mo TepputopuansHOMy pasmelleHuio: nokansHas WCIOH, + - -
pas3s&pHyTas B npeaenax o4HOro 3naHus
2. Mo HanUuuIo CoeauHEHUn ¢ ceTsMu obLLEero NoNb3oBaHus: - + -
UCMNOH, wmeowas OQHOTOMEYHbIN Bbixog B ceTh obLwero
Nonb30BaHUA

3. Mo BcTpoeHHbIM (neranbHbiM) onepauusaM ¢ 3anucamu 6a3 - - +
nepcoHanbHbIX AaHHbIX:

3anuchb, COPTUPOBKA, MoaudUKaLua, nepegava




TexHuyeckue u akcnnyaTauuoHHble xapakrepuctuku UCMNOH YpoBeHb 3aluLEHHOCTY

Buicokuin CpepHuit Huakuia
4. No pasrpaHu4eHmnio JocTyna K NepcoHanbHbIM AaHHbIM: - + -
MUCNOH, K KoTOpoiA MMEKOT [OCTYN onpeaenéHHblie nepevHem
COTPYAHWKM OpraHusauuu, sensaowelica snagensuem WUCMNOH,
nubo cybsexr MNAH
5. Mo Hanuuuio coeauHeHuit ¢ apyrumu Gaszamu uHbix UCTOH: - - +

uHTerpuposandHas UCMNOH (opraHusauus Mcnonb3yeT HeCcKONbKo
6aa MNOHUCMAOH, npu 3TOM oOpraHusauua He SABNAETCA
BnagenbLem Bcex ucnonbayembix 6as Max)

6. MNo ypoeHio o6eanuuueanus MOxH: - - +
WUCIH, B KoTOpOW NpegocTasnsemMble Nonb3osaTento AaHHble He
ABnATCA 06e3anuuyeHHbIMU (T.e. NPUCYTCTBYET WHOpMaLus,
nossonsiolas uaeHTUuLuposats cybvekra MaH)

7. Mo o6bémy MNOH, KoTOpbIE NPEAOCTABNATCA CTOPOHHUM + - -
nonb3osarenam UCIMNMH 6ea npeasapurensHoii o6paboTtku:
WUCNH, He npeaocTaBnsolan Hukakoin MHdopmauum

YpoBeHb «BbICOKUA» UMEIOT 29% XapakTepucTUK UH(OPMaLMOHHOW CUCTeMbl, YTO
MeHbLue 3HavyeHus 70%. YpoBeHb «He HuKe cpeaHuin» umeloT 57 % xapaKkTepucTuk CUCTEMBI,
YTO MeHblue 3Ha4eHus 70%. Takum oBpasom, ucxogHas sawmwéHHocts UCMNOH OUN OLT
onpeaenseTca Kak HA3kas U Yucnosom koadppuumneHT Y1 yctaHaBnuBaeTcs paBHbIM 4eCATU

(Y1 = 10).

3.3.2 BepossmHocmb peanusayuu y2po3 6e30nacHOCMU nepcoHanbHbIX aHHbLIX

Mo BEpPOATHOCTBLIO peanusauMu yrposbl NOHUMAETCHA onpefensemMbii 3KCNepTHbIM
nyTéM nokasaTenb, XapakTepuayloLui, HacKoNbKO BEpOSATHbIM SBMNAETCA peanusauus
koHkpeTHoi YBIH B cknagbiBatoLwuxcs ycnosusx o6cTaHoBKu.

Yucnoson koadpduumeHT (Y2) AnNA OUEHKU BEpPOATHOCTU BO3HUKHOBEHWUS Yrposbl
onpegensercs no YeTbipém BepbanbHbiM rpagauusM aToro nokasarens:

ManoBeposiTHO - OTCYTCTBYIOT OGbEeKTUBHbIE NPEeAnocbITKM ANA OCYLeCTBreHUs
yrpossi (Y2 = 0);

HW3KaA “BEPOATHOCTb - OOBLEKTMBHbIE NPeAnocbINKU ANA peanusauun  yrposb
CYLLECTBYIOT, HO NPUHATBLIE Mepbl CYLLECTBEHHO 3aTpyAHAIOT eé peanusaumio (Y2 = 2);

CpefHAs BEpPOATHOCTb - OOBLEKTUBHbIE NPEeanochbiNnku ANA peanusauuum yrposbl
CYLLECTBYIOT, HO NPUHsATLIE Mepbl o6ecneyeHns 6eaonacHoOCTU UHGOPMaLN HEAOCTaTOYHbI
(Y2 =5),

BLICOKAA BEPOATHOCTb - OOBLEKTUBHbIE NPeAnochbiNKKM AN peanusaumu  yrposbl
CYLLIECTBYIOT, U Mepbl No o6ecneyeHuio GesonacHocT uHgopmaumn He NpuHaATsl (Y2 = 10).

OueHKa BEepoATHOCTU peanusauum yrpo3 6es3onacHOCTU MepcoHanbHbIX AaHHbIX B

UCNAH OU ®UT npuseneHa HUXe.
3.3.2.1 Y2po3bl HecaHKyuoHuUpoesaHHo20 docmyna K uHgopmMayuu

Peanusauus yrpos HCI K uHdopmaumu MOXeT NpPUBOAUTL K chneaylowum Buaam

HapyLieHusi e& 6e3onacHoCTU:
HapyLLEeHUIO KOHUAEHLUManNLHOCTU (KoNupoBaHue, HenpaBoMepHoe pacnpocTpaHeHue);

HapyLLEHWIO LIENOCTHOCTYU (YHUHTOXEHWE, U3MEHeHue);
HapyLLEeHWIo JOCTYNHOCTM (BnokuposaHue).
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3.3.2.1.1 Y2po3bl yHuYmMoXeHus, XuweHus annapamHbix cpedcme
UHopMayuoHHOU cucmemMsl, Hocumenell uHgopmayuu nymém gpusuyeckozo docmyna
K anemernmam uHgopmayuoHHoOU cucmemsi

Kpaxa CBT

B YupewaeHuu BBeEH KOHTPOMb [JOCTYNa B KOHTPONMPYEMYIO 30HY, NOMELleHue C
anemeHTamu UCIMOH OUN OLIT o6opyaosaHo fgaTymMkamm OXpaHHoM curHanusauum, B Hepaboyee
BpeMsA ABEPU NOMELLEHUA 3aKpbIBAIOTCA Ha 3aMOK.

BepoATHOCTb peanusaumm yrposbl — ManoBeposTHO.

Kpaxa Hocutenei uHpopmaumu.

B YuypexgeHuu BBeAEH KOHTPONb HOCTyNa B KOHTPONUPYEMYIO 30HY, NoMelleHue c
anemeHTamu UCIMOH OUN ©LT o6opyaoBaHo aaTyMkamMu oxpaHHom curHanusauuu, B Hepabovee
Bpems ABepy NOMELLEHUs 3aKpbIBAKOTCA Ha 3aMOK.

BeposaTHocTb peanusauvu yrposbl — ManoBeposiTHO.

Kpaxa knioyeit u atpubyTos gocTyna.

B YupexaeHun BBeA&H KOHTpOMb AJOCTYNa B KOHTPONUPYEMYH 30HY, NOMELLeHue C
anemeHTamu UCINAH OU ®LIT o6opyaosaHo AaTyMKammn OXpaHHo curHanuaauuu, B Hepaboyee
BpeMs ABepu NOMELLEHUs 3aKpbIBalOTCH Ha 3aMOK.

BeposaTHOCTL peanusauuu yrposbl — ManoBeposTHO.

Kpaxu, MoaucdukaLmm, yHUNTOXEeHUS uHopmauuu.

B YupexgeHun BBeA&H KOHTpONb AOCTYyNa B KOHTPONMUPYEMYO 30HY, NoMeLleHue ¢
anemeHTamu UCIMQH OU LT oGopyaosaHo AaT4MKamMmu OXpaHHOM CUrHanusauum, B Hepabovee
BpeMs ABepu NoMeLLeHUs 3aKpbIBaloTCA Ha 3aMOK.

BepoAaTHOCTL peanusaumm yrposbl — ManoBeposTHO.

BbiBog 13 crpost CBT, kaHanos cBsaau.

B Yupexaewun BBeA&H KOHTPONb AOCTYNa B KOHTPONMUPYEMYHO 30HY, NOMELLeHue C
anemeHTamu UCIOH OU SLIT oGopyaosaHo aaTymMkamu OXpaHHOW curHanvaauum, B Hepabovee
BpeMs [Bepu NOMELLEHUs 3aKpbIBaKTCS Ha 3aMOK.

BeposTHOCTb peanusauvm yrpossl — ManoBeposTHO.

HecaHKUMOHUPOBaHHOE OTKNIOYEHUE BCTPOEHHBIX CPEACTB 3alUThl.

B YuypexaeHuu BBef&H KOHTPONb AOCTyNa B KOHTPONUPYEMYHO 30HY, NMoMelleHue C
anemeHtamm UCMOH OU LT obopyaoBaHo AaTyMkamy OXpaHHOW curHanusauuu, B
HepaGodyee Bpems ABepu NOMELLEHUs 3aKpbIBaKOTCA Ha 3aMoK. [locTyn K HacTpoitkam
BCTPOEHHbIX CPEACTB 3aluTbl MHGOPMaUUU NPefoCTaBNAETCA TOMbKO agMUHUCTpaTOpy
6esonacHocTy uHgopmauum UCTOH OU SLT.

BeposTHOCTb peanuaauum yrposbl — ManoBepoATHO.

3.3.2.1.2 Yrposbl XvLeHUs, HeCaHKUMOHUPOBaHHON MoauduKaumMm unu 6NokupoBaHus
MHpopMaUmMM 3a CYET HeCaHKUMOHUPOBAHHOrO AOCTYNa C NPUMEHEHWEeM nporpammHo-
annapaTtHbIX M MpPOrpaMMHbIX CPeAcTB (B TOM Yucne nporpaMMHO-MaTemMaTU4ecKux
BO3AENCTBUA)

[eicTeua BpeaoHOCHbIX Nporpamm (BUpYcoB)

B YupexaeHun Ha APM nonsaosateneit UCMNOH OU ®UT ceptuduumposarHsie PCTIK
Poccuu cpeacTsa aHTUBUPYCHOM 3aLLUTLI HEe YCTaHOBNEHbI.

BeposaTHOCTL peanusaumm yrposbl — BbICOKas.

HepeknapupoBaHHbie BO3MOXHOCTM CUCTEMHOro v npuknaaHoro Mo.

K ucnonb3oBanwio Ha APM nonbaosateneit UCMOH OU ®OUT ponyckaeTtca TONbKO
NUUEH3WOHHOe nporpamMmHoe ofecneveHue. [lonyyeHue OGHOBNEHWIA NpoOrpamMMHOro
obecneveHus OCyLLEeCTBNAEGTCA U3 A0BEPEHHbIX UCTOYHUKOB.

BeposATHOCTL peanuaauum yrposbl — HA3Kas.

YcraHoska MO, He CBA3AHHOro € UcnonHeHueM cnyxebHbIx 0653aHHOCTENR.

B cucteme He BBEAEHO pasrpaHuyeHue npaB nonb3oBaTenein Ha ycraHosky [10,
Nonb30BaTeNy He NPOUHCTPYKTUPOBaHbI 0 nonuTuke yctaHoeku MMO.
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BeposATHOCTb peanusauum yrposbl — CpeaHsas.

3.3.2.1.3 Yrposbi HenpegHamepeHHbIX AENCTBUIA nonb3oBaTeneit W HapyleHUi
BesonacHocTU (PYHKLUMOHMPOBaHUA MHGOpMaUMoHHol cuctembl ¥ C3U B eé cocTase u3-3a
c6oes B NporpaMMHOM obecneyeHuu, a Takke oT yrpos HeaHTponoreHHoro (c6oes annaparypsl
‘U3-3a HEHaf&XHOCTU 3MemMeHToB, c60eB 3NEeKTPONUTaHUA) U CTUXUIHOrO (yAapoB MOMHWIA,
NoXapoB, HABOAHEHWUIA U T.N.) XapakTepa

YTpara knioyein u atpubyTtos focryna.

B UCMNOH OUN ®LIT He BBEAEHO orpaHuYeHVe npas Nonb3oBaTenelt Ha CMeHy naponei,
nonb3oBaTenu He NPOUHCTPYKTUPOBaHbLI O NapPONbLHON NONUTUKE.

BepoATHOCTbL peanusauun yrposbl — BLICOKas.

HenpeaHamepeHHas Mogudmkaums (YHUYTOXeHUe) MHopMaLum CoTpyAHUKaMMU.

Bce nonb3oBaTenu npoxoaaT o6s3aTenbHblil MHCTPYKTaX 0 npasunax pabotsl 8 UCIMOH
OU ®UT (osHakomneHue ¢ npasunamu paboTbl pasnuyHbIX NPUNoXeHui, Heo6XxoaAuMbIX Ans
(PYHKUMOHUPOBAHUA CUCTEMBI).

BeposTHOCTL peanusauvm yrposbl — HA3Kas.

HenpeaHamepeHHoe OTKMIOYEHUE CPEACTB 3aLUMUThI.

B opraHusauuv BBe&H KOHTPONb AOCTYNa B KOHTPONUPYEMyIO 30HY, BCe Nonb3oBaTenu
NPoXoanAT o6s3aTenbHbIii UHCTPYKTaX 0 npasunax paotel 8 UCMNOH OU OLT.

BepoaTHOCTb peanusauun yrposbl — ManoBeposiTHO.

Co6oit cuctembl aneKTpocHabXeHus. ’

B UCNAOH OUN ®LT ko Bcem knoyesbiM anemeHTam UC noaknioveHbl UCTOMHUKM
6ecnepeboiiHoro nUTaHus.

BepoaTHOCTb peanusauum yrposbl — ManoBeposTHO.

CruxuitHoe 6epcrave.

Bce anemenTsl UCMNOH OUN OUT pacnonoxeHbl B NOMeLEHUM, OCHALLEHHOM NOXapHO
cUrHanusauven, nonb3osaTeny NPOUHCTPYKTUPOBaHLI O AENCTBUAX B CrydYae BO3HUKHOBEHUSA
HeLUTaTHbIX CUTYaLUui.

BeposTHOCTb peanusauum yrposbl — ManoBeposTHO.

3.3.2.1.4 Yrpo3sbl NnpefHaMepeHHbIX AeACTBUI BHYTPEHHUX HapyluuTenen

Hoctyn Kk uHgpopmauum, moaudukauus, yHUHTOXEHUE NULaMK, He AoNYLLEHHbIMU K eé
obpaboTke. - :

B opraHvsauuu BBef&H KOHTPONb AOCTYNa B KOHTPONMPYEMYKO 30HY, NOMelleHwe c
anemenTamu UCIMNAH OUN OLIT o6opyaosaHo AaTymMkaMu oxXpaHHon curHanusauum, B Hepabovee
BpeMs fBepy 3aKpbIBalOTCA Ha 3aMOK.

BeposATHOCTbL peanu3auum yrpo3abl — ManoBeposTHO.

PaarnaweHue nHdopmaumm, MoaudukaLvs, YHUNTOXEHUE COTPYAHMKAMU, A0NYLUEHHbIMUY
Kk e& obpabortke.

Monbsosatenu UCIMAH OUN OSLT oceegomneHsl o0 nopsiake paboTbl € 3awumuiaemoin
WHgOopMaLmen, a Takke nognucany cornalleHue 0 HepasrnaweHun.

BepoaTHOCTb peanusauum yrposbl — HU3Kas.

3.3.2.1.5 Yrpo3bl HecaHKUUOHUPOBAHHOro A0CTyna No kaHanam ceAasu

Yrposa «AHanus ceTesoro Tpadgukar.

Yrposa noapasfensieTcs Ha cneayowme suabl:

MepexsaT 3a npegenamu KOHTPONUPYEMOMN 30HbI.

B UCMNOH OUN OUT cepTuduuMpOoBaHHbIE CPEAcTBa MEXCETEBOro IKpaHUpOBaHUA U
KpunTorpaguyeckomn saluTbl He yCTaHOBNEHbI.

BeposaTHOCTb peanusauuu yrposbl — BbICOKas.

MepexsaT B npegenax KOHTPONUPYEMOW 30HbI BHELUHUMU HapyLUMTENsMU.
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B opraHusauuu BBeA&H KOHTPOMb AOCTYNa B KOHTPONUPYEMYK 30HY, MOMeLieHue C
anemeHTamu UCIMAH OUN OLIT o6opyaosaHo gaTunkamum oXpaHHoOM curHanusauum, B Hepabovee
BpeMs ABEpu 3aKpbIBAKOTCA Ha 3aMOK.

BeposTHOCTb peanusauum yrposbl — ManoBeposiTHO.

MepexsaT B Npegenax KOHTPONUPYEMON 30HbI BHYTPEHHUMU HapYLLUUTENAMMN,

B opraHusauuu BBeAE&H KOHTPONb AOCTYNa B KOHTPONUPYEMYHK) 30HY, MOMELLeHue C
anemeHTamu UCINOH OUN ©LIT o6opyaosaHo AaTymMKamu OXpaHHOM curHanusaumm, B Hepabouee
Bpems [Bepu 3aKpbIBalOTCS Ha 3aMOK.

BeposTHOCTb peanusauum yrposbl — ManoBeposiTHO.

Yrposbl CKaHUMpOBaHWsA, HanpasneHHble Ha BbISBNEHWEe TUNa OonepauvoHHOW CUCTEeMb!
APM, OTKpbITbIX NOPTOB U CNYX6, OTKPLITLIX COAUHEHUI U Ap.

B UCNOH OUN ®UT ceptucdpuumposanHble ®CTIK Poccuu cpepcrsa MexceTesoro
3KpaHMpOBaHWUA U 0BHapYXeHUA BTOPXKEHUIA He YCTaHOBMEHbI.

BeposTHOCTb peanusauum yrposbl — BbICOKas.

Yrpo3sa BbISiBNEHUsA naponeun.

B UCMNOH OUN oUT ceptuduumpoanHbie PCTIK Poccum cpepcrsa MexceTeBoro
3KpaHUpoBaHUA, 0GHapYXeHUA BTOPXEHUA U aHTUBUPYCHOW 3aLUUTLI HE YCTaHOBMNEHD!.

BeposiTHOCTb peanusauum yrposbl — BbICOKas.

Yrpoabl nonyyesua HC nyTém noameHs! foBepeHHoro obbexra.

B UCnas ON oUT cepmqmuupoaaHHble ®CT3K Poccum cpepctsa MeXceTesoro
aKpaHUpoBaHuA U o6HapyXXeHUs BTOPXKEeHUI He ycraHoaneHbl

BeposTHOCTb peanusauum yrposbl — BbICOKas.

Yrpoabl Tna «OTKas B 06CnyXuMBaHUY.

B UCMNOH OU OUT ceptudpuuuposanHble PCTIK Poccum cpeacrsa MexXceTeBoro
3KpaHUPOBAHUSA He YCTaHOBNEHbI.

BeposATHOCTb peanuaauun yrposbl — BbICOKas.

Yrposbl yaan&HHoro 3anycka npunoXxeHui.

B UCNAOs OUN oUT ceprucduumposaHHble ®CTIK Poccum cpeactsa MexXceTeBoro
3KpaHUpOBaHUA U OGHaPYXXEHUS BTOPXEHWIA He YCTaHOBMNEHbI.

BeposTHOCTb peanu3auuu yrposbl — BbICOKas.

Yrpo3abl BHeApPeHUs No CeT BpeAOHOCHbIX Nporpamm.

B UCnasn OUN oUT ceptudumumposanHbie SCTIK Poccum cpepcrsa MeXceTeBoro
3KpaHMPOBAHUA U AHTUBUPYCHOW 3aLUUTLI HE YCTaHOBNEHbI.

BeposTHOCTL peanusauum yrposbl — BLICOKaS.

3.3.2.2 Peanusyemocms y2po3 6e3onacHocmu nepcoHanbHbIX OaHHbIX

Mo utoram oueHKM ypoBHA sawiuwéHHocT (Y1) U BEPOATHOCTM peanusauun yrposbl
(Y2), paccuyutbiBaeTcs koadpduumeHT peanuayemoct yrposbl (Y) W onpegensercs
BO3MOXHOCTb peanusauum yrpoabl. KoaddpuuueHT peanusyemoctu yrpossl Y Oyager
onpepenaTbca cooTHoweHuem Y = (Y1 + Y2)/20.

OueHka peanuayeMocTu yrpos npeacrasneHa s Tabnuue 8.

Tabnuua 8 - PeanuayeMocTb yrpo3 6e30nacHoCTM NepcoHanbHbiX AaHHbIX

Koadbdpumument
Tun yrpos 6esonacHocTu uHgopmaumm peanusyeMocTu yrposbi

BoamoxHocTb
peanuaauuu

Yrpo3bl HeCaHKUUOHUPOBaHHOro Joctyna K uHgopmauum

Yrposabl YHUMTOXEHUSA, XULLIEHUA annapaTHbIX CPeACTB MHOPMaLMOHHON cucTemMbl NyTEM hU3NYECKOro
AOCTYNa K anemeHTaMm UHOPMaLMOHHOA CUCTEMBI

Kpaxa NoBM 0,5 cpenHnan
Kpaxa HocuTeneit uHdopmaumm 0,5 cpeaHan
Kpaxa kniovyeit u atpubyros goctyna 0,5 ) cpeaHnas
Kpaxu, Mogudukauum, yHuuToxeHue uidpopmauum 0,56 cpeaHas
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' Koadpcpuument

BoamoxHocTb
Tun yrpo3 6esonacHocTu uHgopmauun peanuayemocTy yrposbl peanusauy
Beisog u3 ctpost CBT, kaHanos cBssu 0,5 cpeaHas
HecaHkunoHupoBaHHoOe OTKNIOYeHne CpeacTs 0,5 cpeaHnan

3aWUTSI

Yrpoabl XUleHusa, HecaHKUUOHUPoBaHHoK MoauduKaummn unu GnokupoBanus uHpopMmaLuu 3a cYéT
HecaHKuuoHupoBaHHoro pocryna (HCJ) ¢ npymeHeHueM nporpaMMHo-annapaTHbIX U NporpamMmmHbIX
cpeacTs (B8 TOM YUcne NporpaMMHO-MaTeMaTUNeckux Bo3aencTamnii)

[eiicTBus BpeAOHOCHBIX NporpamMmM (BUpycos)

1

OYeHb BbICOKan

HenexnapuposaHHble BO3MOXHOCTU CUCTEMHOTO U 0,6 cpeaHan
npuknagHoro MO

YcraHoeka O, He CBR3aHHOro C UCNONHEeHUEM 0,75 BbICOKasn
cnyxebHbix 06s3aHHoCcTein

Yrpossl He npeaHaMepeHHbIX AeHCTBUIA Nonb3oBaTenei u HapyweHuit 6e30nacHoCTU (OYHKLIMOHUPOBAHUA

vHpopmauunoHHoi cuctemsl U C3U B eé cocrase us-3a cGoes B

nporpammHom obecneveHuu, a Taike oT yrpo3 HeaHTponoreHHoro (c6oes annapaTypb! us-3a
HEeHaA&XHOCTU 3nemMeHToB, c60eB 3NeKTPONUTaHUsA) U CTUXUAHOIO (YAapoB MOMHUIA, NOXapos,
HaBOAHEHWIA U T.N.) XapakTepa

Yrpara kntoveil u atpubyTos goctyna

1

O4eHb BbICOKan

HenpeaHamepeHHas moaudukauma 06 cpeaHan
(yHuuTOXEHUE) MH(DOPMaLUKU COTPYAHUKaMU

HenpegHamepeHHoe OTK/IOYeHUe CPpeacTs 3aLuThbl 0,5 cpeaHsa
C6oit cucrembl anekTpocHabxeHua 0,5 CpeaHas
CruxvitHoe 6eacreve 0,6 cpeaHan

Yrpoabl npeAHaMepeHHbIX AeACTBUA BHYTPEHHUX HapyluuTenen

LocTtyn K uHdpopmauum, moaudukaLus, 0,5 cpeaHnas
YHUUTOXEHUE NuLiamu, He A0NYLIeHHbIX K edé

obpaborke

PasrnaweHue nHdopmauuu, moaupukayus, 0,6 cpeaHnas

YHUMTOXEHMWEe COTPYAHUKAMU, AONYLLEHHBIMU K eé
obpabotke

Yrpo3abl HeCaHKUMOHUPOBAHHOro AOCTYNa NO KaHanam CBA3W.

Yrposa «AHanus cetesoro Tpacuka» ¢ nepexsarom nepegasaemoit U3 UHPOPMaLMOHHON CUCTEMBI U

NpUHUMaEMON U3 BHELLUHUX ceTel uHdopmauuu:

Mepexsat 3a nepeAenamu KOHTPONUPYEMOA 30HbI 1 OueHb BbICOKan
MepexsaT B npegenax KOHTPONUPYEMOIA 30HbI 0,5 cpeaHnan
BHELWHUMUN HapyLUUTENsMU

MepexsaT B npefenax KOHTPONUPYEMOR 30HbI 0,5 cpeaHnas
BHYTPEHHUMU HapYLUUTENAMU

Yrposbl cKaHUpoBaHUA, HanpaeneHHsle Ha 1 O4YeHb BbICOKan

BbifBNEHWe TUNa onepavLyuoHHoi cuctemsl APM,
OTKPLITBIX NOPTOB U CNYXB, OTKPLITHIX COeAUHEHWIA

wnap.

Yrpo3b! BbifBNEHUs naponeit

OYeHb BbICOKanA

Yrposa nonyyenus HCI nyTém noamenb!
fAoBepeHHoro obbexra

O4eHb BbICOKan

Yrpossl Tuna «OTkas B o6cnyxusaHuu»

OYeHb BbICOKanA

Yrposbl yaanéHHoro sanycka npunoxeHui

OueHb BbiCOKan

Yrposbl BHeAPEHWA N0 CeTU BPeAOHOCHbIX
nporpamm

OYeHb BbICOKas
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3.3.2.3 OnpedenexHue onacHocmu U akmyansHocmu y2po3 6e3zonacHocmu
uHgpopmayuu

Mpu oueHke ONacHOCTU Ha OCHOBE onpoca 3KcnepToB (cneuwanucTos B obnactu
sawuThl UHopmauuu) onpepensnca BepOanbHbIl NOKasaTenb ONACHOCTU ANs yana
UHOPMALMOHHOK CUCTEMBI. 3TOT NoKasaTens UMEEeT TPU 3HAYEHUS:

HU3Kas ONacHOCTb — ECNU peanusauus yrposbl MOXET NPUBECTU K He3HauyuTerbHbIM
HeraTUBHbLIM NOCNEACTBUAM AN CyOBLEKTOB NepCcoHanbHbIX AaHHbIX;

CpPefiHAsA ONacHOCTb - ECNU peanusauus yrposbl MOXeT NPUBECTU K HeraTUBHbIM
nocneacTeuaM Ansa cybLekToB NepcoHanbHbIX AaHHbIX;

BbICOKasi OMAacHOCTb - €CNU peanusauus yrposbl MOXET NPUBECTU K 3HAYUTENbHbIM
HeraTMBHbLIM NOCNEACTBUAM ANA CYGBLEKTOB NepcoHanbHbIX AaHHbIX.

3arem ocylecTeBnseTcs BbIGOP U3 nepeyHn yrpo3 6€30nacHOCTU TeX, KOTOpbIe OTHOCATCSA
K aKTyanbHbiM ANA [AaHHON WHGPOPMAaLMOHHON CUCTEMbl, B COOTBETCTBUMM C Npasunamu,
npeacrasneHHbIMU B Tabnuue 9.

Tabnuua 9 — Npasuna oTHeceHus yrpoabl 6€30MacHOCTU K aKTyanbHou

[BosmoxHocTs peanmaunnl MokazaTens onacHoCTU yrpo3abl
yrpoasl’
Huskasn CpeaHsas Bbicokas
Huakan HeakTyanbHas HeakTyansHas KTyanbHas
CpeaHas HeakTyanbHas KTyanbHas Ialcryam,nan
Bbicokas [aKkTyansHas Enm/am.uaa ]ax‘ryam.uau
OvyeHb BbICOKan lax'ryanbnu Flrryanbuau ]ax‘ryam:uaﬂ

PeaynbTaTh! OLEeHKK akTyansHocTy yrpo3s ansa UCIMNAH OU ®UT npuseaeHs B Tabnuue 10.
Tabnuua 10 - AxTyanbHble yrpo3bl 6e30nacHOCTU nNepcoHanbHbIX AaHHBIX NpU UX

o6pabotke B UCINOH OU OLIT
Tun yrpos

BoamoxHoCTh Mokasatens AKTyanbHOCTb
peanuaauuu yrpoabi ONacHOCTU Yrpo3bl

. Yrpo3bl HecaHKLUUOHUPOBAHHOro A0CTYNA K MHOpMaLu

Yrpoabl YHUNTOXEHUS, XULLEHUs annapaTHbiX CPeACTB UHOPMAaLIMOHHOM CUCTEMBI NyTeM (PU3U4ECKOro
[0CTYNa K 3neMeHTam UH(OPMaLIMOHHON CUCTEMBI

Kpaxa CBT cpeaHan HU3Kas HeakTyanbHas
Kpaxa HocuTenei uicgpopmanum cpeaHas HU3Kas HeakTyansHas
Kpaxa knoveit u atpubyTos gocryna cpeaHas HU3Kas HeakTyansHas
Kpaxu, MmoguduKkauum, yHUNTOXEHUA cpegHan HU3Kas HeakTyanbHas
WHopmaLum

Buieoa 13 ctpost CBT, kaHanos ceasu cpeaHns HU3Kas HeakTyanbHas
HecaHKUMOHUPOBaHHOE OTKNIOYeHne cpeaHss HU3Kas HeakTyanbHas
CpefcTB 3aWuThbl

Yrpo3bl XuLLeHus, HecaHKUMOHUpOBaHHOK MoaudukaLmm unu BnokmposaHua uHgopmauum 3a cHér
HecaHKUMoHuposaHHoro goctyna (HC) ¢ npuMeHeHnem nporpamMHo-annapaTHbIX U NporpammHbIX
cpeacTs (B TOM YUCne NporpaMmHo-MaTemMaTuyeckux Bo3aeincrauii)

[leficTBUA BpeAOHOCHBIX NPOrpamMm OYeHb BbiCOKas cpeaHan aKTyansHas
(supycoB)
HepeknapupoBaHHble BO3MOXHOCTH cpegHas HU3Kan HeakTyanbHas
CUCTEMHOro 1 npuknagxoro MO '

Ycranoeka IO, He cBsizaHHoro ¢ BbiCOKan cpegHas akTyansHas
UCnonHeHueM cnyxebHsix
obnzaHHOCTEN
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Tun yrpos

BoamoxHocTs
peanuaauuu yrpoas!

MNoxazartens
OMacHOCTU Yrpo3bl

AKTyanbHocTb

Yrpo3sl He NpeAHaMepeHHbIX AeiicTBuiA nonb3aosaTeneit U HapylueHui 6e30NacHOCTU hYHKUMOHUPOBAHUA
uHbopmauuoHHo cucTemsl u C3U B eé cocrase u3-3a c6oeB B NporpaMmHOM o6ecneyennu, a Takke oT
Yrpo3 HeaHTponoreHHoro (c6oes annaparypsl U3-3a HEHaAEKHOCTU ANEMEHTOB, C60EB ANEKTPONUTAHUA) U
CTUXWIAHOrO (YAapOoB MOMHWIA, NOXapoB, HABOAHEHWUI U T.N.) Xapakrepa

MoaAuUKaLMA, YHUNTOXEHUE
COTPYAHUKAMM, AONYLIEHHBIMU K e

obpaboTtke >

YTpara knioueit u atpubytos gocryna OYeHb BbiCOKas cpenHns aKTyanbHas
HenpeaHamepeHHas moauduKkauus cpeaHas cpepHas aKTyansHas
(yHUYTOXEHUE) MHOPMaLMN

COTPYAHUKaMU

HenpepHamepeHHoe oTKNIOUeHUe cpeaHsa cpeaHnn aKTyanbHas
CPeACTB 3almThl

C6oit cucTembl anekTpocHabKeHus cpeaHns HU3Kan HeakTyansHas
CruxuitHoe Beacreue cpeaHsas HU3Kan HeakTyanbHas
Yrpo3bl npeaHamepeHHbIX AeACTBUIA BHYTPEHHUX HapywuuTenei

Hoctyn k uscopmauumn, mogudukauyms, cpeaHss cpeaHan aKkTyanbHas
YHUYTOXEHUEe NuLamMu, He -

AonyuweHHbIMU K e& o6paboTke

PaarnaweHue uHgpopmaumm, cpeaHnas cpeaHnas aKTyanbHas

Yrpo3bl HeCaHKUMOHUPOBAHHONO AOCTYNa NO KaHanam CBA3U

ceTeil nHopmaunu:

Yrpo3sa «AHanu3 ceTeBoro Tpacuka» ¢ nepexsaTtom nepesasaemoit us C v npuHuMaemMoii U3 BHeLUHUX

Yrpo3bl BHeAPeHUs no ceTu

BPeAOHOCHBIX MPOrpamMm

Mepexeat 3a nepeaenamu O4eHb BbicOKas cpeaHan akryanbHas
KOHTPONUPYEMOIA 30HbI
MNepexsat B npepenax cpenHas . HU3Kas HeakTyanbHas
KOHTPONUPYEMOiA 30HbI BHELUHUMU
HapylwuTenaMu
Mepexsart B npepenax cpepHss HU3Kasn HeakTyanbHasa
KOHTPONUPYEMOiA 30HbI BHYTPEHHUMM
HapyLwuTensMu
Yrpo3bl CKaHUPOBaHWA, HanpasneHHble OY4€Hb BbICOKas cpeaHnan akryansHas
Ha BblABNEHWe TUNa onepaLyoHHO
cuctembl APM, OTKpLITBIX NOPTOB U
cnyx6, OTKPbITbIX COeAUHEHWN 1 Ap.
Yrpoabl BbIfsBNEHUA naponeii OYeHb BbiCOKas cpeaHnn aKryanbHas
Yrposa nonyyenus HC[l nyTém OY€eHb BbICOKas cpeaHan akTyansHas
noAMeHb! AoBepeHHOro obbLekTa
Yrpoabl Tvna «OTka3a B obcnyxusaHumny OM4€eHb BbICOKaRA HU3Kan aKTyanbHas
Yrpoabl yaan&HHOro sanycka OYEeHb BbICOKas cpeaHss aKTyanbHas
NpUNOXeHUA

O4eHb BbiCOKast cpeaHan aKryansHas

Takum obpasom, B pesynbtaTe aHanusa Obinu BbiSBNEeHbl chneayowune akryanbHble

yrposbi:

[eyicTBUA BpeAOHOCHbIX NPorpamMm (BUpYcoB),
ycraHoska O, He CBA3aHHOIO ¢ UCTONHeHUeM cryxebHbIX 06a3aHHOCTe;

yTpara knoveit u atpubyTos focTyna;
HenpegHamepeHHas MoauduKkauma (YHUIToXeH1e) MHopMaLmn COTpyAHUKaMK,

41




HenpegHamepeHHoe OTKMIYeHWe CPeacTs 3aluThI;

L[OCTYN K UHpopMaLmn, MOAUDUKALINA, YHUYTOXEHUE NULIaMK, He AOMNYLUeHHbIMU K eé
obpaboTke;

pasarnaweHue uHdopmauum, moauduKkaums, YyHUMTOXEHUE COTPYAHUKAMMU, AoNYLLIEHHbBIMU
k e& o6paboTke;

nepexsar 3a nepeaenamu KOHTPONUPYEMOWA 30HbI;

yrpo3bl CKaHUPOBaHUSA, HanpaBneHHble Ha BbIABNEHWe Tuna OnepaLMoHHON CUCTeMbI
anemeHToB UCT[H, OTKPLITLIX NOPTOB M CNYX0, OTKPLITLIX COEAUHEHUIA U Ap.;

yrpo3bl BbISBNEHUs naponei;

yrposa nonyyeHus HC[1 nytém nogmeHs! aosepeHHoro obbexra,;

yrposbl Tuna «OTka3 B obcnyxuBaHumny;

yrposbl yaan&HHOoro 3anycka npunoXeHuii;

yrpo3bl BHeAPEeHUs N0 CETU BPeAOHOCHbIX NporpaMm.
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4 ONPEQENEHUE YPOBHA SALWMLLEHHOCTU NEPCOHATbHbIX AAHHbIX NMPU UX
OBPABOTKE B UCINAH

Ha ocHOBaHWM pesynbTaToB aHanusa WUCXOAHBbIX AaHHbIX U B cooTBeTcTBMM C N. 5
«TpeboBaHuit K 3awuTe nepcoHanbHbIX AaHHbIX NpU ux obpaboTke B MHEMOPMALMOHHBLIX
cuctemax nepcoHaneHbiXx AadHbix» WCMNOH OU ®UT oTHocutess K MHGPOPMaALMOHHBIM
cucremam, obpabaTbiBalolMM UHbIE KaTeropum nepcoHanbHbiX AaHHbIX MeHee yYem 100000
cybvekros [H, He ABNAIOWMXCA COTPYAHUKAMU oneparTopa.

MpoBeaeHHbId aHanua akTyanbHOCTU Yrpo3 No3BONSET cAaenaTh BbiBOA O TOM, YTO AnNs
UCNas OU OLT, aktyanbHbl yrposbl 6esonacHocty [[H, He CBfi3aHHble C Hanuyuem
HEAOKYMEHTUPOBaHHbLIX (HeaeKknapupoBaHHbIX) BOSMOXHOCTE B CUCTEMHOM U MNPUKNagHOM
nporpaMmMHoM o6ecneyeHuu, ucnonbayemom B uHopmaLmMoHHomn cucteme, T.e. ans UCIMOx OU
®LT akTyanbHbl yrposbl 3-ro Tuna.

Takum o6pa3om, Ha OCHOBaHUM pe3ynbTaToB aHanusa ucxoaHbIX AaHHbix 06 UCTTAH OU
®LT, Ha ocHoBe aHanuaa yrpos 6esonacHocTy MAH, u B cooTBeTCTBUM € Nn.N. 8-12 « TpebosaHuii
K 3aluTe nepcoHanbHbiX AaHHbIX Npu ux o6paboTke B MHMOPMALMOHHBLIX CcUCTeMax
nepcoHanbHbix  AaHHbix» B WUCMNOH OU  oUT, Heobxogumo  obecneuutb

4-1 ypoBeHb 3awmiieHHocTy MNOH.
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5§ COCTAB U COOEPXAHUE MEP MO OBECMNEYEHUIO BE3OMNACHOCTU
NEPCOHAJIBbHbIX JAHHbIX

5.1 BasoBbIit Habop Mep nNo obecneyeHuo 6e30NaCHOCTU NEPCOHaNbLHbLIX AaHHbIX

B cooteerctBuu c lpukasom ®CT3K Poccum Ne 21 ot 18 cespansa 2013r. «O6
yreepxaeHun Coctasa U COAEPXaHUA OpraHu3aLMOHHBIX M TEeXHUYECKUX Mep no
obecnevyeHuto 6esonacHOCTU  MNepCcoHanbHbIX AaHHbIX® NpUu  ux obpaGotke B
MHOPMALIMOHHBIX CUCTEMaX MEepcoHanbHbIX AaHHbIX» ANA YCTAHOBNEHHOro 4-ro YpOBHSA
3alMLLEHHOCTU NepcoHanbHbIX AaHHbIX Heobxoaumo obecnevenve cnegyioulero 6as3osoro
Habopa mep no obecneyeHuto 6e30NacHOCTU NEPCOHaNbHbLIX AaHHbIX, NPUBEAEHHOrO B
Tabnuue 11. ‘

Tabnuua 11 - Basosbiit Habop Mep no o6ecneveHnio 6e3onacHOCTU NepCoHanbHbIX
AaHHbIX ANs o6ecneYyeHnn YeTBEepTOro YpoBHS 3aLULLEHHOCTU

YcnosHoe CopnepxaHnue mep no obecneveHuno 6e3onacHOCT NEPCOHANbHLIX AaHHBIX
oBo3raveHune u
HOMep Mepbl

I. Uaentudpmkaums u ayreHTudukauma cyGbexrTos goctyna k obsekram goctyna (MAD)

NAD.1 UaeHTucbukauma n ayteHTudUKauma nonbsosarenei, ABNAOWUXCs paboTHUKamMu onepaTopa

NA®.3 YnpasneHue uaeHTMUKaTOPaMi, B TOM YIUCNe CO3AaHUE, NPUCBOEHUE, YHUNTOXEHMUE
|MaeHTUbUKaTopOB '

NAD.4 YnpasneHue cpefcTeamu ayTeHTudukauum, B TOM YUCNe XpaHeHue, Bbiaava, uHuumManusauus,

6noKMpoBaHUe CPEACTB ayTeHTUUKALMU U NPUHSATUE Mep BCnyJae yTpathbl U (Unu)
KOMNpOMEeTaLun CPeACTB ayTeHTUdMKaumum

NA®.5 3awura obpaTHoli CBA3N NpU BBOAE ayTeHTUdUKaLMOHHOR HdopMmaLmu

NAD.6 UpeHTudukauua n ayteHtudukaums nonb3oeareneil, He ABNAIOWUXCA paboTHUKaMu
oneparopa (BHeWHUX nonbaosarenei)

Il. YnpasneHue fgoctynom cybbekros aoctyna k o6bekram goctyna (YMH)

yna.1 YnpaeneHue (3aseaeHue, akTusauus, 6NOKUPOBAHUE U YHUNTOXKEHUE) YUETHBIMU 3aMUCAMU
" |nonb3oBaTteneil, B TOM Yucne BHELWHWUX Nonbaosarenei -

ynma.2 Peanusauua HeoBxoauMbIX METOAOB (AUCKPELIMOHHBIH, MaHAaTHLIA, ponesoil UNu UHo
|mMeToa), TUNOB (YTeHue, 3anuch, BLINONHEHUE UMK UHOI TUN) U NPaBUN pasrpaHuYeHua aocTyna

yna.3 Ynpaenenue (hunsTpauus, MaplupyTusauus, KOHTPONb CoeauHeHUn, ogHOHanpaeneHHan
nepenava v uHble cnocobbl ynpasnexns) MHPOPMaLUOHHBIMU NOTOKaMK MeXAY
WH(OPMALIMOHHBIMU CUCTEMaMMU

|yno.4 PasaeneHue nonHomMouuii (poneii) nons3osareneit, agMUHUCTPaTOPOB U UL,

oBecneuusaomx pyHKUUOHUpoBaHUe MHPOPMALIMOHHOR CUCTEMbI

yna.5 HasHaueHue MUHUMansHO HeoBxoAUMBIX NPaB U NPUBUNErviA NONb3OBaTENAM,
aAMUHUCTpaTopam 1 nuuam, obecneynsalowum yHKUMOHUpoOBaHUe MHPOPMAaLIMOHHOM
cUCTEMBI

yna.e OrpaHuyeHue HeycnewHbIX NoNbITOK BXxoja B UHGOpMaLIMOHHYIO CUCTEMY (AocTyna K
WHOPMaLMOHHOI cucTeme)

yng.13 Peanuaauus sawmuleHHoro yaanexHoro agoctyna cybsexros gocryna k o6sekram gocryna
yepea BHelHWe HPOpMaLNOHHO-TENEKOMMYHUKALMOHHbIE CETU

yna.14 PernameHTaums 1 KOHTPONb UCNONb3OBaHWUA B UHPOPMALIMOHHON CUCTEME TEXHOMOTUiA
|6ecnpoaonnoro pocrtyna |
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YcnosHoe CopepxaHue mep no obecneyenuio 6830NacHOCTV NEPCOHANbHbLIX AaHHbIX
obosHaveHue u

HOMep Mepbl

yna.1s PernameHTauus U KOHTPONb UCNONb30BaHUA B MHDOPMALIMOHHOM cucTeMe MOBUNBHBIX
TeXHUYECKUX CPeacTs -

yna.16 YnpasneHue BaaumopgeicTanem ¢ UHGOPMALIMOHHBIMU CUCTEMaMU CTOPOHHUX OpraHu3aLuit

(BHeLLHUE WH(OPMAaLIMOHHBIE CUCTEMBI)

V. Peructpauus cobbituit 6esonacHoctu (PCBE)

PCB.1 Onpepnenexne cobbiTuit 6esonacHocTi, NOANEXAWUX PErucTpaLmm, U CPOKOB UX XpaHeHUs

PCB.2 Onpepenexue coctasa U coaepxaHus uHpopmauum o cobbiTusax BesonacHoCcTH, noanexalmx
perucrpauun

PCBE.3 C6op, 3anuck U XxpaHeHue UHgopmaLmm o cobbiTuax 6@30NacHOCTU B TeYEHUe

YCTaHOBINEHHOro BpeMeHn XpaHeHus

PCB. 7 3awura uHdopmauum o cobbiTusx GesonacHocTu

VI. AHTuBUpycHas sawura (AB3)

AB3.1 Peanusauvsa aHTUBUPYCHOM 3aLUUTHI

AB3.2 OB6HoeneHue 6aabl faHHbIX NPUSHAKOB spénonocuux KOMNBIOTEPHBIX Nporpamm (BUpYcos)

VIIl. KoHTponb (aHanus) saluueHHOCTU NepcoHanbHbiX AaHHbiX (AH3)

AH3.2 KoHTponb ycTtaHoBku 06HOBNEHWIA NporpaMmHoro obecneyeHus, Bknioyas o6HoBNeHue
|nporpammHoro obecneyeHns CpeACTB 3aluTsl HopmaLmu

Xl. 3awura cpeasl BupTyanusauuu (3CB)

3CB.1 UpenTudukauua u ayreHTudukaumus cybbektos AocTyna v o6bexToBs AocTyna B BUPTYanbHOM
[MHpacTpyKType, B TOM YUCne aAMUHUCTPaTOPOB ynpaBneHus cpeacTBamMu BUpTyanusauum

3CB.2 YnpasneHue goctynoMm cy6bexToB goctyna k obsekram gocrtyna B uvlp'rya.nbnon
|MHdbpacTpyKType, B TOM YuCNe BHYTPU BUPTYanbHbIX MaLLMH

XIl. 3awura TexHuueckux cpeacts (3TC)

3TC.3 KoHTponb 1 ynpaeneHue puauyeckum JoCTynoM K TeXHUHECKUM CpeacTeam, cpeacTeam
3aluThl uHpopmauuu, cpeacTeam obecneveHus yHKLUMOHUPOBAHWUA, a8 TaKKe B NOMELLEHUA 1
COOPYXEHUA, B KOTOPbIX OHWU YCTaHOBNEHbI, UCKNIOYAIOLLUE HECAHKLMOHUPOBAHHbIA
cuanyeckuin JoCTyn K cpeacTeam o6paboTku uHopmauum, cpeacTeam 3awmTsl tHgopMauvm
v cpeacTeam obecneyveHus hyHKUMOHUPOBaHUA UHGOPMaALMOHHOI CUCTEMBI, B NOMELYEHUS U
COOPYXEHUA, B KOTOPbIX OHU YCTaHOBMNEHBI

3TC.4 PasmelyeHue ycTpoiicTs BbiBoaa (oToGpaxeruns) uHpopMaLumm, uckovaiollee ee
HeCaHKUUOHUPOBaHHbLIA NPOCMOTP

XIll. 3awura uHpopMaLMOHHOI CUCTEMBI, €8 CPeACTB, CUCTEeM CBA3N U nepeaayn aaHHbix (3UC)

3UC.3 O6ecneveHue 3aWuTLl NePCOHanbHbIX AaHHbLIX OT PacKpbITUA, MOAUMDUKaLIUN U HaBA3bIBAHUA
(sBoAa noxHowi uHdopmauuu) npu ee nepeaade (NOArOTOBKE K Nepeaaye) No KaHanam cBA3M,
MUMEIOLMM BbIXOA 3a Npeaerl KOHTPONUPYEMOii 30HbI, B TOM Yucne 6ecnpoBoaHbLIM KaHanam
cBA3N

5.2 Apantauyusa 6Gasosoro HaGopa mep no obecnevyeHuro GesonacHOCTH
nepcoHanbHbIX AaHHbIX
C y4eToM CTPYKTYpHO-(PYHKLIMOHANbHBIX XapakTepucTuk MHGPOPMAaLMOHHON CUCTEMBI,

MHDOPMaLUMOHHBIX TexHonoru, ocobeHHOCTen (YHKUMOHMPOBaHUS WUHMOPMaLUOHHON
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cucTembl (B TOM Yucne ucknoyeHue us 6asosoro Habopa mep, HenocpeACTBEHHO CBA3AHHbIX C
UHGOPMaALIMOHHBIMU TEXHOMOMMAMU, HE UCNOMNb3yemMbiMU B MHGPOPMALIMOHHOW cucTeme, Unu
CTPYKTYPHO-(PYHKUMOHANbHLIMU XapakTepucTukamu, He CBOWCTBEHHbIMU MH(OPMaLMOHHOM
cUCTeMe), a Tak Xe akTyanbHbiX yrpo3 6esonacHoOCTU nepcoHanbHbiX AganHbix ans UCMOH OU
®LT Heobxoaumo npuHATUE apanTuposaHHoro Habopa mep no obecneuvenuio GesonacHocTU
nepcoHanbHbIX AaHHbIX, NpUBeAeHHOro B Tabnuue 12.

Tabnuua 12 - ApganTupoBaHHblii Habop mMep no obecneyeHuro GesonacHocTU
nepcoHanbHbIX AaHHbIX
YcnoeHoe Cerpx(aHMe Mep no oBecneyeHuio 6eaonacHocTU NepcoHanbHbIX AaHHbIX

oBosHaueHue u
HOMEp Mepbl

I. UneHTudukauua u ayreHtugpukaums cybbextos aoctyna k o6bekram gocryna (MA®)

NAD.1 UpeHTucukauums u ayreHTUbUKaLUa nonbaosareneil, ABnsiowuxca paboTHUKaMu oneparopa

NAD.3 Ynpasnexue uaeHtucukatopamy, B TOM Yucne cosfjiaHue, NPUCBOEHUE, YHUNTOXEHUE
naeHTUUKaTopos

NAD.4 YnpasneHue cpeacTsaMu ayTeHTuduKaLmu, B ToM YUcne XpaHenue, Bbiaava, uHuuuanusauus,

|6nokvpoBaHue cpeacTs ayTeHTUUKAUUN U NPUHATUE Mep B cnyYae yTpaTsl 1 (unu)
|KoMnpomeTauumn cpeacTs ayTeHTUduKaLmum

UAD.5 3awura o6paTHoi CBA3U Npu BBOAE ayTeHTUUKaLMOHHOR UHopMaLMK

Il. Ynpaenenue pgoctynom cyGbekToB goctyna k o6vexram gocryna (YNA)

yna.1 YnpasneHue (3asefeHue, aktusauusa, GNoKMpoBaHUe U YHUHMTOXEHUE) YYETHbIMU 3anucaMu
|nons3oeareneit
yna.2 Peanusauus HeobxoauMbIX METOA0B (AUCKPELIMOHHBIN, MaHAATHBIW, pONeBoi UNu UHOMA

METOA), TUNOB (YTeHWe, 3aNuUCh, BbINONHEHUE UNW UHOI TUM) U NPaBUN pa3srpaHUNeHus AocTyna

yna.3 YnpasneHue (hunsTpauus, MapLupyTU3aLUua, KOHTPOnb coejmuenuﬂ. OAHOHanpaBneHHas
nepejaya U uHble cnocobel ynpasneHus) MHPOPMAaLMOHHBIMU NOTOKAMU MEXAY
MHOPMALIMOHHBIMU CUCTEMAMU

Yra.4 PaspeneHue nonHomouuii (poneit) nonssosarenei, agMUHUCTPATOPOB U NULY,
- |o6ecneunsaiowux yHKUMOHUPOBaHUE UHOPMALIMOHHON CUCTEMBI

yna.s HasHayeHne MUHUMaNLHO HeoBxoauMbIX Npas U NPUBKUNEruii NONb3oBaTeNAM,
aaMUHUCTpaTopaM U nuuam, obecneumnsaiolum hyHKLUOHUpOBaHUE UHGOPMALIMOHHON
cUCTeMbI

ynpa.e OrpaHuyeHne HeycnelwHbIX NONLITOK BXoAa B MHGOPMALMOHHYIO CUCTeMy (aocTyna K
MHOPMaLIMOHHOR cucTeme)

Ynpa.16 YnpasneHve B3aumoaeincTenemM ¢ MHPOpMaLUOHHBIMUA CUCTEMAMU CTOPOHHUX OpraHusauuii

(BHeLwHWe MHOPMALMOHHBIE CUCTEMBI)

V. Perucrpauus cobbituit 6esonacHoctu (PCE) s

PCB.1 Onpepenexune coGbiTuii GesonacHocTH, NoAnexalux perucTpauyuu, U CPOKOB UX XpaHeHUs

PCB.2 OnpeaeneHue cocTasa U coaepxaHua UHgopmaumm o cobbiTuax GeaonacHocTy, noanexatux
|peructpaumu

PCBE.3 C6op, sanuch U XpaHeHue uHgopmaLum o cobuiTusix 6e30nacHOCTU B TeueHue

YCTaHOBNEHHOrO BPEMEHUN XpaHeHUs

PCB. 7 3awura uigopmarum o cobbituax GeaonacHocTu

V1. AHTUBUpYCHas 3awura (AB3)

AB3.1 Peanuaauuvs aHTUBMPYCHOI 3aLuUThI




YcnosHoe CopepxaHue mep no oGecneyeHmio 6e30NacHOCTU NEPCOHANbHBIX AaHHbIX
oBoaHaueHue u
HOMep Mepbl

AB3.2 OGHosneHue Gasbl faHHbIX NPUIHAKOB BPEAOHOCHBIX KOMNbIOTEPHbLIX NporpamMm (BUpYycosB)

VIIl. KoHTponb (aHanus) salyuieHHOCTY NepcoHansHbIx gaHHbIX (AH3)

AH3.2 KoHTponsk ycTanosku 06HOBNEHMiA nporpaMmHoro o6ecnevyeHus, Bknioyas o6HoBneHue
nporpammHoro o6ecneyeHus cpeacTs 3awuTbl MHopMaLUu

XIl. 3awwra TexHuyeckux cpeacts (3TC)

3TC.3 KoHTponk 1 ynpasnexue huauyeckum A0CTYNOM K TEXHUYECKUM CpeacTBam, cpeacTeam
3awuTsl uHGopMauuy, cpeacTeam obecneveHus PYHKUMOHUPOBAHUA, @ Taloke B NOMELUEHUA 1
COOPYXXEHUA, B KOTOPbIX OHW YCTaHOBNEHbI, UCKNIOYAIOLNE HECAHKLIMOHUPOBAHHDINA
cuanyeckuit aocTyn K cpeacTsam o6paboTku HopMaLUK, CPeACTBaM 3aLUThI UHOpMaLUK
u cpeacTeam obecneyeHns yHKUMOHMPOBaHUA UHEOPMALIMOHHOR CUCTEMBI, B NOMELLEHUs 1
COOPYXXEeHUA, B KOTOPbIX OHW YCTaHOBNEHb!

3TC.4 Pa3melleHue ycTpoiicTs BbiBoja (oToGpaxeHus) uHopmauuu, Uckniovaollee ee
|HECaHKUMOHUPOBaHHBIA NPOCMOTP

XlIl. 3awmra uHOPMaLMOHHO CUCTEMBI, €8 CPeACTB, CUCTEM CBA3U U Nnepeaayu AaxHbix (3UC)

3UC.3 ObecneyeHne 3aLuThbl NepPCOHANbHbIX JaHHbLIX OT PACKPLITUA, MOAUGUKALMN U HABS3bIBAHUA
(sBOAa NOXHON UHGOpMaLMK) Npu ee nepeaave (NOAroTOBKE K Nepeaave) No KaHanam cBA3w,
MMEIOLLUM BLIXOA 33 Npefentl KOHTPONMpyeMoii 30HbI, B TOM Yucne 6ecnpoBoAHbIM KaHanam
CBA3U

5.3 YrouHeHue apanTupoBaHHoro 6GasoBoro HabGopa mep no obGecnevyeHuio
6e30nacHOCTU NepPcoHanbHbIX AaHHbLIX

YTouHeHve apanTvpoBaHHoro Gasosoro HaGopa Mep no obecneveHuio GesonacHOCTU
nepcoHanbHbIX AaHHbIX MNPOBOAUTCA C YYETOM pesynbTaToB OUEHKM BO3MOXHOCTU
apanTupoeaHHoro GasoBoro HaGopa mep no obecneyeHuto Ge3onacHOCTU NepcoHanbHbIX
AaHHbIX apexksaTHo OnokupoBaTh (HeitTpanu3oBaTtb) Bce yrposbl GesonacHoctv [0H,
BKMIOMEHHbIE B MoAens yrpoa 6esonacHoctu MOH, N CHU3UTL BEPOATHOCTb UX peanusauuu
UCXoAA U3 ycnoBuit hyHKLUMOHUPOBaHWUA UH(OPMAaLIMOHHO! CUCTEMBI.

McxoaHbiMU AaHHLIMU NpU YTOUHEHUM aganTtupoBaHHoro Gasosoro HaGopa mep no
obecnevyeHuio 6630nacHOCTU NepcoHanbHbIX AaHHbIX ABNAIOTCA NepeyeHs yrpos besonacHoCcTU
nepcoHanbHbIX AaHHbIX U WX XapakTepucTvku (MoTeHumar, OCHAaLWEeHHOCTb, MOTUBauwA),
BKMKOMEHHbIE B MOAEnb Yrpos.

Coctas U coaepXaHue YTOMHEHHOro apganTtuposBaHHoro 6asosoro Habopa mep Mo
obecneveHuio 6e3onacHoCTU NepcoHanbHbIx AaHHbiX B UCTOH OU ®LT npuseaeHs! B Tabnuue
13.

Ta6nuua 13 — YTouHeHHbI aganTupoBaHHbii HaGop mep no o6ecneyeHuto 6esonacHoOCTU
nepcoHanbHbIX AaHHbIX

YcnoeHoe CopepxaHue Mep no o6ecneveHnio GesonacHoCT NepcoHanbHbiX AaHHbIX

oBGoaHayeHue u

HOMEp Mepbl

|. UaeHTudukaums 1 ayTeHTuduxkaums cybrekTos goctyna k obsexram goctyna (MA®)

NAD.1 IM.qemmbmaum u ayreHTUUKaLMa nonb3osareneil, asnaowmuxcs paboTHukamu oneparopa

NAD.3 YnpaeneHue ugeHtudukaropamu, B TOM Yucne coznaHue, NPUCBOEHUE, YHUNTOXEHUE
UAEHTUUKATOPOB
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YcnosHoe Copepxanue Mep no oBecneyeHuio 6e3onacHoCTI NEPCOHANBHBIX AaHHBIX

lo6o3HayeHune u

HOMep Mepbl

NAD.4 YnpasneHue cpeAcTBaMU ayTeHTUMKaLuK, B TOM YUCNe XpaHeHue, Bbiaava, UHULUanusauus,
6nokupoBaHue CpesiCTB ayTeHTUUKALIMU U NPUHATUE MEp B Cyyae yTpaTsl U (Unu)
KOMMpPOMETaLUN CPEACTB ayTeHTUMKaumm

NAD.5 3awyura obpartHoli cBA3W Npu BBoAE ayTeHTUdMKaLMoHHon uHdopmauum

Il. YnpaBneHue goctynom cybbexTor goctyna k o6bekram aoctyna (YI/)

yna.1 YnpaeneHue (3aBefieHne, akTueauus, GnokuposaHue n YHUUTOXEHUE) YYETHLIMU 3anucamu

2 nonb3osarenen

YnAa.2 Peanuaauus HeoBxoauMbix METOAOB (AUCKPELIMOHHBIA, MaHAaTHbBIA, poneso N UHOR
ImeToga), TUNOB (YTeHue, 3anuUCh, BLINOMHEHUE UMW UHOR TVN) U NPaBUN pasrpaHuyeHus gocTyna

yna.3 YnpasneHue (punbTpauua, MaplipyTUsaLus, KOHTponb coeauHeHUiA, oAHOHanpasneHHas
nepepava u uHble cnocobbl ynpasneHus) MHopMaLMOHHBIMU NOTOKaMKU MeXay
WHPOPMaLNOHHBIMU CUCTEMaMU

yno.4 - |PasgeneHue nonHomounii (poneiil) nonb3osarene, agMUHUCTPaTOPOB U NL,
oBecneunsalowmnx hyHKUMOHUpOBaHUE UHOPMaLMOHHOK cUCTEeMbI

yna.5 HaanaueHne MUHUMansHO HeoBXoAUMBIX NPas U NpUBUNErvn honbsoaannm,
agMUHUCTpaTopam u nuuam, obecneyusaowmm GyHKLUUOHUpoBaHUe uHGOopMaLMOHHOMN
cucTemsl

Yra.e OrpaHuyeHue HeycneluHbiX NonbIToK BXxoAa B MH(OPMaLUOHHYIO cucTeMy (AocTyna K
WHOPMaLIMOHHON cucTeme)

yna.10 BnokuposaHue ceaHca goctyna B MHGOPMAaLMOHHYIO CUCTEMY NOCNE YCTaHOBEHHOIO
BpemeHu GeaaeiicTeua (HeakTMBHOCTH) NONb3OBaTENA UNU NO ero aanpocy

Yna.16 YnpasneHue B3auMoaeincTauemM ¢ UHOPMaLIMOHHBIMUA CUCTEMaMU CTOPOHHUX OpraHu3aLui
(BHeLWHue HOPMALIMOHHBIE CUCTEMB!)

1l. OrpaHuyeHne nporpammHoit cpeast (OMNC)

onc.3 YcraHoBka (MHCTannNsuua) TONbKO paspeLlleHHoro K Cnonb3oBaHuio NporpaMmmHoro

obecneyeHuns 1 (Unu) ero KOMNOHEHTOB

IV. 3awura MalvHHbIX HocuTeneil nepcoHanbHbiX gaHHbix (3HW)

3HU.1 YueT MalwuHHbIX HocuTene NepcoHanbHbIX AaHHbIX
3HU.2 YnpasneHue JOCTYNOM K MAlUMHHLIM HOCUTENAM NEPCOHaNbHBLIX AaHHbIX
3HW.8 YHuJTOXEHUEe (CTupaHue) unu obeanuumeanne NepcoHanbHbiX AaHHbIX Ha MaLUHHBIX

HOCUTENSX NPY X Nepeaaye Mexay Nonb3osartensMu, B CTOPOHHWE opraHusauun Ans pemoHTa
MNY YTUNU3aUuK, a Takke KOHTPOSNb YHUMTOXEHUA (CTUpaHusa) unu obesnuunsaHus

V. Peructpauus cobeituit 6eaonacHoctu (PCB)

PCB.1 Onpepgenenne cobbiTuii GesonacHoCT, NoAnexXaLyux perucTpaLum, U CPOKOB UX XpaHeHUs

PCB.2 Onpepenexve cocrasa U coaepxaHua uHdopmaumum o cobbiTuax GesonacHocTy, noanexatyux
perucrpauum

PCB.3 C6op, 3anuck 1 xpaHeHue uHgopmaLum o cobbiruax Ge3onacHoOCTU B TeueHue
YCTaHOBNEHHOro BpemMeHu XpaHeHus

PCB. 7 3awura uHopmaumm o cobbiTuax GesonacHocTU

VI. AHTUBUpYycHan 3awura (AB3)
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YcnosHoe CopepxaHue mep no obecneyeHunio 623o0nacHOCTU NEPCOHaNbHbLIX AaHHbIX
o6oaHaveHne n

HOMep Mepbl
AB3.1 Peanusauua aHTUBUPYCHOM 3aLLUUTBI
AB3.2 OBHoBneHve 6asbl AaHHbIX NPUHAKOB BPEAOHOCHBIX KOMMBIOTEPHBIX NPOrpaMm (BUPYCOB)

VII. O6HapyxeHue sTopxeHuii (COB)

COB.1 OBHapyXeHue BTOpXeHWiA

COB.2 O6Hosnexue Gasbl peluaiowmx npasun

VIII. KoHTpons (aHanus) salueHHoCTU NepcoHanbHbiX AaHHbIX (AH3)

AH3.2 KoHTponb ycraHoBku o6HoBNeHUiA nporpammHoro o6ecnedyeHus], Bknioyas oGHoBNeHue
nporpaMmHoro o6ecneyexus cpeacTs 3aLuThl MHOpMaLun

AH3.4 KoHTponb cocTaea TeXHUYECKUX CPeACTB, NporpaMMHoro obecneyeHus U CpeacTs 3aluTsl
MHopMaLmuu

IX. OBecneyenue LIeNoCTHOCTU UH(POPMALIMOHHOW CUCTEMBI U NepcoHanbHbIX AaHHbIX (OLYN)

oun.1 KoHTponb LienocTHOCTU nporpammHoro o6ecneyeHus, B T.4. nporpaMMHoro obecneveHus
CPeACTR 3awwuThl MHopmaLmm .

oun.3 OBecneyeHme BOIMOKHOCTU BOCCTAHOBNEHUS nporpammHoro obecneyeHus, BknoYas
nporpammHoe obecneveHve cpeacTs 3awmTsl UHopMaLUu, NPY BOZHUKHOBEHWUU HELUTATHbIX
CUTyaLuit

XIl. 3awura TexHuyeckux cpeacts (3TC)

3TC.2 OpraHusauus KOHTPONMPYEMOI 30HbI, B Npeaenax KoTopol NOCTOAHHO pa3MeLyaloTcs
cTauuoHapHble TexHuyeckue cpeactea, obpabarbiBatowme HpopMauuio, 1 CpeacTsa 3awuThl
ﬁuudwopuaum. a Take cpeacrea obecneyeHns MYHKUMOHUPOBaHUA

3TC.3 KoHTponb u ynpasneHue (pusnyeckum AOCTYNOM K TEXHUYECKUM CpeACTBaM, CpeacTBam
3aWuThl MHopmaumu, cpeacTesam obecnevesns YHKUMOHMPOBAHUSA, @ TaloKe B NOMeLLeHUs 1
COOPYXEHUR, B KOTOPbIX OHW YCTAHOBMEHBI, UCKNIOYAIOWWe HeCaHKLMOHUPOBaHHbIA
chuandeckuii foctyn K cpeactesam 06paboTku uHopMmauuu, cpeacTsamM 3awuTbl MHdopMaLmn
‘u cpeacream obecneveHus hyHKUMOHUPOBAHUA MHGOPMALMOHHOI CUCTEMDI, B NOMELeHUs U
COOPY)XEHUS, B KOTOPbIX OHU YCTaHOBNEHbI

3TC.4 PasmelueHue ycTpoiicTs BbiBoAa (0ToBpaxeHus) MHgopMaLuy, uckniovaioLee ee
|HeCaHKUMOHUPOBaHHbI NPOCMOTP

Xlll. 3awwmra uHpopMaLMOHHOK CUCTEMBI, €8 CPeACTB, CUCTEM CBA3U U nepeaayn aaHHbIx (3UC)

31C.3 ObecneyeHne 3aluTs NePCoHanbHbIX AaHHbIX OT PACKPLITUS, MOAUMUKALIMN U HABA3LIBAHUA
(sBoAa NOXHON MHGopMaLuu) npu ee nepeave (NOAroToBKe K Nepeaaye) No KaHanam cBsAay,
MMEIOLLUM BbIXOA 3a Npefiensl KOHTPONUPYeMoli 30HbI, B TOM Yucne 6ecnpoBoHbIM KaHanam
cBASU

XV. Ynpasnenue koHpurypauven nHhopMaLoHHOR CUCTEMBI U CUCTEMBI 3aLUUTLI NepCOoHanbHbIX AaHHbIX (YKP)
YK®.1

OnpepeneHune nuL, KOTOpbIM paspelleHbl AeCTBUA NO BHECEHUIO U3MEHEHUIA B KOHGUrypaLmio
WHOPMALMOHHOR CUCTEMbI NEPCOHANbHbBIX AaHHbIX

YK®,2 YnpasneHvue uaMeHeHuaMU KoHUrypauuu nHgopMaLUoHHOR CUCTEMBI U CUCTEMBI 3aLLUTBI
NepcoHanbHLIX AaHHbIX

YK®.4 OKyMeHTUpoBaHue uHdopmaumm (AaHHbIX) 06 U3MeHeHUsX B KOHpUrypauum
WHDOPMALMOHHOK CUCTEMBI U CUCTEMbI 3aLUYMTBI NEPCOHaNbHBIX AaHHbIX
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5.4 [lononHeHuWe YTOYHEHHOro aganTupoBaHHoro 6asoBoro Habopa Mep no
o6ecneyeHunio 6830NacHOCTU NEPCOHaNbHbIX AaHHbIX

B cooteetctBum ¢ [locraHoeneHuem [pasurensctsa Poccuiickon depepauum ot
01.11.2012r. N2 1119 «O6 yTreepxaeHuu TpeboBaHuWiA K 3aLuTe NepcoHanbHbIX AaHHbIX NPU UX
06paboTke B MHPOPMALIMOHHbLIX CUCTEMAX NepPCoHanbHbIX AaHHbIX», npukasa ®CB Poccuu ot
10.07.2014 r. Ne 378 «O6 yrtBepxaeHun CocraBa M cofepXaHus OpraHU3aLMOHHbLIX U
TexHu4Yeckux mep no obecneyeHnto 6e3onacHoCTU NepcoHanbHbIX AaHHbIX Npu ux obpaboTke B
UH(POPMALMOHHBIX CUCTEMax MnepcoHanbHbIX AaHHbIX C  UCNONb3oBaHWEM CpeacTs
KpunTorpacuyeckon 3awuTsl MHGOPMaLIMKY, HEOBXOAUMBIX ANA BLINONHEHUA YCTAHOBMEHHbIX
MNpasurenscTeom Poccuiickon ®enepaumm TpeboBaHuil K 3alyuUTe NepcoHanbHbIX AaHHbIX 4Ns
Kaqoro U3 ypoBHeit saluieHHoCcTuy Ans obecneveHus 4—ro ypoBHa sawmwiedHocty MNOH npy
ux o6pabotke B UCIMAH OU OLIT Heobxoanmo BbiNoNHeHWe cneayrowmx TpebosaHuii:

HasHayeHue [OMKHOCTHOro nuua (paboTHuka), OTBETCTBEHHOro 3a obecneveHue
BesonacHocTU nepcoHanbHbiX AaHHbix B UCTIOH;

HasHayeHue OTBETCTBEHHOro 3a obecneveHue @YyHKUMOHUMpOBaHUSA U GesonacHocTu
KPUNTOCPEACTB;

obyyeHue Ny, Ucnonb3yroWmUX KpunTocpeacTsa, pabore ¢ HUMU,

opraHusauma Noak3eMnIsapHoOro y4eta KpunTocpeacTs, aKCnnyaTaLMoHHON U TEXHUYECKON
AOKYMEHTaLUU K HUM;

opraHusauua ydeta nuy, gonyuwleHHbix Kk pabore ¢ CK3W, npepHasHaueHHbIX ANs
ob6ecneveHuns 6esonacHoctu MNMAH 8 UCMAOH;

opraHusauus pexuma obecneyeHus GesonacHOCTU NomelleHur, B KOTOprX pasmeLleHa
uHOpMaLMOHHAA  cucTemMa, NPEenaTCTBYIOWEro  BO3MOXHOCTM  HEKOHTPONUpyemoro
NPOHUKHOBEHUA UNu NpebbiBaHUA B 3TUX NOMELLEHUAX NUL, He UMetoLMX NpaBa AocTyna B aTU
NoMeLLeHUs, B T.4. OCHallleHMe NOMEeLLeHU BXOAHbIMU ABEPsMU C 3amkamu, obecneveHue
NOCTOAHHOrO 3aKpbITUS ABepeil NOMELUeHU Ha 3aMOK W WX OTKPbITUS TONbKO Ans
CaHKUMOHUPOBAHHOIO NPOXoAa, a Takke onevaTbiBaHWe NoMeLleHuin No oOKoHYaHun paboyero
OHA unu obopyaoBaHue nNOMELLUEeHUA COOTBETCTBYIOWUMU TEeXHUYECKUMU YCTPOCTBaMM,
CUrHaNU3UPYIOLLMMUN O HECaHKLMOHUPOBaHHOM BCKPLITUM NOMELLIEHWIA,

yTBEpXAEHUe [OKyMeHTa, onpeaensiowero nepeveHb nul, [JOCTYNn KOTOPbIX K
nepcoHanbHbIM AaHHbIM, oBpabaTtbiBaeMbiM B UHGOPMaUUOHHOM cucteme, Heobxoaum ANs
BbINONHEHUA UMK cNyXeBHbIX (TPyAoBbIX) 06si3aHHOCTEN;

yTBEpXAeHWe NpaBun AocTyna B NoMeLLeHUs, B KOTOPbIX pasmelleHa UHhopMaLuoHHas
cucrema, B paboyee n Hepaboyee Bpems, a TakKe B HELUTaTHbIX CUTYyaLUsX;

YTBEPXKAEHUSI MepevHs UL, UMelLWux npaBo AOCTyNa B MNOMELEHUs, B KOTOPbIX
pasmelleHa uHopMaLIMOHHas cucTema,

ucnonb3oBaHue CpeAacTe 3awuThl MHopMauuK, npoluealwnX npoueaypy OLEeHKU
coorBeTcTBus TpeboBaHuAM 3akoHopaTenbcTBa Poccuiickoir Pepepaumm B obnactu
obecnevenus GesonacHocTu uHdpopMauuu, B cnyyae, Korja nNpUMEHeHWe Takux CpefcTs
HeobxoaAuMO ANA HeWTpanuaauum akTyanbHbIX yrpos,

opraHusauusa y4eTa MalLUHHbBIX HOCUTEnNen NepcoHanbHbIX AaHHbIX;

OpraHuM3aumMa XpaHeHUst CbeMHbIX MalUMHHbIX HOCUTENEeil NepcoHanbHbIX AaHHbIX B
ceiipax (Metannuyeckux Lwkadax), obopynoBaHHbIX BHYTPEHHUMW 3aMKaMu C ABYMS UNu
Bonee gy6nukatamu knoyeii 1 npucnocobnernaMmn Ana onevaTbiBaHUA 3aMOYHBIX CKBaXUH UM
KOAOBbIMU 3amMKamu. B cnyyae ecnu Ha CbeMHOM MaLLMHHOM HOCUTENE NepcoHanbHbLIX AaHHbIX
XPaHATCA TONBKO NepcoHanbHble AaHHbIe B 3awudpoBaHHOM ¢ ucnonbaosasuem CK3U suge,
[ONycKaeTca XpaHeHWe Takux Hocutenei BHe ceicos (MeTannuyeckux wkadgos).
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6 PEKOMEHAOYEMBbIE MEPOMNPUATUA no OBECINEYEHUIO
BE3OMACHOCTU NEPCOHAINBbHbLIX JAHHbLIX

Ona sbinonHeHus TpeGosaHwit ®epepansHoro 3akoHa Poccuiickor depepauum ot
27.07.2006 r. Ne152-®3 «O nepcoHanbHbiX AaHHbIX», npukasza PCTIK Poccum ort
18.02.2013 r. Ne 21 «O6 yTBepxaeHMnM COoCTaBa U COAEPXKaAHWUS OpraHU3aLMOHHbIX W
TeXHUYeckux mep no obecneyeHuio 6e3onacHOCTU MNEpCOoHanbHbIX AaHHbLIX MPU KX
o6paboTke B UH(POPMALMOHHBIX CUCTEMAX NepCoHanbHbIX AaHHbIX» U AnA obecneyeHus
4-r0 YpOBHA 3alUULIEHHOCTU NepcoHanbHbIX AaHHbLIX B COOTBETCTBUM C TpeboBaHuaMU
MocraHoBnenus [pasutensctea P® ot 01.11.2012 r. Ne 1119 «O6 yrBepxaeHuu
TpeGoBaHuiA K 3aliuUTe nepcoHanbHbIX AaHHbIX Npu ux obpaboTke B MHOPMALMOHHBIX
cucTeEMax nepcoHanbHbIX AaHHLIX» PEeKOMEHAYEeTCA OCYWECTBUTL MEeponpuaTUs no
thuamdeckold WU nporpaMMHO-annapaTtHoOW 3awuTe, a TaKk Xe pPsA  MEpPONnpUSTUIA
OpraHu3auUVoHHOro Xapakrepa.

PexomeHgauMm no nposefeHUlo MeponpusTuid no obecneyeHuto GesonacHocTU
nepcoHanbHbIX AaHHbIX Npu ux o6paboTke B UCIMAOH OU LT npueepeHsl B Tabnuue 14.

Tabnuua 14 — MeponpusaTua no obecneyeHunto 6esonacHoctu MNOH npu ux obpaboTke
B8 UCNAH OU oUT

YenosHoe | CopepxaHue mep no obecneveHuio | MeponpusTtus no o6ecnevenuio 6esonacHocTy MIOH
o6o3HaveHue | GeaonacHOCTU NEPCOHaNbHbIX AaHHbIX
1 Homep -
Mepbi TexHuueckue _ l OpraHusaumoHHbie
|. UnenTudpukauums u ayteHTudukaums cybbekros goctyna u o6bvekros goctyna (MAD)
NAD.1 UpeHTudukaums n ayteHTudukaums Wcnons3osaxue
nonb3oBareneit, ABNAIOLMUXCA cepTUULIUPOBAHHBLIX
paBoTHuKaMu onepartopa ®CT3K Poceuun C3U ot
; HCA
NAD.3 Ynpasnenue naeHtucukaTopamu, 8 Ucnons3oeaHue Paapabotka UHCTPYKLIUIA
TOM YuCne co3fiaHue, NpucsoeHue, cepTUhULIMPOBAHHBLIX
YHUYTOXEHUE uaeHTUudukaTopos ®CT3K Poccumn C3U ot
HCAO
NAD.4 YnpasneHue cpeacTaamu Wcnonb3oBanue PaspaboTka UHCTPYKLuiA
_ | ayreHTudukaLmum, 8 Tom Yucne cepTuULMpOBaHHbIX
XpaHeHue, Bbigava, uHuyuanusauyus, | ®CTIK Poccuu C3U ot
6nokuposaHue cpeacTs HCO

ayTeHTUUKaLIMK U NPUHATUE Mep B
cnyvae yTpatsl U (Unu)

KOMNpOMEeTaLmum cpeacTs
ayTeHTudukaumum
NAD.5 3alwura ob6patHoit CBA3U Npu BBOAe OtoGpaxeHue cumBona
ayTeHTUUKauMoHHoR nHpopmauum «*» UNKU «e» NpU BBOAE
ayTeHTU(PUKaLMOHHO
UHdopMaLuu
Il. YnpaeneHue pocrynom cy6bexTos aocTyna k o6bekram goctyna (YNAQ)
yna.1 YnpaeneHue (3aBegenue, aktusauus, | MicnonssosaHve Paspabotka
GnoKMpOBaHUE U YHUMTOXEHUE) cepTUPULMPOBaHHbBIX WHCTPYKUMIA, MHCTPYKTaX

yJeTHbIMU 3anucamu nonbaoeareneit | ®CTIK Poccun C3U ot | agmuHUcTpaTopos
HCI v wratHeIX cpeacTs | MHpOpMaLMOHHON

oC CUCTEMbI
yna.2 Peanusauus Heobxoaumbix MeTofoB | Mcnonb3osaHue Paspabotka MaTpuubl
(AUCKPELMOHHDIA, MaHAATHBIN, cepTUPULIMPOBAHHBIX Aocryna cybnexros
pOneBsoii UK UHoi MeToa), TUNOB ®CT3K Poccum C3U ot | gocryna k o6bekram
(YreHue, 3anuch, BbINONHEHUE UNn HC[1 v wraTHbIX cpeacTs | goctyna

WHOM TUN) ¥ NpaBuUn pasrpaHuyeHus oC
a

yna.3 Ynpasnenue (chunstpaums, YcraHoBeka cpeacTs
MapLpyTU3aums, KOHTpoNb MEXCETEeBOoro
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YcnosHoe CopepxaHue mep no obecneyenuro | MeponpusTus no o6ecneyenuto 6esonacHoctu MOH
o6o3HayeHue | 6e30nNacHOCTU NEPCOHANbHBIX AaHHbIX
1 Homep
Mepb TexHuyeckue OpraHusauuoHHble
coeAMHEeHWI, OgHOHanpasneHHas 3KpaHVpOoBaHUA,
nepeaava u uHble cnocobbl cepTUDULMPOBAHHbBIX
ynpaeneHus) MHOOPMaLUOHHbIMU ®CT3K Poccuu
noToKamu Mexay MHGOpPMaLMOHHBIMU
cucreMamu
ynp.4 PaspeneHue nonHomouuii (poneit) WcnonbsobBaxue Paspa6otka
nonb3sosareneil, aAMUHUCTPATOPOB U | CepTUDULIMPOBAHHBIX WHCTPYKLMIA, MaTpuLb!
nuu, obecneunsaloLmux ®CTIK Poceun C3U ot | gocryna
byHKLMOHUpOBaHUE HCA u wraTtHbIX cpeacTs
WHGOPMALMOHHOR CUCTEMBI OoC
yna.s HasHayeHue MUHUManNbLHO UcnonbaoBanue Paspabortka
HeobxoauMBIX Npas U Npusuneruii cepTuULIMpOBaHHbIX WHCTPYKLWIA, MaTpuLibl
nonbsosarensm, agmuHuctpatopam u | CT3K Poceun C3U ot | goctyna
nuuam, oGecneunsaowum HCA, cpeacts
¢hbyHKUMOHUpOBaHUE MEXCeTeBoro
MHOPMALIMOHHOW CUCTEMDI 3KPaHUPOBaHUA, CPEACTs
. oBHapyxeHus
BTOPXEHWIA
Yrna.e OrpaHuyeHune HeycnewHbIx nonbitok | Micnonssoeaxue Paapabotka
BX0Aa B UHPOPMALIMOHHYIO cUCTeMy cepTnuLmMpoBaHHbIX WHCTPYKUWIA, MHCTPYKTaX
(nocryna Kk nHopMaLNOHHOM ®CTIK Poceuu C3U ot | nonbaosareneii
cucreme) HCA v wraTHbIX CPeACcTB | cUcTeMbI
oC
ynp.10 BnokuposaHue ceaHca goctyna B Mcnons3osaHue Paspa6otka
MHPOPMALMOHHYIO CUCTEMY nocne cepTUULUPOBaHHbLIX MHCTPYKUUIA, UHCTPYKTaX
yCTaHOBNEHHOro BpemeHu ®CTOK Poccun C3U ot | nonssosareneii
GeapeiicTaua (HeaKTUBHOCTH) HCJ v wraTHbIX CPeacTs | CUCTEMBI
nonL3osarens Wnu no ero sanpocy OoC
yna.1é YnpasneHue s3aumopaeincTauem ¢ Wcnonb3osaHue
MHGOPMaLMOHHBIMU CUCTEMaMU cepTUhULUPOBaHHbIX
CTOPOHHUX OpraHu3auuii (BHelwHKe CPeACTB MeXCeTeBoro
UHOPMaALUOHHBIE CUCTEMBI) KpaHUpPOBaHUA
Ill. OrpaHuyeHue nporpammHoin cpeabl
orc.3 Ycranoska (MHCTANNALMA) TONBbKO PaapaboTka
pa3peLueHHOro K UCNonb3oBaHUo MHCTPYKLMIA, UHCTPYKTaX
nporpamMmHoro obecneyeHus u (unu) nons3oBarenei
€ro KOMNOHEHTOB CUCTEMBI
IV. 3awura MalwmnHHbIX HocuTenei NnepcoHanbHbIX AaHHbIX
3HW.1 Yyer MaLUUHHBIX HocuTenein ' Paspa6otka
nepcoHanbHLIX AaHHbIX WHCTPYKUMIA, UHCTPYKTaX
nons3osarenei
cUCTEMbI
3HU.2 Ynpasnexue JOCTYNOM K MaLUMHHbLIM Paspa6otka
HOCUTENAM NepcoHanbHbIX AaHHbIX WHCTPYKUMUIA, MHCTPYKTaX
nonbsosarenew '
cUCTeMbl
3HW.8 YHuuTOXeHue (ctupaHue) unu WrarHbie cpeactea OC | PaspaGotka
obeanuuuBsaHue NepcoHanbHbIX WHCTPYKUWIA, UHCTPYKTaxX
[OaHHbIX Ha MaLLUHHBIX HOCUTENSAX NPY nons3osarenei
uX nepeaave mexay cucTemsl

nonb3osarensiMmu, B CTOpoOHHUe
oprasusauum Ans pemoHTa unu
YTUnusauun, a Takke KOHTpo b
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YcnosHoe
o6o3HaveHue
1 Homep
Mepbi

CopepxaHue mep no obecneyeHuio
6e30NacHOCTU NEPCOHaNbHBIX AaHHbIX

Meponpustusa no obecnevyenuio 6esonactoctu MNOH

TexHuyeckue

OpraHu3aLuoHHble

YHUYTOXEHUA (CTUPaHUA) UK
obesnuyneanus

V. Peructpauus cobbituit 6esonacHoctu (PCB)

PCB.1

Onpepnenenue cobbiTuit
6eaonacHocTy, noanexawmx
perucTpauuu, 1 CPOKOB UX XPaHeHUA

Wcnonb3oBanue
cepTUPULMPOBAHHBIX
®CT3K Poccum C3U ot
HCA, cpeacts
MEXCETeBoro
3KPaHUPOBAHUA, CPEACTB
aHTUBUPYCHOrO
KOHTpONS, cpeacTs
oBHapyxeHus
BTOPXEHWI, cpeacTs
aHanuaa 3alvLLeHHOCTU

Paspabotka
OpraHu3aLMoHHO-
pacnopsauTensHoiA
AOKYyMEHTaLuu no
3awmre uHdopmaLuu o
cobbiTuax GesonacHocT

PCB.2

OnpegeneHue cocTaea U cofepXaHua

_MHdopMaumu o cobbiTusx
6GeaonacHocTH, Nnognexawmux
perucrpauum

Ucnonssoeanue
cepTUPULMPOBaHHBIX
®CT3K Poccuu C3U ot
HCA, cpeacre
MEXCeTeBoro
3KpaHUPOBaHUA, CPeacTs
aHTUBUPYCHOrO
KOHTpOns, CPeACTs
oBHapyxeHus
BTOPXEHWNA, CpeacTs
aHanusa 3awuLeHHOCTH

Paspabotka
OpraHu3aLuoHHo-
pacnopsauTensHoit
AOKyMeHTaLuuu no
3awure uidopmauyuu o
cobbiTusax 6esonacHocTu

PCB.3

C6op, 3anuch U XpaHeHue
uHopMauum o cobbITUAX
GeaonacHoCTU B TeYeHne
YCTaHOBIIEHHOIO BpEMEHU XpaHeHus

WcnonssoeaHue
cepTuduLMpoBaHHbIX
®CT3K Poccun C3U ot
HC[, cpeacTs
MEXCEeTeBOoro
3KPaHUPOBAHUA, CPEACTB
aHTUBUPYCHOTO
KOHTPONS, CPeAcTs
oBHapyxeHus
BTOPXEHWIA, CpeacTs
aHanuaa sawuLLieHHOCTH

PCB.7

Bawwmra uHcpopmauum o cobbITnax
6GesonacHocTU

Mcnonb3oBaHue
cepTUULMpPOBaHHbIX
®CT3K Poccuu C3U ot
HC[, cpeacts
MEXCEeTEeBOro

3KPaHUPOBaHUA, CPEACTB

aHTUBUPYCHOrO
KOHTPONS, CPeAcTs
oBGHapyxeHus
BTOPXEHWA

VI. AHTuBupycHan sawura (AB3)

AB3.1

Peanuaauus aHTMBUPYCHON 3aLUMTLI

Mcnonbs3oBaHue cpeacrs
aHTUBUPYCHOW 3aLUUTHI,
cepTUhDULMPOBAHHbIX
®CT3K Poceun

Paspabotka
WHCTPYKUMY NO
opraHusaumm
aHTUBUPYCHON 3aLLUTHI,
nposepeHue

UHCTpYyKTaxa
nonb3oBarenei
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YcnoeHoe Copepxanue mep no obecnevenuto | Meponpusatus no o6ecneyeHuto 6esonacHoctu MNOH
obosHayeHue | Ge30NacHOCTU NEPCOHANBHLIX AAHHbIX
1 Homep
Mepb! TexHuyeckue OpraHusaLUuoHHbIe
AB3.2 O6Hoenexue 6a3bl AaHHLIX NpU3Hakos | Mcnons3oBaHue cpeacTe | MHCTpyKTax
BPEAOHOCHBIX KOMNBIOTEPHbIX AHTUBUPYCHOW 3almThl, | NoNb3oBaTenei u
nporpamm (Bupycos) cepTUPULMPOBAHHBIX aAMUHUCTPaTOpOB
OCT3K Poccun ncngu
VII. KoxTpons (aHanus) 3aliuLeHHOCTU NepcoHanbHbiX AaHHbix (AH3)
AH3.2 KoHTponb ycraHoBk 06HOBNEHUIA Paspaborka
nporpammHoro o6ecneyexus, VHCTPYKLMIA, MHCTPYKTaX
BKNIOYas 06HOBNEHWE NPOrpamMMHOro nons3sosareneii u
obecneyeHuss CPEACTB 3aLnTbI aAMUHUCTPATOpOB
uHpopmMaLuu WHhOpPMaLMOHHOM
CUCTEMbI
AH3.4 KoHTponb cocTaBa TeXHUYeCKux Paapa6ortka
CpeAcTs, nporpammHoro obecneyeHus OpraHu3aUUoHHO-
Y CPeACTB 3awuTsl MHpopMaLum pacnopaguTensHoi
AOKYMeHTauuu,
pernameHTUpyloLeit
nposeaeHue
nepuoau4eckoro

koHTpons UCTIOH, B T.M.
COCTaBa TeXHUYECKUX
CpeAacTs, NPOrpaMMHOro
o6ecneyeHus u cpeacTs
3aWuTbl HOpMaLMU

IX. O6ecnevyeHue LIeNoCcTHOCTU UHCPOPMALIMOHHONW CUCTEMBI U NEPCOHanbHbLIX AaHHbIX (OLUT)

oun.A KoHTponb LienocTHoCTU nporpammHoro | Ucnonssosanue
obecneyeHun CpeacTs 3alumThbl cepTUULUPOBaHHbLIX
uHdopmaLun ®CTIK Poccuu C3U ot
HCAO
oun.3 O6ecneyeHne BOSMOXHOCTH Mposenenue npoueayp | Paspabotka
BOCCTaHOBIEHUA NPOrpaMMHOro peaepsHOro MHCTPYKLMIA, UHCTPYKTaX
- | obecneyeHuns, BKMOYan NPOrpaMMHoOe | KONUPOBaHWUA, Hanuuue | nonb3osareneii U
obecnevyeHue CpeacTs 3aliuThbl AvcTpubyTuBoB C aAMUHUCTpaTopOB
UHpOpMaLUK, NPU BOSHUKHOBEHUU nNporpammMHbIM mcnau
HeLWTaTHLIX CUTYaLwii obecnevyeHuem, B T.Y. ¢
nporpaMmHbIM

obecnevyeHvem cpeacTs
3awumThl UHopmauum

XIl. 3awura TexHuyeckux cpeacrts (3TC)

3TC.2 OpraHusauua KOHTPONUPYEMOIA 30HbI, YTeepxaeHue cxembl
B NpeAenax KoTopow NOCTORHHO rpaHuLl KOHTPONUPYEeMOoi
pasMeLyaoTcs CTayuoHapHsie 30HbI UHPOPMALIMOHHON
TeXHuJeckue cCpeacTsa, CUCTEMbI
obpabarbiBalolime uHhopmaumio, U
CpeAcTBa 3aluThl UHopMauuy, a
TaKke cpeacTea obecneyeHus
DYHKUMOHUPOBaHUA

3TC.3 KoHTpornb u ynpasnexue gpusuyeckum Pa3spabotka
AOCTYNOM K TEXHUYECKUM CpeacTBam, OpraHu3aLUMoHHo-
cpeacTBam 3aLmThl HopmaLmu, pacnopsavTenbHol
cpeacteam obecneyeHun AOKyMeHTauuu,
OYHKLIMOHMPOBaHUSA, a TaKKe B oBecneuusaioLeit
NOMELLIEHUS U COOPYXEHUs, B KOTOPbIX orpaHuyeHve gocryna
OHU YCTaHOBMNEHbI, UCKNIoYaoLme NOCTOPOHHUX NULY B
HECaHKLIMOHUPOBaHHbLIA husuyeckuii npegenax K3,
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YcnosHoe CopepxaHue mep no obecnevenunio | Meponpuatus no o6ecneveHuio 6esonacHoctu MNAH
obo3HaveHue | 6e3onacHOCTU NePCoHanbHbIX AaHHbIX
1 HOMep
Mepbi TexHuyeckue OpraHu3aLUunoHHble
AocTyn k cpegcTaam obpaboTku orpaHuveHue pocryna K
UHdOpMaLuK, CpeacTBam 3aluTbl cpeAacTBaM 3aluTbl
MHOpMaLUKM 1 cpeacTBam nHopmaumu, K
obecneyeHvs yHKUUOHUPOBAHUA TeXHUYECKUM cpeacTsa
MHPOPMALIMOHHOI cUCTEMbI, B u cpegcTeam
NOMELLIEHUA U COOPYXEHUS, B KOTOPLIX oBecnevyenus
OHU YCTaHOBNEHbI byHKUMOHUpPOBaHUe
ncng«
3TC.4 PaametleHue ycTpoiicTe BbiBOAA Paspabortka
(oToBpaxeHus) uHdopmaLmu, WHCTPYKLWA,
ucknvawLlee ee nposeseHue
HEeCaHKUMOHUPOBaHHbIA NPOCMOTP MHCTpYKTaxa,
orpaHuyeHve gocryna
NOCTOPOHHUX NUL B
npegensi K3
XIll. 3awumra nHpOPMaLMOHHOA CUCTEMBI, €8 CPEACTB, CUCTEM CBA3M U Nepeaayu AaHHbIX
(31C)
3UC.3 | OBecnevexue 3awuTsl nepcoHansHeix | Mcnons3osawme CK3W, | Paspabotka
AaHHbIX OT packpbITus, Moaudukauuu | cepTUUUMPOBAHHBIX MHCTPYKUMUIA, UHCTPYKTaX
U HaBasbiBaHuA (Bsoga noxHowt | ®CB Poccuu nonsaosarenei

uHopMaumn) npu ee nepenade
(nogroToBke K nepenaye) no kaHanam
CBA3W, UMEIOWUM BbIXOA 3a npeaensi
KOHTPONUPYEMOiA 30HbI

XV. Ynpasnexue koHurypaLueit uHopmMaLMoHHOR cUCTEeMbl U CUCTEMbI 3ALLUTBI NEPCOHaNbHBIX AaHHbIX

(YK®)

YK®.1 Onpepnenexue nuy, KOTOpPbIM Paspa6otka
paspelueHbl AeilCTBUA NO BHECEHMIO UHCTPYKLMUIA, UHCTPYKTaX
U3MEHeHuUiA B KOHdUrypauuio nonssosareneit
nHpopMaLMOHHON CUCTEMB!
nepcoHarnbHbiX AaHHbIX -

YK®.2 Ynpasnexue U3MEHEeHUAMU Paspa6otka
KOHUrypaumum UHGOpMaLMOHHOIMA WHCTPYKUWIA, UHCTPYKTaX
CUMCTEMBI WU CUCTEMbl  3aWUTHI none3oBareneii
nepcoHansHbIX AaHHbLIX

YKo .4 [okymeHTUpoBaHue uHgopmaLmm Paspa6otka
(naHHbiX) 06  M3MeHeHusx B WHCTPYKLUMIA, UHCTPYKTaX
KOHGurypaumu WHOPMaLMOHHO nons3osarenei
CUCTEMBI W CUCTEMbl  3aWMTHI
NepcoHanbHbIX AaHHbIX

6.1 OpraHu3auuoHHbIe MEepOoNpUATUA

B pamkax C3MN[H pekomeHayeTca peanusoBaTb CNEAyOLUe OpraHW3aUMOHHbIE Mepbl

3auuThl

Ha3HauuTb NULO, OTBETCTBEHHOE 3a obecneyeHue 6esonacHocTU nepcoHarnbHbIX AaHHbBIX

B UCMNAx;

HasHa4uTb OTBETCTBEHHOro 3a obecneyeHve YHKUMOHUPOBaHUS U BeaonacHocTU
KPUNTOCPEACTB; i
paspaGoTaTb AOKYMEHTbI, pernameHTMpylolme o6paboTKy NEepCOHanbHbIX AAHHBLIX B

UCNax;

opraHusoBate pasgenexve B UCINOH dyHkuuin no ynpasnexuio (apMUHUCTPUPOBAHUIO)
VUCMNAH, ynpaeneHuio (agMWHUCTPUPOBAHWIO) CUCTEMOIN 3aLUTSI nepcoHanbHbIX AaHHbIX,
tyHKUMIA No 0BpaboTke MHDOPMaLMY U UHBIX YHKLIWIA;
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opraHusoBaTtbh npoueaypbl foctyna paboTHukoB B nomelleHus ¢ anemeHtamu UCIOH, a
TakKe K TeXHU4eCKUM cpeacTeam, npegHasHavyeHHbIM Ana obpabotku MOH;

opraHu3oBarb npoueaypsb! 03HaKOMNEHUs paboTHUMKOB, HenocpeacTBeHHO
ocywjecrensowmx o6pabotky MNMAH, ¢ TpeGosaHnaMu 32KOHOAATENbHBIX U HOPMATUBHLIX aKTOB
B o6nacTu 3awuTsl UHGopMaLuu,

OpraHu3oBaTh MHCTPYKTaXW U npoueaypbl NOBLILLEHUA OCBEAOMMNEHHOCTU PaboTHUKOB,
ocywecrensowmx obpabotky MNAH;

OpraHu3oBaTh WMHCTPYKTaX nWL, MUCNONb3ylwWmMX CpeacTsa 3awutbl UHGOpMaLuUu,
npumexsemble B UCIOH, npasunam paboTbl ¢ HUMMK;

OpraHu3oBarb npoueaypbl KOHTPONsA 3a cobnoaeHnemM yCroBUil UCNONb30BaHUSA CPeACTB
3aWuThl MHpOpPMaLUK, NPeayCMOTPEHHBIX 3KCNNyaTaUUoHHON U TEXHUYECKOW AOKYMEHTaLuen;

OpraHu3oBaTh nNpoueaypbl yyeTra npUMEHseMblX CPeAacTB 3awuTel  MHdopMauuu,
3KcnnyaTauuoHHOM U TEXHUYECKON [OKYMEHTaLUN K HUM;

YCTaHOBUTL NpaBuna pasrpaHuyYeHus AocTyna K uigopmaumoHHbiM pecypcam UCTIOH;

OpraHusoBaTb Npaguna aHTUBMPYCHOWM 3aLUUTLI UHOpMaLW,

OpraHv3oBaTh y4eT Ny, AonylieHHbIX K pabote 8 UCTOH;

OpraHu3oBaTh y4eT MalLuuMHHbIX HocuTenewn MOH;

opraHusoBaTh NpoLeaypbl pe3epBHOro KONUPoBaHUA 3alyuLlaeMon nHgopmaLuu;

opraHusoBaTh npasuna NaponbHON 3aWuThbl;

opraHuaosatb 06y4eHue nuL, UCNonb3ayLWKUX KpUnTocpeacTea, pabote ¢ HUMK,

opraHu3oBaTh NO3KIEMMNNAPHBIA YYET KpUNTOCPEACTB, 3KCNNyaTaLUuoHHON U TEXHUYECKON
AOKYMEHTaLMU K HUM;

opraHusoBaTh YyJYeT nuu, gonyuwleHHslx k pab6orte ¢ CK3W, npegHaszHaveHHbIMU Ans
obecneyenun 6esonacHoctv MO 8 UCIMNOH

OpraHu3oBaTh MpoLueaypbl NepuoaUYecKoro BHYTPEHHEro KOHTpons v (unu) ayaura
cooTeeTcTBUA 06paboTkn uHdopmauum TpeboBaHUAM 3aKkoHOAATENbHBIX U HOPMATUBHbIX aKTOB
B obnacTu sawuTsl UHopMaLuK.

6.2 MeponpusaTus no ou3nyeckomn sawumre

MpuMeHsemMble TeXHUYECKUe Mepbl 3aLuThl UHopMaLMm AOMKHbI obecneymBaTh 3aLUuUTy
OT HeCaHKLMOHUPOBaAHHOro A0CTyNa K UHopmaumu.

DomkHa ObiTh OpraHuW3oBaHa OxpaHa NOMELLEHWIA, B KOTOPbIX pasMelleHbl aneMeHTbl
UCNOH w npoussogutca obpabotka nepcoHanbHbiX AaHHbIX. OpraHusauus pexuma
obecneyeHus 6e3onacHOCTU 3TUX NOMeELLEeHUA AomkHa obecneYynBaTh COXpaHHOCTb HOCUTENEH
uHcopMauMMm U CPeacTB 3awuThl  MHOpMauMKM, M UCKNIOYaTb  BO3MOXHOCTb
HEKOHTPONUPYEMOro NPOHUKHOBEHUA UNK NpebbiBaHuA B aTUX NOMELLEHUSAX NOCTOPOHHUX NULL

Momewenus ¢ anemeHtamu UCIOH aomkHbl ObiTh OCHalleHbl Kpenkumu AsBepbMu C
3aMKaMu U npucnocobneHusiMu Ans oneYyaTbiBaHUs, UMY COOTBETCTBYIOWUMU TEXHUYECKUMM
YCTpOWCTBaMW, CUrHANU3UPYIOLLIMMU O HECAHKLIMOHUPOBAHHOM BCKPLITUM NOMELLEHWIA.

6.3 MeToab! M cnocobbl 3aWuTbl MHGOPMaLUKU OT HeCaHKLMOHUPOBAHHOrO AOCTYNa

Ana sawwuThl OT HecaHKUMOHMPOBAHHOrO JocTyna K WHpopmauuu, pekoMeHayeTcs
npUMeHeHue cneayroLmx MeToaoB U cnocobos:

opraHusaumsa U3UHecKon 3aluThl NoMeLLeHUn u TexHudeckux cpeacte UCMOH;

pasMmelleHne TeXHUYecKux cpeacTs, npefAHasHadeHHbiX Ana obpaboTku sawuuiaemoit
uHgopmauun, B npeaenax KOHTPONUPYEMOA 30HbI;

orpaHuyeHue pocTyna nonb3oBaTeneil B NoMelleHus, rae pasmMelleHbl TexHUYeckue
cpeactsa UCTI[H, a Takke XpaHATCA HOCUTENU MHopMaLUK;

yCTaHOBNeHue npasun AocTyna nonb3oBaTenein u obcnyxusalowero nepcoHana K
MHGOPMaLMOHHBIM pecypcaM, nporpaMMHbIM cpeacTBaMm 06paboTku (nepepayn) v 3aluThl
UHpOpMaLmuK;

ynpasneHue AOCTYNOM K 3alyuliaeMbiM AaHHbIM;
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perucTpauus U yyeT AeicTeuii nonbsoeaTtenei u o6cnyXxvearLlero nepcoHana, KoHTponk
HeCaHKLMOHUPOBAHHOro AOCTYNa 1 AeicTeuii nonb3osarenen, o6enyxveaioLlero nepcoHana u
MOCTOPOHHUX NLL;

UCNonb3oBaHue 3alULLEHHBIX KaHanoB CBA3Y,

UCMNonNb30BaHUe CPEACTB MEXCETEBOro 3KpaHUPOBaHUSA,;

NpUMeHeHue CPeACcTB aHTUBUPYCHON 3aLLmnThl MHbopMaLuu,

NpUMeEHeHUe CPeacTs KpunTorpaduyeckoin salmTsl HpopmaLuy;

npuMeHeHue cpeacTs obHapyXeHUsi BTOPXEHWIA.

O6ecneyeHune GesonacHoctv MNAH B UCMOH OU OUT pomkHo ObiTh peanusoBaHo
cpeacTsamy 3awmThl UHGopMauuKM, npowealMMU B YCTaHOBMNEHHOM Mopsake npoueaypy
OL|EHKN COOTBETCTBUA.
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3AKNMKOYEHUE

B xone moaenuposanus yrpo3 6e3onacHocTy NnepconansHbixX AaHHbix Bbina nocTpoeHa
MoZenb HapywmuTens, npegcrasnsiouas coboi onucalue Hapywurenei uHhopMaumoHHon
Des30nacHOCTU Kak WCTOYHWUKOB Yrpo3 6e30nacHoCTU, a Takke npeanonoxeHun ob wux
BO3MOXHOCTSIX, KOTOpbIE MOIyT MUCNONL30BaTLCSA ANA paspaboTku u npoBeaeHus atak, u
OrpaHUYEHUsX 3TUX BO3MOXHOCTEW, OnpeAeneH Knacc HeoBXOoAUMBIX K MNPUMEHEHUIO
KpunTocpeacTs. bbinu onpeaeneHsl nepeyHn 06BEKTOB cpeabl MHopMaLun 1 CBSA3aHHbIE C
HUMK YS3BUMOCTU. Ha OCHOBaHMU NEpeyHs UCTOYHWUKOB Yrpo3 U YS3BUMbIX 3BEHLEB Obin
nocTpoeH obwuir nepeyeHs yrpo3 6830nacHoOCTU NEPCOHanNbHbIX faHHbIX.

B cootBerctBUM Cc «MeToauKkol onpefeneHus akTyanbHbiX yrpo3 GesonacHocTu
nepcoHanbHbIX faHHbIX Npu ux obpaboTke B MHPOPMAaLMOHHBIX CUCTEMAX NepcoHanbHbIX
[aHHbIX» NpoBe/leHa oLeHKa akTyanbHOCTU yrpo3 6e30nacHOCTU NEePCOHANbHBLIX AaHHLIX U
onpeaenéH nepeveHb akTyansHbix yrpos ana UCMOs OUN ®LUT.

Ha ocHoBaHuM COPMUPOBAHHOIO MEpPedHA akTyanbHbiX Yrpo3 6es3onacHocTu
nepcoHanbHbIX laHHbIX, a TaKkKe B 3aBUCUMOCTU OT YCTAHOBNEHHOO YPOBHSA 3aLULLEHHOCTI
MNAH paspabotaHbl pekomeHgauuu NO MNPOBEAEHUIO MEpOnpUATUA, HanpasneHHble Ha
obecnevenne 6e30NacHOCTU NepcoHanbHbIX AaHHbIX Npu ux obpabotke B UCIMOH OU OUT.
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